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EXECUTIVE SUMMARY

In recent years large-scale transnational fraudTH)Shas transformed from a
localised crime problem into a global crime threlg true scale of which is difficult
to ascertain with any degree of certainty. Howegites widely accepted that losses
run into tens of billions dollars annually. Therpose of this study is to consider the
methods and techniques criminals use to laundepitbeeeds of LSTF. Authorities
identify that these billions of dollars are laurettusing a variety of techniques, and it
is widely accepted that at some stage in the laumgleycle, the majority of these
funds pass through the banking system.

The case studies highlighted in the report illustrthe risks for laundering the
proceeds of LSTF associated with the various indisst channels, designated
services and products and payments methods. Tisdselie in the placement,
layering and integration stages of money launderiii@pe special feature of money
laundering associated with LSTF is that it is difft to differentiate the money
laundering activities from the predicate offencselitf unlike money laundering
related to drug trafficking for example, the mondégundering commences
simultaneously with the commission of the predicafience. They work hand in
hand.

From the responses received, it is apparent tleal 8TF presents a serious risk and
jurisdictions throughout the region have identifibeir residents as victims of these
frauds. For some victims, the impacts extend beymersonal financial loss to other
family members; loss of entire family or retiremesdvings, loss of a home,

psychological trauma, depression and suicide haeea becorded in various studies.

Money laundering associated with proceeds of LSTd€urs through multiple
jurisdictions. Criminals make use of shell comganimoney services business and
stooge accounts etc to provide a veil of legitimaoythe transactions and to
complicate the audit trail. The rapid movemenfwfds and the cross-jurisdictional
nature pose challenges to law enforcement agercieas), financial intelligence
units (FIUs), financial institutions and regulatofihe challenge lies in the timely
identification of the fraud and the location andvament of the proceeds. Detection
of the proceeds relies on the proactive sharingredévant information both
domestically and internationally.

Much is known about the various guises and formhefpredicate fraud offence and
the initial placement and layering of the proceettwever, due to limited
intelligence and feedback, the project team founidtéd opportunities to examine
how and where these funds are integrated and a&ttesfhe levels of suspicious
transaction reporting in relation to LSTF are rigkly high, but the quality is
questionable. While most jurisdictions reportedih@ the structure and apparatus
that are required to meet international AML/CFTnsards, the ‘effectiveness’ of
many regimes in tackling money laundering assodiaiiégh LSTF is not evident.
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The impact from money laundering associated witiE&as a truly global reach and
it is therefore necessary for jurisdictions to wavgether, both in terms of public and
private enterprise, to provide a global response.

The followings areas are considered as having piateto enhance the global
response to tackling money laundering associatduthve LSTF:

e To undertake jurisdiction and sector risk assesssn@norder to critically
review and assess the nature, scope and impdat problem;

* To formulate comprehensive strategies, policies astbn plans to ensure
the better allocation of resources and operatipnatities;

« To engage public and private stakeholders and owated prevention and
enforcement measures so that intelligence, infaomattypologies and
trends can be shared in a proactive and timely era@amd

* To enhance international cooperation through cjassdictional exchange
platforms such as the establishment of Regionak Fasces and Central
Databases.
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1 INTRODUCTION

1.1 INTRODUCTION

1. APG mutual evaluations, APG typologies collecti@mal typologies workshops
continue to highlight threats from money launderasgociated with LSTF, in
particular telemarketing / boiler room / lotteryadids. Jurisdictions which have
conducted investigations of these frauds and amssati money laundering
highlight the involvement of transnational orgadiserime groups and highly
profitable criminal activity.

2. Laundering of proceeds from boiler room / heritad@ttery frauds is a lucrative,
relatively low risk, global criminal activity. Theitrans-national nature presents
numerous multi-jurisdictional issues for prevematimeasures, enforcement,
prosecution and asset recovery. The failure tadhgagxchange information and
the lack of coordinated multi-jurisdictional actida combat and identify the
syndicates involved enhanced money laundering vahiities. Increased
national and international collaboration is reqdite combat these offences.

3. Telemarketing and related frauds present a goodhpbeaof how transnational
organised crime activity has adapted and grown glithalisation. Telemarketing
frauds and associated ML have proliferated, utijsian increasingly wide
spectrum of modus operandi to present a frauddelntitation to a prospective
victim. Global in nature, the perpetrators, viti@and the bank accounts used to
launder the proceeds of such fraud are normallgtémtin different jurisdictions.

4. A number of jurisdictions, including Hong Kong ahthlaysia, have successfully
prosecuted money-laundering offences associatddanaiss border telemarketing
fraud. It is apparent that criminals may take aotocof AML/CFT controls in
various jurisdictions when designing money launagrschemes associated with
these frauds. Experience suggests that some falanstitutions are successful in
identifying accounts used for this type of crimewever, criminals are quick to
react and adapt money flows in response to pretreataeasures. Jurisdictions’
experience in this regard is worthy of further exsation.

1.2 NEED FOR THE TYPOLOGY

5. Despite the scale of the problem, there remairgla ¢f recent regional or global
money laundering typologies associated with theS&@H. While a significant
amount of research has already been undertakerheoriraud itself, this has
largely been conducted by jurisdictions where wetiare resident or where
operators of certain frauds, such as boiler roares|ocated. Many jurisdictions
may not be fully aware of this research, the recemations made and best
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practices identified. Given the continuing vulriBliies for money laundering
associated with LSTF, there is a need for up-te-tigiologies.

1.3 SCOPE

6. The objectives of this typology report are to:

. Sort / group the types of LSTF, by sharing knowkedweld by law
enforcement and other specialist agencies conceniidthese type of
fraud, thereby increasing understanding and raigiolal awareness;

. Identify the techniques and methods of money latingeassociated with
LSTF;

. Share case studies of ML and TF associated witiH.ST

. Identify any trends or patterns within jurisdict®oand across the region
for money laundering related to LSTF;

. Identify problems and possible solutions with relger law enforcement
investigations on money laundering associated W&hF;

. Examine best practices in FIU, investigation, ratpdy and supervisory
approaches to this activity;

. Consider mechanisms for international cooperationd aidentify
opportunities to enhance this area and harmoniseteto facilitate the
recovery of stolen assets;

. Identify emerging policy issues, including whetlagry issues arise which
are not adequately covered by the international ABHT standards; and

. Share key findings of the analysis with law enfaneat and regulatory
authorities to promote best practice and with tharfcial services sector
to promote effective risk mitigation and preventatmeasures.

7. A number of key questions were raised in the ptgpan. Not all of these are
answered in the report; which has clearly underdhitie original concept to a
certain extent. For example, from the materiateiresd it proved impossible to
draw any conclusion with regard to ‘which frauddegmenerate the most proceeds
of crime?’ However, insight is provided into somier key areas such as the
technigues and methods of ML that have been idedtifin relation to the
proceeds of telemarketing fraud and their levedayhistication.

8. The basis of the report tends towards more prdcieas such as addressing what
case studies exist; demonstrating techniques, methiod the primary risk factors
in the case studies, what factors might assispthate sector and regulators to
detect money laundering associated with LSTF andtdctors might assist law
enforcement to successfully investigate money latind associated with LSTF.
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9. This report also considers ongoing developmentsniarnational cooperation
when discussing possibilities for increased co-apen between FIUs, LEAs and
the private sector. The report also has identifedumber of areas requiring
technical assistance and training.

1.4 METHODOLOGY

10.This report is based on a number of different seaircThe first is a review of
existing literature and reports that have been géee by international bodies,
national governmental agencies and the academiorsedt is important to
acknowledge that none of the money laundering naistloo techniques identified
in this report are new; all have been examinedheir own right and in some
detail, in various other reports.

11.The second and perhaps most important source isothgilation and analysis of
the responses to a questionnaire distributed to Afe@bers in September 2010.
APG has the largest membership of any FSRB andahdiserse membership.
The responding jurisdictions reflect this mix aniffesled considerably in the
scope of information provided. This has determitiezl information from which
the project team could undertake meaningful amalysThis is a theme that is
further discussed in the main body of the report.

12.Following initial analysis of the questionnairesyarkshop on money laundering
associated with LSTF was conducted during the AR®Blbgies meeting held in
Dhaka, Bangladesh in October 2010. The workshop wall attended by
members of APG and representatives of severalnati@nal organisations. The
following jurisdictions participated in a day lofigeak out session facilitated by
the project co-leaders.

Bangladesh Bhutan Cambodia Canadal Ching
France Hong 'Kong, India Indonesia Japan
China
Macao, China Malaysia Philippines Thailand ChinEsipei

13. Following the workshop, the requirement for somethfer limited data collection
specific to issues that had been raised durindptbak out session was identified.
A further questionnaire was sent out in Novembet arsmall number of returns
were received in December.
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14.The project team would like to acknowledge the tnamd support of all
participating jurisdictions and also the support guidance of the secretariat in
the completion of this typology project.

2 LITERATURE AND ACTIVITIES REVIEW

15.Information and guidance on money laundering assedi with LSTF can be
found in a wide range of sources. FATF and a nurabESRB’s have conducted
a number of typologies in the past, which while doectly focused on fraud-
related money laundering, have discussed the metad techniques identified in
this report. Money laundering methods and techescare diverse. In addition,
FIUs and other LEAs regularly publish typologiessgicious indicators, trends
and sanitised cases that often include transnaticnal.

16.There are also a number of significant pieces ofkwaurrently underway that
examine and seek to refine key areas in terms @fabipns or cooperation that the
findings of this report suggest could have a sigaift impact of the ability of all
stakeholders to counteract this type of fraud.

2.1 PREVIOUS TYPOLOGIES EXERCISES

FATF Typologies - Money Laundering using Trust andCompany Service
Providers (2010)

17.This report compares the potential risks describdatie 2006 report to the actual
risks based on the new case studies and typolofiast and Company Service
Providers (TCSPs) provide an important link betwéeancial institutions and
many of their customers, especially in respect emfal persons. The report
highlights the vital role that beneficial ownershiformation can play in the
detection and prevention of the misuse of corporathicles and this was
underscored by the fact that TCSP’s feature sicgmfily in the returns provided in
this typology.

18.The report acknowledges that although TCSPs age desducive in the initial
placement phase of ML than banks, they are prorieetased particularly in the
layering stage of money laundering. In particuthg report highlights the case
with which the sources and uses of funds as welegal beneficial ownership
information can be concealed through the estabkstiraf multiple accounts and
the conduct of complex transactions on behalf @nté constitutes an area of
potential threat. The report and its findings,luding related case studies and
money laundering indicators, is considered paridylrelevant in the context of
this research.
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‘The responses received from the jurisdictions thatticipated in
this typologies exercise, reveal that TCSPs areeeingly involved
in ML schemes. TCSPs and/or their principals havemany
jurisdictions been under investigation on, andiatets convicted of
money laundering and proceeds of crime relatednoffe. While
some jurisdictions have reported more cases of seigi TCSPs by
criminals for ML purposes than others, it is undtad that the
potential risk for misuse is evident across jurgsidins’.

FATF Typologies - Money Laundering Through Money Sevices Businesses
(2010)

19.Money services businesses (MSB) have throughouyedhes increased their role
as financial intermediaries, providing a numberdifferent services. In the
context of this typology, it is the role of MSB tine transfer of funds (remittance)
and the provision of new payment methods that apadicular interest. Both of
these services were highlighted in a number of sasdies provided. The report
highlights the fact that MSB offer significant oppmities for criminals wishing
to launder funds derived from illegal activitiescliuding fraud, unless appropriate
safeguards are in place. There is a perceptidritibae safeguards are not fully in
place in this sector and that aspect is discussadther detail in the report.

20.The typology offers very detailed analysis of melblogies involving money
remittance and also provides some useful case dgampcluding money
laundering from Internet fraud, telemarketing fraddiigerian fraud) and a list of
indicators.

FATF Typologies — Money Laundering and Terrorist Fhancing through New
Payment Methods (2010)

21.This typology followed the 2006 report, which exaed the growing use of New
Payment Methods (NPM) and an increased awareneseiofML and TF risks,
updating existing research with case studies agrlls over the last four years.
Based on the analysis of 30 case studies, three tyf@ologies were identified, of
which two, third party funding (including strawmeand nominees) and
exploitation of the non face-to-face nature of NRbtounts featured in the case
studies are provided in this typologies.

‘Anonymity, high negotiability and utility of funds well as globa
access to cash through ATMs are some of the magborks that can
add to the attractiveness of NPM for money laundefgonymity,
can be reached either ‘directly’ by making use rafyt anonymous
products (i.e. without any customer identificatiam)‘indirectly’ by
abusing personalized products (i.e. circumventidnverification
measures by using fake or stolen identities, ongistrawmen or
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| nominees etc.’ \

22.Two cases studies are provided showing use of mqlhibne payments to move
funds associated with fraud and such cases aldaréehin this typology, as
provided by the Philippines. A further six caseslges are that related to fraud.

23.In a similar area, the FATF repdMoney Laundering and Terrorist Financing
Vulnerabilities of Commercial Websites and Internet Payment Systems’
(2008)was also considered useful for this researchs 3tidy does not replace or
duplicate the 2006 report on New Payment Methods dan be used to
supplement that report. In the report's executivenmary it is specifically
highlighted that the risk of fraud is amongst tle@aerns of commercial websites
and Internet payment systems.

2.2 INTERNATIONAL ACTIVITIES AND MATERIAL

24.There are a number of guidance or discussion doatsmeublished by
international organizations, or domestic authasijtievhich provide useful
background information on issues relating to effdot interdict money laundering
associated with LSTF.

Mass Marketing Fraud: A Threat Assessment (Internatonal Mass-Marketing
Fraud Working Group)

25.This 2010 threat assessment report was prepargebvide governments and the
public with a current assessment of the naturesmoge of the threat that mass
marketing fraud poses around the world. The reponicludes that the threat is
extreme and that money laundering continues to tdtieal component of mass
marketing fraud schemes.

‘Like all successful criminal enterprises, mass keding fraudsters
take great care to conceal the origins, benefi@aysidestinations,
and uses of their proceeds and to impede authstigfforts to track
and seize the funds. Recent mass-marketing frauestigations
reveal that fraudsters continue to request victayrpents via cash
based methods, including cheques, money ordersrpayrency
hidden within magazines and cards and commercia¢ Wwiansfer
services, as well as bank debits, bank transferd amdit card
charges'.

Enterprise-wide STR Sharing: Issues and Approached&gmont Group of
Financial Intelligence Units)

Money Laundering associated with Large Scale Frauds
APG Typologies Report 2011
11




26.1t is widely accepted that these frauds operataitttiple jurisdictions to exploit
vulnerabilities that exist from different legal sgs and in particular the ability
to share information and affect cooperation achosglers in real time. The
Egmont Group has recently been studying the isandsapproaches of enterprise
wide STR sharing and it is readily apparent thatehare clear benefits of such
practice in terms of combating money launderingeaissed with LSTF. A White
Paper was issued in February 2011 in assistingdiations to identify and
address the challenges. The FATF has also disttissdindings of this research
in Expert Group B, which is charged with, amongsteo things, recommending
changes to R.40 ‘International Cooperation’ in @r@pion for the fourth round of
mutual evaluations. This has resulted in a progpp@seendment to R.15 to include
the fact that financial institutions should be regd to implement group-wide
programmes against ML/TF; including policies andgadures for sharing
information within the group for such purposes.

27.Although there are undoubtedly a number of comdsues with this practice the
report is clear in its conclusion that ‘the majenbfits from enterprise-wide STR
sharing are expected to result from more effecbML/CFT compliance by
financial groups operating in multiple jurisdictsin

Convergence of fraud and money laundering

‘Reports from the financial sector indicate the reg®sing
convergence of money laundering and large-scaledraAs the us
of banks to perpetrate massive fraud is becominge mpoevalent,
many banks are looking into combining their AML draid unts.
To effectively counter complex, multi-jurisdictibfie@aud, FIUs and
law enforcement agencies are needed to increasimglyivate
partnerships with banks for proactive initiativesdato enhance their
understanding of sophisticated transactions. Baaidity to share
STRs within their financial groups may contributeajly to their
analytical efforts to detect fraudand therefore by definition the
money laundering associated with it].

112

Published Law Enforcement Typologies

28. A number of jurisdictions publish annual typologreports that contain sanitized
case examples, often include cases of fraud. QOfitese are included as part of
an FIU annual report although some jurisdictions ldwe the resources and
experience to publish stand alone typologies repoiithe information contained
in these reports combines case study informatidieated by law enforcement,
financial intelligence units and other partner agest These reports provide
examples of how criminals have attempted to exgiodncial systems and also
include ‘red flag’ indicators. The project tearmsalered these sources essential
training material and guidance for law enforcemeegulators and financial
institutions.
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29. Australia’s FIU, AUSTRAC, publishes such reporiche project team considered
the annual typologies report published by AUSTRACoatstanding training and
reference material.

‘The close cooperation between reporting entitlas; enforcemen}t
agencies and AUSTRAC has enabled the productioratdrial such
as the AUSTRAC Typologies and Case Studies Repoafssist all
parties in understanding how criminals and the fioi@rs of
terrorism conduct their activities. As in the pms two reports, the
case studies in this report identify various medbias and
methodologies used to conceal, launder or mowatiflinds’.

2.3 GAPS IN EXISTING MATERIAL

30.There is abundant information on the multiple sexctmd vehicles used to launder
the proceeds of LSTF. These sources are widek@ed given the responses
received during the typologies workshop there exibe perception that some
jurisdictions in the region are unaware of muchiha$ material. Some of these
sources include detailed examination of the estitrevolved and the flow of
funds. Published cases by law enforcement or ainfibdies routinely include
information on the suspicious indicators and thetdiss which led, or should have
led, to a disclosure being made to the relevant. FlChese provide excellent
training material which may not be effectively lexged by some jurisdictions.

31.However, there is absence of any over arching resg¢hat examines, or attempts
to examine, the true extent of funds being laurdidbat are the result of a
predicate offence of fraud or where these funds apd i.e. the ultimate
beneficiaries. The scale of the problem has noaegmnoticed, with the FATF
working group on typologies reportedly considerimgsearch into money
laundering and carbon credit fraud, which has theermgial to dwarf many other
types of large-scale fraud in terms of the volurhfinds.

‘The European Commission estimates that VAT fraastscthe
Member States around Euro 60 billion annually, altgh it is
difficult to measure the precise scale of carodsald. Due to the
levels of trade needed to generate substantial ¥&payments that
represent the proceeds of crime, the associateceynfiows are far
larger than the losses.

FATF (2007) ‘ Report on Laundering the Proceed¥Afl Carouse
Fraud’
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32.There is also an absence of work into many areasdport set out to examine but
failed to do so as a result of the scale of thélpra and the limitations of the
information received. These include, as an exampleat emerging risks and
vulnerabilities might occur in the future, includimegulatory developments and
displacement, as a result of implementation of messdesigned to combat this
form of money laundering?

3 ANALYSIS OF THE QUESTIONNAIRES

3.1 GENERAL

Introduction

33.Making definitive findings of the overall scale fvhud and associated ML or the
amounts involved is not possible from the resear@he wide range of fraudulent
activities reported, combined with the difficultyrisdictions experienced in
quantifying the scale of the problem underscores ¢hallenge. In reality, a
sizeable portion of frauds are often undiscovened therefore unreported. The
information and data provided by the respondingsglictions provide, at best, a
snapshot of the actual situation. Neverthelessn fother informed sources it is
possible to estimate with some degree of accurhey the losses in each
jurisdiction ranging from hundreds to thousandmdlion each year.

34.This section of the report provided a detailed ysial of the responses to the
questionnaires. In its design the research resedrthat measuring the nature and
scale of ML associated with frauds are necessaoyder to better understand the
problems, identify the trends and formulate effexttountermeasures.

35. For the purpose of this projetarge-scale transnational fraud (LSTHcludes:-

Fraud involving two or more jurisdictions (in terms of the location of perpetrator,
victim, money laundering scheme)

36.1In order to identify the key problems that membefrshe APG encountered and
were affected by, four areas were set out in thesgpnnaires to assist the
evaluation [note: jurisdictions could choose mdm@ntone area].

(i) Origin jurisdiction — Bases for operation oddd;
(ii) Victims are residents;

(i) Transit location for the fraudulent fundsich
(iv) Final destination for the fraudulent funds
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All jurisdictions are transit locations

37.Analysis of the jurisdictions’ responses revealeat talmost all jurisdictions have
encountered the same problem, namely being thsitidacation for the fraudulent
funds. This phenomenon illustrated that fraudsaeeswell organised and able to
take advantages to exploit the financial systesectors of different jurisdictions
in laundering the proceeds where the frauds amgepeasted overseas.

Use of Wire Transfers

38.Wire transfers are commonly used in moving fundsvben jurisdictions to
obscure the origin of funds and give apparentil@agity of the transactions. Fund
travelling through different jurisdictions are alan attempt to slow down LEAs
efforts to trace the funds, criminals and orgamsisgrthe frauds know that each
jurisdiction the funds transit through will requit&As to make further enquiries
which take time, or may prove to be impossible. ctfSabuses of established
financial systems / sectors cause harm to the eai@so including the integrity
and stability of domestic and global financial syss.

Jurisdictions are source and destination of funds

39.Another major problem is that almost all jurisdicts have residents who are
victims of these frauds. However, the prevaleniceentain types of fraud vary
from jurisdiction to jurisdiction. The most commaeypes of frauds reported by
jurisdictions are telephone deception (emergeneyn3cadvanced fee fraud by
lottery, internet romance and heritage, investnieohzi scheme) and boiler room
frauds. The perpetrators in these frauds are snaverseas / non-local residents.
This phenomenon illustrates that fraudsters ar@tadato the local environment
and use a wide range of activities to commit frauBased on the cases reported
by jurisdictions, the victims and perpetrators elephone deception cases
normally belong to the same ethnic group. In sadeoiler room fraud, victims
and perpetuators are normally located in diffecamttinents. Shell companies are
opened in different jurisdictions to facilitate thend movement and complicate
the money trail. The case study provided by Honondg of lottery fraud
illustrated that the frauds perpetrated are dynamitature. The profile of both
victims and perpetrators changed over time whigdgested that perpetrators are
responsive to the enforcement actions and adjulsedoperations accordingly.

40.Half of the responding jurisdictions have encouedethe problem of both being
the origin jurisdiction of the fraud and the firtdstination of the fraudulent funds.

Origin Residents are Fraudulent Funds
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Jurisdiction of Victims . .
Fraud Tran_sn Fl_nal _
Location Destination
No. of Responses 8 14 12 8

Table 1 : Responses for how jurisdictions are aéfgdy LTSF and ML associated with the
frauds

ML methods and techniques, vulnerabilities

41.The methods and techniques employed by fraudstersvall known to FIUs,
LEAs and financial institutions. Jurisdictions lavdentified methods and
techniques, such as wire transfers, use of shdllomerseas companies and the
use of money services businesses. From the respotiee money laundering
indicators can be sub-divided into four categoriéBerson’, ‘Product’
‘Transaction’ and ‘Location’. Although these indiors are not unique for
transnational frauds, they can be indicators ggar enhanced CDD, transaction
monitoring or further analysis. Details of the mgriaundering indicators are set
out at Annex A.

Deposit

Foreigners .
Remittance

3 party

* Inconsistent  : Location  High risk countryg
 Timeframe \ : » Offshore :

Figure 1: Money laundering indicators

42.Advancement in information technology and increglsirextensive coverage of
the internet provide convenient and prompt servicds the internet becomes
more prevalent and grows in popularity, so to threges of activities performed
on-line expands. However, this has also presem@dmethods for fraudsters to
evolve and perpetuate their frauds such as thefussitious and bogus websites,
social networking, e-commerce and e-auction website

43.Fraudsters can register accounts by anonymous leaddiess with fictitious
information. Non face-to-face transactions in tlyper world also bring benefits
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to fraudsters in the selection of the easiest targed then moving proceeds via
on-line banking services. Remote access to comahenebsites and internet
payment systems further facilitate the operatiogpwdiere in the world. In
addition, the e-crime landscape evolves with tloeeiased internet usage globally
where phishing activities occur globally. As imtet fraud goes hand in hand with
identity theft, jurisdictions should place more dragis on this shifting battlefield.

44.The identified ML methods and techniques corrolamtawith the jurisdictions’

response where banking, securities, money serbuggisess, TSCP and law firms
(DNFBPs) are considered as the sectors that hajeihrisk and vulnerabilities.

Although the involvement of TCSPs was somewhat teas the project team

anticipated, this may have been due to the quality number of returns. A

review on the Mutual Evaluation Reports (MERS) jml#d in the past three years
showed that the ratings of compliance on moneyices\business and DNFBPs in
the MERs were generally low. The result of thalgsis is also consistent with

the five features set out in the FATF Global Thiksgessment (GTA).

The GTA recognised that most ML/TF activity musisatat least|
one of five features, which are:-

- Cash and Bearer Negotiable Instruments.
- Transfer of Value.

- Assets and stores of Value.

- Gatekeepers.

- Jurisdiction/Environmental Aspect.

FATF (2010) ‘Global Money Laundering & Terrorist ridncing
Threat Assessment’

Awareness Raising and Risk Assessment

45. Jurisdictions have different agencies that raiseatwareness of the public about

the modus operandi of different types of fraudsotigh various means of
communication including programs in the mass mewaysletters, news releases,
posters and leaflets, community activities, arduft and investor websites.
Ongoing training and guidelines are also providedinancial institutions and
telecommunication service providers to raise inguatvareness and cooperation.
It has been observed that there are few awaremegsams specifically regarding
ML associated with frauds.

46. Jurisdictions should consider conducting risk emsests to determine the nature

and extent of the problem; understand the sounsésreethods; identify the risks
and vulnerabilities across various sectors; anduat@ weaknesses in AML/CFT
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systems. This will assist in the identificationtbé likelihood and significance of
the problem as well as knowledge and intelligeraygsg Decision makers can be
better informed about the problems which in turawsdl facilitate the formulation
of strategy, policy and action plans with approjerigriority and resource
allocation to mitigate the risk. LEAs and FIUs am@nsidered the appropriate
agencies to contribute information and intelligemteaisk assessments; relevant
government agencies and the private sector shéaddoarticipate given the cross
sectoral and transnational nature of the issue.

Canada Anti-Fraud Centre (CAFC) ike central agency in Canada
created in North Bay, Ontario in 1993 that collegtformation and
criminal intelligence on different types of fraud#cluding
telemarketing, advanced-fee fraud letters, intefreaid and identity
theft complaints etc. As a result of the growthhef frauds, CAFC
gradually developed and expanded to reflect itse rddeyond
telemarketing fraud and is a key agency in the dete and
deterrent of frauds. The data collected by CAFC lvé analysed by
the Criminal Intelligence Analysis Unit where theituwill further
disseminate the information, intelligence brief astdtistics to the
appropriate law enforcement agencies or regulatdrgdies in
Canada and the U.S. so that the agencies conceoaed keep
abreast with the new trends and findings. The aiso works
private corporations, financial institutions and témnet service
providers as well as provides support to investigatand fraud task
forces.

Source:www.antifraudcentre.ca

47.Risk assessments provide the basis for a risk bagpbach to be applied in a
manner that would allow resources to be allocatedni efficient way to address
the most pressing ML/TF risks.

‘A national ML/TF risk assessment is an organised aystematic
effort to identify and evaluate the sources andhowt of money
laundering and terrorist financing and weaknessthe AML/CFT
systems and other vulnerabilities that have an rhpeither direct]
or indirect, on the country conducting the assesgmeSuch an
assessment may involve multiple public sector esfigvorking
together with or without the private sector, omay involve one or
more individual agencies working independently $sess specifi
aspects of the country’s ML/TF situation.

O

Although depth of coverage may differ, a national/MF risk
assessment is a process that typically preserdsnnation on:-

- The nature and scale of ML/TF and related predicaienes.
(i.e. the threat).
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- Weaknesses in AML/CFT systems and controls andr pthe
features of a jurisdiction that make it attractite money,
launderers and terrorist financiers (i.e. the vuialeility).

The national risk assessment should be an inpua teational
strategy, as part of the country’'s overall AML/CFiisk
management process.’

FATF (2008) ‘Money Laundering & Terrorist Financingisk
Assessment Strategies’

Continuous Engagement with Financial Institutions

48. As part of the role of an FIU, responding jurisains advised that guidance and

training related to AML/CFT including seminars andrkshops are continuously
provided to reporting institutions, including firaal institutions. However, the
project team noted that no fraud-specific guidasuee training, such as emerging
trends and red flags are given to financial instts despite the increasing
number of fraud related STRs and number of invastgs conducted by LEAs.
An exception is AUSTRAC, Australia’s FIU, who pramuan annual typologies
and case studies report that normally includesrinédion related to transnational
frauds.

3.2 LEAS /FIUS/LEGAL / PROSECUTING AUTHORITIES

General

49.The responses from members identify that jurisoictihave criminalized ML and

penalties for offences include imprisonment andifoes. Jurisdictions also note
that they are able to identify the types of largaks frauds that generate the most
proceeds of crime in their jurisdiction. In genef@dUs and LEAs have been
given the necessary powers to freeze or restraidsfuvhich are the proceeds of
the predicate offences, and the powers are exdrciseler various legal
frameworks. Primary agencies responsible for thed, ML and LSTF are LEASs,
both at national and provincial / municipal levels. some jurisdictions, there are
designated financial / economic crime units anct@eds of crime units within the
LEAs to investigate fraud and ML. Other agencrslved in combating fraud
and ML including tax / revenue authorities, minystif justice, procuratorate,
regulatory authorities including central banks as®turities commissions. In
some jurisdictions, FIUs are also responsible ffigr fraud investigation and ML
associated with frauds where the primary focusighe investigation and analysis
of STRs relating to fraud or ML. Both FIUs and A& have encountered the
same obstacles regarding international cooperadiod,this issue will be further
discussed in the later part of this report.
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STR Analysis and Dissemination

50. Jurisdictions have provided statistics regarding ttumber of STRs received
relating to transnational fraud that illustratestatic trend between 2007 and 2009.
Among the responses received, FIUs had analysedt &286 of STRs received
and about 38% of the analysed STRs were disserdindtenestically and
internationally. The level of analysis conducted the STRs by each of the
responding FIUs varied according to resource amlméty constraints. LEAsS
did conduct analysis of fraud-related STRs buttteons undertaken are varied.

4,000 -
3,000 - B Number received
O Number analysed
m Disseminations
2,000
1,000 -
0 _
2007 2008 2009 2010 (June)

Figure 2 : No. of transnational fraud related STR

51.The types of frauds varied among jurisdictions Whaffected the enforcement
priorities. It is observed that greater emphaksukl be made to investigate the
financial aspects of the predicate offences, aljhathis is a phenomenon that is
relevant to all crime types. In some jurisdictioiisvas noted that there are legal
constraints that confined the actions of LEAs te thvestigation of predicate
offences.

52.When a person or account is identified during thalysis of fraud-related STRs,
LEAs would share the information with other stalelos, subject to the
provisions of the domestic legislation on the disare of the STR information.
Some jurisdictions would notify other stakeholderts the conclusion of the
investigation. In the event the funds have bemmsferred to another jurisdiction,
some jurisdictions pass that information to thepieat jurisdiction either directly
or through FIUs. Resources and operational pyi@ftthe originating jurisdiction
are factors affecting the timeliness of such digeation. Consequently LEAs are
often left to investigate with only some of theamhation required which is in
some cases outdated.
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53.0n the other hand, FIUs have other types of inféionaand intelligence that can
add value to the analysis and investigation of smational frauds and ML
associated with the frauds. This information idelst-

. Cash transaction report (CTR) —regardless of the threshold amount
specified by the jurisdictions, CTR information pigdes very useful
information to the FIU and LEAs when suspects afteto break the
money trail by conducting cash withdrawals from taecounts. In
addition, as a preventive measure in respect ottasl transactions above
the threshold, front line staff are required to adwet EDD; which may
avoid potential victims from depositing large ambuof cash into
fraudsters’ accounts.

. International fund transfer report — In meeting international standards,
and complementing the AML/CFT regime, certain jdigons have
implemented a reporting framework for internatiohatd transfers. The
reporting requirement, either on a threshold basiseported on the basis
of the transaction, provides important informatianintelligence in the
analysis and investigation of frauds especially nehthe fraud has a
transnational element. When CDD is imposed onkimd of transaction,
it may create difficulties to the criminal in mogithe illegal funds abroad.

. Information from Foreign FIUs — The financial intelligence that is shared
with other FIUs, either on a proactive or formalsiga can provide
important leads and intelligence for the FIUs titiate financial analysis
relating to transnational frauds. The informatiman assist in the fund
flow analysis and can result in an investigation @ror the restraint of
funds.

. Complaint/Queries from Public — Most of the non-stand alone FIUs have
responded that they do receive reports from thdiguimainly victims)
related to transnational frauds. This kind of miation could be a trigger
for the FIU to conduct financial analysis espegiallhen information
related to the reported entities (fraudsters) dlyeaxists in the FIU’s
database.

54.1n addition to the above information received olleztied by the FIUs, there are
other types of non-financial information availalie FIUs either directly or
indirectly.  Non-financial information, includingahd and tax information,
criminal records, vehicle registration details ar@mpany registration dealing
which can add value and support the analysis. is Itonsidered that STR
information and the other types of information ¢darm an integral information
cycle that could bridge the information and inggince gaps between FIUs, LEAs
and other stakeholders in the analysis and inwegstig of transnational frauds and
ML associated with the frauds.
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Figure 3 : FIUS' roles to bridge the relationshiygtween LEAS, financial institutions and the public

Proceeds of Crime (ML) Investigation and Prosecutin

55.LEAs are the primary agency to investigate ML. [peses from jurisdictions
indicated that only a few jurisdictions have staison the ML investigations of
transnational fraud. In most cases, the ML ingegibns are conducted in parallel
with the predicate fraud where some of the invesiigs are initiated from STRs.
The cross-jurisdiction nature of the fraud may leNndEAs to commence a local
investigation where most of the criminal / fraudinaty has occurred abroad.
From the case studies, the funds obtained fromnwsctn different jurisdictions
would normally be remitted to another jurisdictimhere the consolidated funds
are quickly disposed of by multiple domestic transfto other companies (local
and offshore) and money services business, multiple transfers to overseas
companies and cash withdrawals. Offshore compamestheir directors have
several accounts operating in different jurisdictido facilitate the wire transfers
as well as to give apparent legitimacy of the taatisns. The bank accounts used
to launder the proceeds are only being operatedafshort period of time,
especially in telephone deception cases.

56.To avoid detection, criminals also used structumesnittances and cash
transactions. A case provided by AUSTRAC highleghta Nigerian syndicate
that disposed of the proceeds by structured remciis and cash couriers. The
victim was induced to become involved in the moteyndering scheme. After
the funds have been integrated into the finangisiesn, the proceeds are used to
acquire real estate, high value assets, vehiclédaats, investment in legitimate
business as well as being kept in cash and offdem& accounts. The amount of
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proceeds recovered / confiscated varied and dedemaehe ability of LEAS to
identify the assets.

57.Compared to the number of STRs being analysed @sdrdinated (Figure 2), the
number of ML investigations conducted is compasdsiviow, which in part
results in low numbers of prosecutions and conwisi The lack of statistical
information is one possible reason for this findin@ther possible reasons are the
resources and operational priorities of the jugsdns, legal constraints and the
obstacles regarding international cooperation.

Domestic and International Cooperation

58.As the term transnational frauds implies; the fitad victims and the proceeds
are often located in various jurisdictions. Therefdomestic and international
cooperation among parties involved in the invesiogais crucial to the successful
prosecution of the criminals and recovery of funds.

59.1n terms of cooperation in the domestic contextsimarisdictions responded that
concerned agencies work well with each other. #swvhighlighted by one
jurisdiction that domestic agencies should have@wedge and understanding on
the roles and powers of other relevant agenciehensame jurisdiction. An
increased level of understanding will enhance coimn and engagement
between agencies, especially for those agencietedresith distinct powers.
Some jurisdictions highlighted that the privacy $amay restrict the ability of the
FIUs and LEAs to share informatidn.

60.For international cooperation, all the respondingsgictions raised concerns
regarding the current situation on internationabpEration among jurisdictions,
which will be discussed in greater detail in lgtaragraphs. The concern raised is
the disparity between the number of requests ftermational cooperation and
foreign disseminations as compared to the numb8iT&¥s received and analysed.

! A proposal has been made in the revision of th@FFA40+9 recommendations to amend R4 to
include the principle that limitations imposed bwgtal protection and privacy regimes should be
reasonable.
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Figure 4 : Comparison — No. of STRs received & gs@tl and international assistance

61. The major obstacles identified that can hindermd#gonal cooperation among the
jurisdictions for FIUs and LEAs include the divdieil legal requirements such as
Memorandum of Understanding (MOU) and treatiesclmoperation, sufficiency
of information, timeliness of response and capaaitgt skills of counterparts. It
has been raised by one jurisdiction that a bettdetstanding on the difference in
capabilities and legal system of other jurisdicsionill help to minimize the
obstacle in cooperation. The obstacles can legoetzed as follows:-

. Requirement of MOU and Mutual Legal Assistance Trety (MLAT) —
The level of international cooperation among judsdns varied and the
lack of MOU and MLAT arrangements between certainsgictions can
cause difficulties in the exchange of financialelhgence, collection of
information and evidence from other jurisdictionsr finvestigation,
prosecution or other requests for assistance. |&vue of cooperation with
non-Egmont members may be further limited.

. Power and authority of FIUs — The powers and authority of FIUs vary
depending on the domestic legislation and the Fiddleh For example,
domestic legislation may restrict the scope ane typassistance that can
be provided to other jurisdictions, such as poveérsome provisions only
applicable to the predicate offences. Anothem@da is that in some
instances the type of request made is beyond tthey of the requested
FIU, including requests to interview the subject.

. Type of data held— FIUs collect and hold different reports depegdam
the requirements of the legislation. The typesepbrts submitted to FIUs
include Suspicious Transactions Reports (STRs)h Casnsaction Report
(CTRs), International Fund Transfer Reports, Cr8ssder Cash and
Bearer Negotiable Instrument (BNI) Reports. NotFUs receive all of
these reports. The type of data collected by gici®ons may affect the
level of cooperation provided as the documents Isbugay not be
available.

Money Laundering associated with Large Scale Frauds
APG Typologies Report 2011




Timeliness of response— Resource constraints, bureaucratic approval
processes, from the authorization to document pagipa, may delay the
response time to the requesting jurisdiction ang tto the investigation
progress.

Skills and capacity — The evolving fraud scheme and its complexity
posed challenges in terms of the skills and capadat dealing with
transnational frauds and associated ML. ExperieAceompetency and
capacity of staff to apply advanced analytical $oml some jurisdictions
may affect the ability in the fund tracing process.

National interests — Jurisdictions may consider not responding to a
request after taking into consideration its natianeerests, or where the
case is currently of interest to a local LEA whpreper approval has to be
sought.  One jurisdiction has highlighted thateaponse will be made
when there is a clear suspicion that the activigs hinvolved its
jurisdiction.  This has created difficulties to igdictions when the
information provided is not complete and does iaws the involvement

of the jurisdictions in the criminal activities.

Sufficiency of information — It is highlighted that the breadth of the
provisions of ML offence has challenged prosecutathorities to guard
against the inappropriate use of the provisionfwus] the availability of
sufficient information and evidence is a key to cassful cooperation,
especially in the application of restraint ordecowirt.

62. Some of the obstacles identified will be resolvedhie legal context. However, in
the early stage of investigation or intelligencalgsis, formal MLA channel is
probably not a viable option to gather informatiantelligence. It is considered
that some form of networking providing “informalséstance” may be a starting
point to facilitate jurisdictions in obtaining uséinformation in the investigation
or intelligence analysis, such as the identity rinfation of targets and assets
identification, from counterparts. Also, the infwation can assist the subsequent
formal MLA process. One of the examples is the @amAssets Recovery Inter-
Agency Network (CARIN) in the European Union whigtovides a network for
FIUs, LEAs and judicial authorities in sharing afarmation, asset tracing and
confiscation of proceeds.
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The Camden Assets Recovery | nter-Agency Network (CARIN)

In October 2002, the Criminal Asset Bureau Irelamdl Europol co-
hosted a conference in Dublin. The conference attended by
representatives of all Member States of the Europdaion, some
applicants states, Europol and Eurojust. One ofe [th
recommendations made was to look at the establishrok an
informal network of contacts and a cooperative grau the area of
criminal asset identification and recovery. Asesult, CARIN was
established. The aim of CARIN is to increase fifiecéveness o
members’ efforts, on a multi-agency basis, in theaaof cross
border identification, freezing, seizure and cocdison of the
proceeds from crime. This is now a major law ecdanent tool in
targeting organized crime gangs in particular reface to financia
deprivation. CARIN has 45 members and observers.

Ur

—h

3.3 BANKING / FINANCIAL SUPERVISOR / PRIVATE
FINANCIAL INSTITUTION

Preventive measures — Supervisors

63. Jurisdictions have provided consistent responses broth supervisory authorities
and financial institutions about the preventive sugas applied to their financial
institutions.  Supervisory authorities issue polistatements and guidelines
regarding general AML/CFT measures which includeéCKCDD procedures,
transactions monitoring mechanism, engagement mgmagement information
systems and staff training and awareness. The abeasures have been defined
broadly for ML/TF measures and not specificall\attiress transnational frauds.

64.However, a few jurisdictions have taken fraud-sfi@eneasures to protect the
public and the financial institutions from criminayndicates or criminals
conducting frauds. The examples are as follows:

Canada

* The Canadian Banking Association maintains a gradnng
system through the Bank Crime Prevention and liyetsbn
Office (BCPIO). The BCPIO coordinates investigatiand
prevention activities in an effort to protect bardesd their
customers from financial crime. The grid warning as
message sent to all FI's that provides informatmmvarn of
suspected criminal activity, the modus operandihef scam
and the information of suspect. These systems aseethe
likelihood that fraudulent activity will be idenigd and
makes it difficult for fraud perpetrators to bamkGanada.
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65.

Malaysia

» Banking institutions are required to report incides of fraud
and defalcations, attempted frauds, cases of stsfonduct
and robberies to the Central Bank through a deslichuds
repository system. Supervisors are able to gemdraud
analytical reports and perform trend analysis whidh later
be communicated back to the financial institutions.

* The establishment of a financial fraud alert sectio the
central bank’s website to alert the public on fraactiemes
enforcement action taken and reporting mechanishis |T
initiative alerts the public on the latest modusramdi of
frauds.

Further, continuous engagement with the industsp@ations in sharing the latest

fraud activities and methodologies can inform thpesvisors and the financial

institutions on any emerging fraud trends.

Information Sharing Among Financial Institutions

66.

67.

Analysis on jurisdictions’ responses revealed #iatost half of the jurisdictions
have indicated that their financial institutions mat share information on ML/TF
activities including transnational frauds eithethwdlomestic banks or within their
own group internationally due to restrictions undemestic laws. One of the key
features of transnational fraud is the speed athviinds can be transferred
between jurisdictions. Any limitation in informati sharing will put transnational
fraud investigation and proceeds of crime actioa disadvantage. An Enterprise-
wide STR Sharing Paper by the Egmont Group hasligiged the potential
benefits for financial institutions and LEAs if tisharing of information among
financial institutions and groups can be enhandédinancial groups are able to
share information on fraudsters, it will assisietthance the overall effectiveness
and efficiency in the detection and preventionrahsnational frauds as well as
the filing and the quality of STRs in general.

Meanwhile, Malaysia’s financial institutions shamérmation on modus operandi
and typologies among domestic banks via Compli@itieer Networking Group
(CONG) and within the financial institution’s groupternationally. But the
information on customers is not being shared dueattking secrecy restrictions.
As some of the financial groups share the samebdsta a few jurisdictions
indicated that their financial institutions sharéoe information within the
financial groups as the law allowed.
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Financial Institutions as the Gatekeeper in Proteehg the Misuse of Financial
Sectors

68. As FIUs have taken the initiatives to guide ancuteig financial institutions from
abuse by ML/TF activities, including transnatiofi@uds, and supported by the
requirement and close supervision from the supeiryiauthorities, the balance of
the effort lies in the hand of financial institute Full implementation of the
requirement, from CDD to staff training, includikgeping abreast of the latest
trends of transnational fraud methodologies is irtgrdg for financial institutions
in eliminating the possibilities, or reducing theks, of their institutions of being
abused for transnational fraud activities.

69.Financial institutions have a crucial role to pks/gatekeepers in protecting their
institutions from the criminal activities. Besiddbe preventive measure
requirements imposed by the authority (FIU and supery authorities), financial
institutions have also taken their own initiativies prevent them from being
vehicles in transacting illegal proceeds.

70.As a gatekeeper, financial institutions can detandgnational fraud activities
through preventive measures; by asking the rigestijons of possible fraudsters,
conducting comprehensive due diligence processeisthee timely submission of
STRs which may keep the authority appraised ofiptesgaudulent activities.

71.Financial institutions, as part of their social pessibility and also in order to
ensure reputational protection, have issued numseremninders to customers to
prevent them from becoming victims of fraud. Nesicespecially in the banking
halls and at ATMs, together with promotion of safeernet banking activities,
have been proven to reduce the risk of customeosn fbeing deceived.
Understanding the customer’s normal pattern of swations and seeking
information from the customer when transactionsiatevirom the known pattern
may save them from falling victim to fraudulentiaities.

4 CASE STUDIES

72.Jurisdictions have faced a wide range of frauduetivities of differing scales in
terms of the numbers of reports, number of victemsl the amount of losses.
Although the prevalent types of frauds varied frome jurisdiction to another,
there are similarities in terms of the way the flmwperate and how the proceeds
are transferred. The common features observeleirtase studies can facilitate
jurisdictions in understanding some of the modusrapdi, in particular, those
areas that jurisdictions are not familiar with.
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73.The cases of transnational frauds reported by uhsdjctions are mainly mass-
marketing frauds against individuals. The most wmm types of frauds reported
are telephone deception (emergency scam), advdeedcaud by lottery, internet
romance and heritage, investment (Ponzi Schemedaitet room fraud.

Type of | Reporting RNeo.o(r)tf / Fraud |Nationality /| Reported | Location of
Fraud Jurisdiction Vi(F:)tim Victim Location of | Losses Money
Location | Perpetrator | (USD) | Laundering
Lottery | Hong Kong 515 27 Overseas 9.21M Hong Kong
Fraud reports |jurisdictions
(in 2009)
Telephone| Thailand 2 reports Overseas Overseas 65M Thailand
Deception (500
victims)
Malaysia 496 Malaysia Overseas M Malaysia
reports
(in 2009)
Hong Kong 1,495 | Hong Kong| Hong Kong| 3.78M Hong Kong
reports and overseas and overseas
(in 2009)
Investment| Philippines| 1 reporf PhilippingsPhilippines 250M Philippines
Fraud and overseas
Canada 130 |Canada and Canada and 10.3M Canada and
victims overseas| overseas overseas
Advance Canada 253 | Canada and Canada and 4.78M Canada and
Fee Fraud victims | overseas| overseas overseas
Boiler Macao 1 reportl Overseas Overseas 1.7M Macao and
Room Fraud overseas
(22
victims)

Table 2: Major Types of Fraud — Responses fromsdiictions

Advanced Fee Fraud

74.Advanced fee fraud (‘AFF’) is a general term toatdse a fraud, which usually
involves an up-front fee paid by victim who is offd or guaranteed a financial
gain by the perpetrator of the frauds. Victims aften solicited through emails,
cold calls, text messages, and false documentasa@ in order to convince the
victim to participate in various schemes that appeato be genuine or in
existence.

75. AFF appears in different guises varying its styasd approaches, but all with the
same goal: to deceive money from victims. Questaomes collected from
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76.

17.

78.

responding jurisdictions reported that AFF can h&egorized mainly into the
following types: -

. Lottery scam / heritage scam
. Nigerian scam (or known as 419 scam)

. Internet romance scam

Lottery, heritage and Nigerian scams are the mmsineon types of AFF. Lottery
and heritage scams usually involve unsolicited dangext messages or faxes
sent to potential victims claiming that they haiteer won a prize or come into an
inheritance. In order to collect the cash awartherinheritance, victims have to
pay certain fees in advance under the guise of flagbaxes, processing fees,
membership fees and administrative fees. It igluhat once the victims respond
and advance the required fee, they will either bhet able to contact the
perpetrators of the frauds, or further funds wélfequested to release the prize or
heritage.

In cases reported relating to the Nigerian scanmdiers often claim they hold
high ranking positions in government in West Africihey will who allege that
large amounts of money from prior regimes needsetdaundered and that they
need to transfer the money to a foreign accountav®durable response to the
solicitation is followed by excuses why the fund@sicot be remitted readily and
eventually the victim is required to provide upfftoor advance fee for various
taxes, fees or bribes to facilitate the processing remittance of the alleged
funds. When the perpetrators of the fraud recdmeemoney, inevitably victims
will receive no further contact, or further fundslwe requested.

Internet romance scams have become more and mgudapoover the years,
which are considered as an evolution of lottery &hgerian scam. Instead of
sending unsolicited emails or letters, swindlersh*f for their prey from on-line
dating websites and pretend to look for a partngh & view to a long term
relationship. They use psychological ploys to Ithe victims with a view to
forming a relationship and gaining their trust. ®@ren on-line relationship is
formed, the perpetrators then make use of varigaases to obtain money from
the victims, including sudden financial difficulsien meeting hospital bills of
family members, falling ill or being involved inserious accident, being robbed,
require money for airfares, visas, passports sbthey can meet victim, for the
payment of phone bills or fines, ongoing living erpes or to sponsor charity or
orphanage.

Telephone Deception (or emergency scam)

79.This scam involves the culprit calling the victim telephone and assuming the

identity of one of the victim's relatives, friendsbusiness associates. The culprit
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claims that he/she is experiencing some troublesimmeed of money urgently.

Common excuses used are to pay for bail money aicaleexpenses overseas
due to an arrest or accident, to pay gambling debte pay for an investment.

The victim is asked to deposit or transfer mondyg & designated bank account
provided by the offender. The offender would ople@ bank account by using

either a bogus or stolen ID card to receive tha$unAlternatively, the offender

would use a stooge account or money service businkghey are successful in

their initial attempts, the offender will make foetr contact to the same victim and
demand more money. In most cases, reports are sudequent to the transfer
of fund when the victim discovers the call to becam.

Boiler Room Fraud / Investment Fraud

80. These frauds are typically packaged to look likeuyee investment schemes with
promising returns and the investment opportunaiemed with the contemporary
economic climate such as green or new technolodyatural resources.

81.Boiler room fraud is a scam involving the sale lo&res that are either worthless
or non-existent using high-pressure tactics dutelgphone calls. Salespeople /
brokers are hired to call unsuspecting individuaitel recommend investment
opportunities. In recent years, brokers have ngatsd use of the internet by
contacting potential investors via e-mail and figigepresenting their businesses
with the use of bogus websites to support theitifegcy. Very often, the names
adopted are similar to legitimate financial indidns to confuse investors.
Alternatively, such entities may provide finandi@vestment trading platforms on
the internet. Investors usually receive the magntstatements of their
‘investment’ through e-mails and they will nevervbaany face-to-face contact
with the brokers. Shares are sold at vastly ieflgtrice and also with exorbitant
dealing or brokerage charges. They are generadlyvall-trained, aggressive and
determined salespeople continuously on the phoneasaing potential investors
to buy the same stock. If an investor does notwmd on the first call, the boiler
room operators will call again and again oftennabnvenient times, urging them
to buy.

82.A Ponzi scheme is an investment fraud where withdla are financed by
subsequent investors, rather than profit obtaireduggh legitimate investment
activities. The Ponzi scheme usually entices mexgstors by offering investment
opportunities claimed to generate high returns Witke or no risk. Payments
from new investors are used to make "interest paysiig¢o existing investors or
"referral fees" to those who recruit new investoffie scheme will collapse when
new investors can not be enticed to invest, andritegest payments to existing
investors will no longer be able to be met, as fimeds ‘invested’ have been
siphoned off for personal use, or paid to existimgestors as interest.
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Case Study 1: Use of Overseas Stooge Account

83.Between January and April 2010, 24 overseas victiespectively received
telephone calls or emails purporting that they amh grand prizes in lucky
draws or had made significant profits on investraento release the funds, these
victims were lured to pay advance fees to coveriadimation charges. The
victims were asked to transfer / remit funds, whemounted to a total of
USD600,000, to Jurisdiction C where the monies veiesequently withdrawn
from a remittance agency. Most of the cold catlsnternet messages originated
from Jurisdiction A and B. Upon conducting a fufidw analysis, it was
estimated that at least 160 overseas victims frdndifferent jurisdictions have
been defrauded for about USD2.7 million. The peosewere transferred /
remitted to Jurisdiction C between April 2009 anohel 2010. Enforcement
actions in Jurisdiction C led to the arrest of E3spns including 2 middle men
and 11 stooge account holders who admitted to h@ogeed by others to operate
the accounts and coordinate the transfer of funds.

Accounis opened by
stooges in Jurisdiction C

Deception phone calls and
emails from suspects from
Jurisdiction & & B

| ™ an

I
w7
dl
L _FOREIGN by siooges in
120 victims from 14 EXCHANGE Jurisdiction C
Jjurisdictions S RE 4 8

=

g2 Hefx

Remittance Agent

Points to note:

. Targeting overseas victims with no connection arited knowledge of
Jurisdiction C.

. Use of reputable companies and organizations irthanqurisdiction to
cover the fraud.

. Use of pre-paid phone cards and false identityrmédion to open email
accounts and to cover the true identity.

. Use of overseas and local stooges to open accaundt¢o withdraw the
fraudulent funds from banks and remittance agendsirisdiction C.

. Syndicate members would collect the cash from theges.
. To break the audit trail, fraudulent funds wouldvaghdrawn in cash.
Source: Hong Kong
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Case Study 2 : Use of Innocent Parties

84.A victim in Jurisdiction Y received a letter from sauspect in Jurisdiction X
purporting that he could inherit US$15 million frdris dead relative. The victim
engaged an attorney to negotiate with the suspbotwas deceived to believe
that victim was the official heir. The suspedaritcommunicated with the victim
and told the victim that he was required to seitlax payment in Jurisdiction X
before the inheritance could be released. Theestigpld the victim that he
would arrange the fund transfers. Subsequentlyitten received a check for
USD 272,629 issued by a company in JurisdictionTie suspect then instructed
the victim to deposit the check to his attorneysaunt. After the check was
cleared, the suspect asked the victim to instrigctatiorney to remit part of the
funds to a tax consultant in Jurisdiction Z duefdoeign currency exchange
problem in Jurisdiction X. After the remittance Jarisdiction Z, the bank
informed the victim and the attorney that the cheels a stolen check.
Investigations revealed that the tax consultant wdact an associate who was a
local resident of Jurisdiction Z.

. Victdm in
Letter from suspect claiming . .
that victim could inherit USD Jurisdiction ¥
15 million from a dead

relative in Judsdiction X

Victim received a chegue (USD 272,629)
from suspect in the name of “XXX
company” in Jurisdiction ¥

Engaged an \‘

Attorney to i g
. assict in the ey e
Email and phone matier x
I
Cheque deposited
Suspect negotialed .
. with Attorney
urisdiction X — Yictim’s account
|
N Remit USD 187,750
Attorney 4 bt '

Bank account of
suspect’s associaie in
Jurisdiction Z

Points to note :
. Use of innocent parties to cover the money laundegictivities.
. Use of attorney account to avoid the detectionitgricial institutions.
. Use of overseas account to complicate the audlit tra

Source: Japan
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Case study 3 : Standby Letter of Credit Fraud

85.Company A entered into a contract with Company &éul in Jurisdiction M) to
supply diesel fuel. Company A then applied fooan from a local Bank Y using
a Standby Letter of Credit issued by Bank X in sidtion M on behalf of
Company D to support the loan application. Bankh¥n disbursed a loan of
USD 5.4 million to Company A. Company A agreeddoeive the documents at
a later time.

86. Although the loan funds were disbursed, Companyiddrabt supply the diesel
fuel to Company D. Company B was appointed by CamgpA to supply the
diesel fuel but Company B subsequently paid Comp@nySD 4 million to
supply the diesel fuel to Company D. The direatbrCompany C, however,
transferred the funds into his personal accounthiisdiction N and Jurisdiction
O. Company C failed to fulfil its contract.

87.Company A eventually provided the documents to BénkBank Y discovered
that the documents were forged and the companiesivied were all shell
companies.

Related accounts

T Personal Account
USD 200,000 (Jurisdiction I}
. -; Coniract i -_ o .; o -:
i ! fordiesel |\ USD4Smilion | ! USD4milion 1
g 8 =8 — 4
Company D Company 4 Company B Company C
(Jurisdiction M) T
Loan dishursement
(USD 5.4 milkion) USD 500,000

11111

Related accounts Personal Account
(Jurisdiction O)

Points to note :
. Use of forged documents to deceive the bank.

. Use of shell companies in various jurisdictions.

. Use of different companies to complicate the tratisas.

Source: Malaysia
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Case Study 4 : Identity Theft

88. A victim lodged a complaint to his bank in Jurigdia A for theft of identity and
fraudulent wire transfer of money from his accotmnan account in Jurisdiction B
also in the name of victim. The account in Juosdn B was opened with the
support of a fake passport printed with victim’stmalars but a different photo.
After the account was opened, forged instructiorsrewmade to bank in
Jurisdiction A to remit money from victim’s accountthe account in Jurisdiction
B. Upon receipt of the remittance, the funds widog immediately disposed by
further remittance to bank accounts in other jucisohs.

89.Investigations showed that the syndicate commitigentity theft in one
jurisdiction and used the particulars to open baodount in another jurisdiction.
The transnational nature of the operation suggesgadicated work and
sophisticated planning in perpetuating the crime.

Suspect

Suspect uiilized
faked passport to
open bank account
in Judsdiction B

Forged
insiruction

Remit
— EURW0.000 —*

Victdm's Account :‘f:;:::th'?;:gd by of Accounts in different
in Jurisdiction 4 name jurisdictions
s Victim in Jurisdiction B Juns

Points to note
e  Theft of identity in one jurisdiction through illagmeans.

e Use of fake passports with victim’s particularsajgen bank account in
another jurisdiction.

e Transfer of victim’'s fund by forged instructions b@ank to the overseas
account.

° Disposal of the fund by ATM withdrawals in otherigdictions and create
difficulties to the investigations.

Source: Hong Kong
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Case Study 5 : Advanced Fee Fraud through Internet

90. A crime syndicate posted pictures of foreign feraae the dating websites to lure
males who intended to find girlfriends or partnems the internet. After
establishing emails conversation with the victinssammers would usually
request money for various reasons, such as to bfibes to officials for the
payment of air tickets to the victim’s jurisdictiosudden financial and life crisis,
and then requested the victims to send money, mgrfgpm USD1,000 to 10,000.
Once the funds were transferred, the scammers wbstdntinue all contact with
the victims and disappeared from the website.

Once funds were
I - — received, suspect
[I——
cut off contact

Suspect uses email to

Crime syndicate Dating websites build up relationship
(“Suspect™) posted with victims ®

pictures ondating @ -
websites w BN w
=1
- ~8 D

Y

Victims

Suspects use various
dr" excuses to get money
4L from victims

Points to note:
. Make use of social websites (on-line dating) preteg to look for a long

term partner.

. Use romance emails and attractive photos to luoenvs.

. Use psychological tricks to establish relationsimp gain trust from
victims.

. Make use of various excuses to get money frommgtnce a

relationship is formed.

Source: Australia
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Case Study 6 : Ponzi Scheme (High Yield InvestmeRroduct)

91.Company A (an unauthorized brokerage firm) wastipeted in Jurisdiction X
(offshore centre) which claimed that it was spezngal in stock and futures
investment and maintained an office in JurisdictYonThe suspects posed as staff
of Company A in Jurisdiction Z and contacted patmtvestors by emails and
cold calls offering high return investment produstsich were non-existent. The
website appeared to be a genuine investment compamestors were asked to
remit funds to the bank account of Company A heldurisdiction Y. In a one-
year period, the account in Jurisdiction Y recordedtal deposit and withdrawal
of USD7.9 million respectively. Multiple inwardmattances from various
individuals of different jurisdictions were recotdelmmediate outward
remittances to other jurisdictions were made vimeking after the inward
remittances were received to the account.

Company A incorporated Company A’s office Company A’s bank
in Jurisdiction X in Jurisdicton ¥ account in Judsdiction £

[T
|

Company A sent -
emails o victims | ﬁ;:lm e
for invesinwent

w

o 0 0 0 0
VictHms (investors)
e MPPRRE
return products
Points to note:
. Use of offshore shell company and fictitious websit promote high yield
investment products.
. Investors remitted investment funds to offshorekbaecount.
. Investment funds were further disposed by remittaro other
jurisdictions.

. Immediate withdrawal of the funds remitted to tieecunt.

Source: Malaysia
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Case Study 7 : Use of Mobile Payment System

92.Mr. X posted advertisements of overseas workingodppities in the Internet.
By using several aliases and fictitious names,regepded to be the legitimate
recruiter or foreign employer. Applicants were ledsthat they were offered
overseas employment and they were required to malyaal and training fees,
ranged from Php3,000 to Php45,000. Payments wade ithrough a mobile
phone payment system known as ‘J Xchange’. MraX tpened different J
Xchange accounts under fictitious names and victia® instructed to send
money to one of the accounts. Upon receiving gpodits, Mr. X transferred the
funds to other accounts several times and evegtwédrew the funds in cash.

Victims

Internet advertisements of
overseas working opportunities

o
4 4l
an

4

A

Medical & Training fees to Mr.X
1 Xchange accounts in fictitious names and controlled by Mr. X Php3000 to Phpa5000

Points to note from Case Study 7
. Use of Internet to entice victims.
. Use of mobile payment system.
. Use of false identification information to open nielpayment accounts
for concealment of the true identity.

. Use of multiple payment accounts to complicateftimel flow.

Source: Philippines
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5 CONCLUSIONS AND RECOMMENDATIONS FOR
FURTHER WORK

5.1 KEY FINDINGS

93.LSTF and ML associated with the frauds affect gigsons in different degrees.
Clearly, the problem has transformed into a glabmhe threat as the operation of
the frauds and ML techniques have evolved. Laforeement, regulatory
authorities and financial institutions acknowledbe increasingly complex and
transnational nature of the crime and associatedabtlvities. The key findings
of the project can be summarized as follows:

° From the information available to the project teatmis apparent that
certain jurisdictions have conducted surveys odisgion certain frauds,
mainly related to mass marketing fraud. Unfortehatfrom the analysis
of the questionnaires, there is a lack of comprsivenand authoritative
statistical data to allow the project team to asgbe magnitude of the
proceeds of LSTF with any degree of accuracy;

e There are challenges in following the money traithe crime proceeds of
LSTF because of cross-jurisdictional nature. Tioe@eds tended to move
quickly by means of the advance in, and availabibf, information
technology. More importantly, the money trail ioken once the money
is withdrawn in cash during the laundering process;

e The techniques used to launder the crime procefedSTH- are fairly well
known to LEAs, FIUs, financial institutions, DNFBRs1d regulators,
especially in jurisdictions with more mature AML/CHegimes. Such
techniques include the use of cash, stooge bantuats; false identity
documents to gain access to financial services;emaeervices providers;
new payment methods, shell companies and complgoe structures;

e While the money laundering techniques are knowthé&authorities and
institutions, criminals are still able to explohet loopholes and avoid
detection. There appears to be some capacity sssueterms of
understanding and detecting the underlying suspscitransactions /
activities and / or the investigation of money ldenng activities;

. It is invariably the case that the jurisdiction whehe fraud takes place
and where the money is laundered are differentin@to legal constraints
or law enforcement agencies being pre-occupied wwtestigating the
predicate crime, the money laundering aspect tete the second priority
if not completely ignored;

e As mentioned above, there are difficulties in faliog the money trail of
the crime proceeds from jurisdiction to jurisdictio This being the case,
recovering the funds for the victims is not alwagssible and is normally
done when the offenders are arrested or the vidtiawe alerted the banks
concerned to recall the remittances;
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e The most effective way of tackling the problem @&TF is raising the
awareness of potential victims through well-cooadal publicity /
education programmes by both government agencied HGOSs.
Moreover, front-line employees of financial institlms should also
receive training so that they can identify potdrft@audulent activities;

e Apart from actions at a domestic level to prevemi @ombat the LSTF
and associated ML activities, international coopenais also another key
area that needs some attention so that jurisdetonld share information
/ intelligence in a timely and effective manner. nf@@cement and
regulatory actions could then be taken with betseults.

5.2 ISSUES FOR CONSIDERATION

. There is a requirement for authorities to [bettanflerstand and identify
the fraud and the level of threat/risk of assodat®ney laundering poses
to their jurisdiction.

. There is a requirement for jurisdictions to furtheategorise and
publicise/share such risk profiles and trends g of broad types of
fraud.

. This typology complements previous research theh@eledges the fact
that such threat/risk should be broken down in seohfraud types and
ML methods, because considerable variations exist.

. Significantly closer interaction between the retpda sector, law
enforcement, financial intelligence units and cotape authorities needs
to be pursued.

. There is an ever increasing requirement to bettelerstand the risk and
involvement of NPMs, which the case studies indicate becoming
increasingly central to money laundering associatigld LSTF.

. It is important to explore further ways FIUs andAs=can enhance the
exchange of information and data pertaining todsein money laundering
associated with fraud; there exists an appetite dgi@ater information
exchange which is currently not being met.

. International cooperation is a key factor. Fagl aefficient exchange of
information are key to the detection of money laanm associated with
fraud and there is still a great deal more that lmardone in this area, as
currently recognized in the discussions that atmg¢pplace in the FATF in
respect of R.40 and the Egmont Group in respeicifofmation sharing.

. Although information is available in the public dam, jurisdictions
should be more proactively involved in the shamigrends and profiles
internationally. This is particularly true acrabe Asia Pacific Region as
increasing numbers of jurisdictions are exposethteats associated with
NPMs as economies and financial infrastructure lbgve

. Increasing level of mutual co-operation to helpnitifg money flows,
information for which is currently deficient in senareas.
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. Besides compliance with regulations and guidelindsg financial
institutions may consider taking their own initiegs to prevent their
institutions from being used as a conduit in tl@snational frauds.

. A dedicated sharing platform could be initiated $braring of emerging
trends and modus operandi among the institutions.

. Investigative agencies should place greater emplmsinvestigating the
financial aspects of the predicate offences. Thasks that are mandated
to investigate ML should develop a culture of “tell the money”.

5.3 RECOMMENDATIONS FOR FUTURE WORK

94.1t seems clear that the prevention and detectioth®fLSTF and ML associated

with the frauds could be improved by more cohesawel coordinated efforts
nationally and internationally in the following ae-

Risk Assessment

95. Jurisdictions should conduct a risk assessmentderao critically review and

assess the problem in terms of the nature, scapergact. By conducting a risk
assessment a jurisdiction will have a better urideding of the fraud risks and
areas that are most vulnerable to fraud and MLis Wil assist each jurisdiction
in the formulation of comprehensive strategy, pohnd the creation of an action
plan which will ensure that operational prioriteasd resources can be allocated in
the most efficient and effective manner. Intellige gathering, enforcement
action and preventive measures can then be achithaegh a coordinated
platform.

International Cooperation

96. Jurisdictions should make continuous efforts inagming the understanding and

cooperation among domestic agencies. Cooperaiessential in the coordinated
fight against the risks of transnational frauds &id It is appreciated that there
exist legal constraints and obstacles where intiemmal cooperation is required
that takes time to resolve and jurisdictions shoaldare of the difficulties
encountered by their counterparts. Yet, jurisditdi can enhance the level of
cooperation in terms of the quality and timelinedsinformation exchange.
Request and reply should contain sufficient ides#tfon information of the
victims, suspects and related entities, detaitheffrauds or suspicions, details of
any restraint/freeze order and contact points oAd.E Apart from assisting the
counterparts in the investigation and asset trapimgess, jurisdiction can also
obtain information of the latest trends and methofdthe transnational fraud and
the ML methods by making request to the LEAs andskIreferencing to the
reports make by other jurisdictions such as statp®rt, typologies report and
research reports.
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Regional Task Force

97.The present mode and structure of internationalpewion cannot provide
jurisdictions with a quick channel to conduct emps or to pass information. To
address this deficiency, a Regional Task Force evleach jurisdiction has a
designated point of contact to provide prompt oj@nal support may be a viable
option in bridging the gaps.

Intelligence Exchange

98.There is a lack of coordinated efforts to identifye ultimate beneficiaries and
uses of the proceeds of the frauds. The complgagm of the funds by different
payment methods through multiple jurisdictions ctiogpes the intelligence
analysis process by both LEAs and FIUs. The alesefdimely and proactive
flows of information, including STR information, edrly demonstrates the
deficiency in the present information sharing regnwhere most jurisdictions stop
acquiring more information of the money trail. gexience shows that following
the money trail can lead to the identification @wninformation, can identify
further criminal offences or identify further susfgeand subsequently lead to the
prosecution of the organisers of these frauds. e fillancial intelligence can
facilitate LEAs in the investigation and the suhsgagf MLA process in obtaining
information for evidential purpose.

Central Database

99. Jurisdiction has published Alert List about theomfation of the entities
suspected of fraud activities. This is a valuadarce of information that can be
shared between jurisdictions. However, there ¢k laf common platform to
collate and publish the information internationallffo optimize the use of the
information, a central database should be devisedapture and collate the
information from jurisdictions.

Enforcement Action

100. There seems to be misconception in some jurisaistiof the distinction
between the predicate offence / crime and ML oféendhis is truly reflected
from the responses of the jurisdictions that alnatisjurisdictions have identified
the problem of being the transit location for thautiulent funds but have taken
limited actions or been reactive in the proceegeets Obviously, fraudsters are
taking advantage of the differences between juwisais that has resulted in lack
of adequate responses by some jurisdictions. h@rother hand, there may be
strong indications from the STR or other informat@bout a fraud scheme and
the movement of the proceeds. However, FIUs andsLEannot simply take
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enforcement action based on the indications and ne@wyire further information
from other jurisdictions in order to establish & facie case and to satisfy the
relevant judicial requirements. It is a typicapense of the fraudster to challenge
the propriety of the enforcement action undertdkef1Us and LEAs.

Awareness Raising / Capacity Building

101. Jurisdictions should expand the public awarenedsedncation programs in a
targeted manner so that individuals (especially thierable groups such as
senior citizens) and businesses can recognize dliefdatures of various fraud
schemes as well as the most frequently reportednsed. Besides, jurisdictions
should make use of the existing studies and re@stguides for action in this
regard. It is essential for concerned agenciesnttance the capacity building
efforts by preparing ‘red flag indicators’, staitist typologies and specific
training materials focusing on raising the awarsne$ both the public and
employee of agencies concerned.

Preventive measures

102. Continuous engagement among the FIUs, LEAs andsucial in providing
the synergy in preventing the abuse of financiadteay by the fraudsters.
Feedback mechanism among the stakeholders willheehthe cooperation, and at
the same time updating them on the emerging tremds modus operandi of
transnational frauds. Since the proceeds of fraurdhally originate and then go
through Fls, they play a crucial role in preventargl detecting both the fraud and
associated ML activities.
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ANNEX A : MONEY LAUNDERING INDICATORS

Transaction Pattern /
Indicators Identified

Sectors
Involved

Instruments / Products
Involved

Type of Fraud*

AFF

BRF

HYIP

TD

Use of accounts of she
companies

Use of stooge account

Multiple inward
remittances from
different senders

Incoming funds
transferred to oversea
company or personal
accounts within a shor
period of time

|

Destination of transfer
not commensurate wit
the customer profile

n

Structured remittances

Temporary repository
funds

No apparent business
related activities

Payment of
“consultancy fees” or
multiple intercompany
loan transactions

10.

Lack of normal person
banking activities

11.

Cash / ATM transactio

12.

Small balance left in
account

Banking

* Wire transfer
e Cheque

« Money order / bank
draft

¢ On-line banking
services

e Cash deposit /
withdrawal

«  ATM withdrawal

X

X

13.

Incoming remittances
redirected to third part
accounts, another
remittance agent and
offshore company

14.

Multiple remittances
through different
remittance agents
without apparent reasqg

15.

Frequent inward or
outward remittances
from different senders
to same beneficiary or
sender

16.

Cash withdrawals

MSB

* Wire transfer

* On-line services
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Transaction Pattern / Sectors Instruments / Products

Type of Fraud*

Indicators Identified Involved Involved AFF

BRF

HYIP

TD

17. Incorporation of shell TCSP * Company formation X
companies and secretarial services

X

X

18. Use of trust account e TSCP as nominee
director or power of
attorney of account

e TCSP as registered or
correspondence
business address

D

e TCSP acting as truste
or providing
administration services

X

X

19. Use of Internet/ mobile  Internet |« Multiple registrations X
payment system services

provider |° Deposit taking and

payment services

» Sales/ purchase of
fictitious goods

* Email or SMS messag

D

¢ On-line / mobile
services

20. Use of bogus or Securities Unlicensed investment
fictitious websites products

* Unlicensed entities in
selling investment
products

21. Cross-border cash * Cash courier X
smuggling

AFF — Advanced Fee Fraud (lottery, heritage, Neye#19)

BRF — Boiler Room Fraud

HYIP — High Yield Investment Product / Investmemnald (Ponzi Scheme)
TD — Telephone Deception

IF — Internet related Fraud (e-Commerce, e-Aucstm)
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ANNEX B : QUESTIONNAIRE AND RESPONDING
JURISDICTIONS

Australia
Cambodia
Canada

China

Cook Islands

Fiji

Hong Kong, China
Indonesia

© ©® N ok~ WDdRE

Japan

[EEN
o

. Macao, China

[EEN
=

. Malaysia

[EEN
N

. Philippines

[EEN
w

. Russia

[ERN
B

Chinese Taipei
. Thailand
. Vietnam

T
o Ol

Note: Jurisdiction responded to the questionrautanay not have answered each
guestion.
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ABBREVIATIONS AND ACRONYMS

APG - Asia/Pacific Group on Money Laundering

AFF — Advanced Fee Fraud

AML/CFT- Anti-Money Laundering / Combating the Fimang of Terrorism
ATM — Automatic Teller Machine

AUSTRAC — Australian Transaction Reports and Analy3entre
BCPIO — Bank Crime Prevention and Investigationdceff
CAFC — Canada Anti-Fraud Centre

CARIN - Camden Assets Recovery Inter-Agency Network
CDD - Customer Due Diligence

CONG - Compliance Officers Network Group

CTR — Cash Transaction Report

DNFBPs - Designated Non-Financial Business andeBsidns
EDD - Enhanced Due Diligence

FATF- Financial Action task Force

FI — Financial Institution

FIU — Financial Intelligence Unit

FSRB — FATF Style Regional Body

GTA — Global Threat Assessment

KYC — Know Your Customer

LEA — Law Enforcement Agency

LSTF — Large Scale Transnational Fraud

MER — Mutual Evaluation Report

ML - Money Laundering

MLAT — Mutual Legal Assistance Treaty

MoU — Memorandum of Understanding

MSB — Money Service Business

NGO — Non Government Organisation

NPM — New Payment Method

STR - Suspicious Transaction Report

TCSP — Trust Company Service Provider

TF — Terrorist Financing

USD - United States Dollar

VAT — Value Added Tax
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WGEI — Working Group on Evaluations and Interprietat
WGTYP Working Group on Typologies
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