AP GYEARLYT YPOLOGIEREPORT

Y

Methods and Trends: of
Money Laundering and

Asia/Pacific Group Terrorism Financing
on Money Laundering

Am 2015
D

Asia/Pacific Group on Money Laundering
Approved and adopted, 16 July 2015




Applications for permission to reproduce all or

part of this publication should be made to:

APG Secretariat
Locked Bag A3000
Sydney South

New South Wales 1232
AUSTRALIA

Tel:+61 2 9277 0600

E Mail: mail@apgml.org
Web: www.apgml.org

© 16 July 2015/All rights reserved



mailto:mail@apgml.org
http://www.apgml.org/

CONTENTS

CONTENT S .. eceettrsaneesssssnns smssssmnsessssss e s s s e nnns 8 Rm s s s Attt 8888t S A At 88888 e e84 s s nmmmn s 3
INTRODWECTHION- ..sssieeesssmmnssssssmmnsssnnnssssssssssmmmasssssssmssssssssmmesssssssmssssssssmssssnmmsssmnsssssssnnsssssmns 4
1. WORKSHOPSAND PROJECTSUNDERTAKEN: BY APG IN 2014- 2015.................. 5
11 2014 Joint FATF/ APG EXxp.e.r.t.s.0..Meet.i.ng..on. .Typdl ogi es
1.2 Status of current projects and poSSIDIE NEW PrOJECIS .. ..uviiiiiiiiiiiiiieee e 6
2. OVERVIEW OF FATF AND FATF-STYLE REGIONAL B(QO Di- H'$RDLOGY
PROJECTS. ...oceutarssetessssnssssessssssssssssssss s sssss s seses sms s sssas s s s s e s st s s s 7
21 AN I 1Y 0 Yo [ To 1Y = o] 1= od PP 7
2.2 ESAAMLG i The Eastern and Southern Africa AML GrOUP.........cooiuiuiiiiiiuimeeisaiiiieeeeeeseaeessssmmeeeens 8
2.3 Bl LSl =e 1 T0] o1 A C] o 1E T o PO PP 8
2.4 (@1 = PP P P PP PP PPPPPPTTRP 9
3. TRENDSIN MONEY LAUNDERING: & TERRORISM FINANCING: .......ccoorrrmeenen. 11
3.1 Research or Studies Undertaken on ML/TF Methods and Trends............coooiieeminieeeniiiieee e 11
3.2 Association of Types of ML or TF with Predicate ACHVILIES. ..........cueeiiiiiiiiieccieeeeee e 12
3.3 Emerging Trends; Declining Trends; ContinuUING TreNGS. .....uuuiieeeie e seeeeneeeees 15
3.4. Effects Of AML/CFT COUNTEIMEASUIES ......ceiiiiiiiiaiiitttitieeeaaiiittbteeeeeeeeeessaassmmaaeeaaessaanbensssneeeeeenesnnes 19
4, CASESTUDIES OF MIL AND THF .....ooeuurunsaeesnrsnnnnsssessssmmnsssssssnnssssssmmnsssmmmsssnnsssssssnnsssssns 22
4.1 Association with corruption (corruption facilitating ML or TE)........cocciiiiiiiiiicecciiiieeecee e 22
4.2 Laundering proceeds frOM COMMUPTION.........cuiiiii ittt e ettt e e e eeet ettt e e e e e e e e e e s e nbbeeeeeeesnanenen 22
4.3 Abuse of charities for terrorist finanNCING..............uuiiiiiiii e 23
4.4 Use of offshore banks and international business companies, offshore.trusts............ccccoecce e, 23
4.5 USE Of VIFTUBICUITENCIES ...ttt et e e e et e e e e e ea e e e e e abbe e e e e e anbneean 29
4.6 Use professional services (lawyers, notaries, aCCOUNTANTS)..........uuuriiiiiieeeiiieereeeeeeaesaiiiiinieeesiaenes 31
4.7 Trade based money laundering and transfer PriCing........c..uuuveeiiiieeeiiiiiiee e e 33
4.8 Underground banking/alternative remittance services/hawala...................eoeeeiiiiiiiiiiiiinneeniiiiiieee. 37
4.9 Use of the internet (encryption, access to iD&rnational banking, tC.).......cccovvieeiiieiiiiiccceee e 41
4.10 Use of new payment Methods / SYSTEIMIS. ..........oiii ittt 49
411 Laundering of proceeds from tax OffENCES..........cooiiiiiiiiiiieei e eaaae 50
4.12 Real Estate, including roles of real estate agents..............oocuviieeeiee i ereeeree e 55
4.13 GeMS AN PreCiOUS IMELAUS. .....ccoiiiiiii ettt ettt e et e e s et eeee e e e e e bbe e e e e ennnneeeas 55
4.14  Association with human trafficking and people SMUggIINg...........ccooriiiiiieeeiee e 58
4.15 Use of nominees, trusts, family members or third Parties...........cevveeiiiiiccceeeiiiiiiiiiiieeec e 62
4.16  Gambling activitiefcasinos, horse racing, internet gambling etC.)..........ccccvviiiiiimniiie i 73
417 Purchase of valuable assets (art works, antiquities, race horses,sfetile.........cccccvveeeeeeeiiviccceeeennn. 74
4.18 Investment in capital markets, use of BrOKEIS..........cc.oviii e 78
4.19 MiNgling (DUSINESS INVESIMENL)......uuiiieiieeieeii i iiee e e ettt et e e e eeeeteeeaeeaeeeseassasabeaaeeeeassnnnsbeeeeeeens 78
4.20 Use of shell compani€S/COrPOIatiONS. .........uuvieiiiiiie ettt r e e e e e e enmme e e 81
4.21 Financing the proliferation of weapons of mass destruction (WMD)..........ccooeiiiiiiicceeeeeee i 85
4.22  Association With illegal logging. .........ceeiiuriiieiieeie et e e e e 85
4.23 Currency exchanges/Cash CONVEISION..........ccoiuuiiieieeesi it eeeeeeeee e s e e e immaeeeeeessassaasaeeeeeeeaaansssseeeed 85
4.24 Currency smuggling (including issues of concealment and SECLIILY)..........ccoovvvrierniieeeriiiieeeeeiieen. 86
4.25 Use of credit cards, cheques, promisSOry NOLES,. £1C.........iiiiiuuiiiiieeeiiiiiieeece e esiemne e e e e 86
4.26 S (0 T (0 T o (ST T Lo ) USRS 89
4.27  Wire transfers/Use of foreign bank aCCOUNLS. ...........coiiiiiiiiiece it 91
4.28 Commodity exchanges (bartee.g. reinvestment in illicit drugs).........oooooiiiiiiiiiiiieesiciieee e 95
4.29 Use Of false identifiCatION............uueiiiiiiii et e e e e e e s e e s e st a e eeeeaaeeas a5
4.30 (@10 1T £ T PRSPPI 97
5. USEFUL LINKS  ....ceeoeeeiiiieeisseeeenssnnmssennsn s ssmmeesss s ssnns sanmssmmasss s s ssmnssssnmnnnssmmmsssmnnsssssns 102
6.  ACRONYIMS ....cooeeerirmmeeeersnnnnssassssmmmeessssnsnssssssssnsssmmmssssnssssssmnnnsssssmmnessesmsamnnnsssssmmnesss 104



INTRODUCTION

Background

1. The Asia/Pacific Group on Money Laundering (APG) is the regional-nantiey
laundering/combating the financing of terrorism (AML/CH&gional body for the AsiRacific. The

APG produces regional typologies reports on money laundering (ML) and terrorist financing (TF)
techniques to assist governments and other AML/CFT stakeholders to better understand the nature of
existing and emerginyIL and TF threats and pursue effective strategies to address those threats.
Typologies studies assist APG members to implement effective strategies to investigate and prosecute
ML and TF, as well as design and implement effective preventative meaShes a series of ML

or TF arrangements are conducted in a similar manner or using the same methods, they are generally
classified as @typologyo.

2. The Yearly Typologies Repoit s an | mport ant out put t hat i s
Strategic Plan and thePG Typologies Working Group Terms of Referentteincludes observations

on ML and TF techniques and methodBhese observations are intended to assist with identifying
instances of suspicious financial activity in the real world. It is hoped thattbeec st udi es anoc
flagd indicators i ncl ud elide fihancialtinstiiusonsraedmeimancialwi | | a
businesses and professions (casinos, accountants, lawyers, real estate, etc.) involved in implementing
preventative measurescluding customer due diligence and suspicious transaction reporting.

3. Each year APG members and observers provide information on ML and TF cases, trends,
research, regulatory action and international cooperation. The information collected from APG

delegdions not only provides the basis for a case study collection but also for selection and design of
in-depth studies on particular typology topics. The information also supports the work of the network
of typology experts involved in the APG Typologies \Wlog Group.

Typologies in 20142015

4. The APG Typologies Working Group continued its work01415 under the leadership of
Mongoliaand Fiji as Cechairs. In July2014 the APG Typologies Working Group met to determine
the work program for the year, includitfte conduct of a joifEATF and APGTypologiesWorkshop

in November2014 hosted byThailandin Bangkok

5. The case studies featured in this report are only a sheallaf the work going on across the
Asia/Pacific and other regions to detect and combat ML and TF.

6. The report contains a selection of illustrative cases of various typologies gathered from APG
member sé reports as wel | dtkat sonpeeohthecases incleead.took |t s
place in previous years but the summary information has only been released this year. Many cases
cannot be shared publicly due to their sensitive nature or to ongoing legal processes.

APG Typologies Report 205 4



1. WORKSHOPSAND PROJECTSUNDERTAKEN
BY APGIN 2014 - 2015

1.1 2014 Joint FATF/APGEXx per t s0 Wpadaogiesng on

7. Each year the APG brings together AML/CFT practitioners from investigation and
prosecution agencies, financial intelligence units, regulators, customs authortieshan relevant
organisations to consider priority ML and TF risks and vulnerabilities. In recent years APG has taken

the opportunity to combine the Typologies Workshop with Capacity Builfi@unicalSeminars to

share practitionersd experience on priority topi

8. The agendsof APG typologiesworkshopsaredesigned to achieve a number of objectives:

9  Bring together the APG community of practitioners to share experiendestad networks
of cooperatin;

9  Support research being undertaken by the APG Typologies Working [Group

1 Facilitate APG members to contribute Emancial Action Task Forcd=ATF) and FSRB
led typologies studiesind

9  Share best practisand strategies for practical application of AMIET measures related
to previous typologies studies and other implementation issues.

9. The 2014FATF/APG JointEx pert sd Meeting on Ty®Peminawsgi es a
wereheld in Bangkok, Thailand, from 228 November 2014, hosted by the Government @fildhd
and the AntiMoney Laundering Office, Thailand.

10. The Joint E x(JER)rtabkspface M6 Novemlger and involved approximately
250 delegates from 54 jurisdictions and eight international organisations. The JEM-ohasred by
APG Typologes Working Group (TYWG) Ge€hairs Razim Buksh (Fiji) and Bazarragchaa
Tumurbat (Mongolia) and FATF RTMG @&Bhairs Martin Tabi (Canada) and Leonard de Jager (the
Netherlands).

11. This year the JEM plenary session included a keynote address on beneficiahipyrzecase

study presentation from the APG region, an update on key typologies projects of regional and
international interest and a panel discussion on the results of national risk assesknadgion to

the plenary discussions there were threalfs typologies workshops:

i  Transparency of beneficial ownership
9  Third party money laundering
i Tradebased money laundering

12. Prior to the JEM, on Sunday 23 November, a joint APG/Egmont Group seminar was held for
the 18 FIUs in the APG region that are mersbef the APG, but not yet members of the Egmont
Group. The seminar covered essential membership and FIU operational information, which elicited
very positive feedback from all who participated.

13. Following the JEM, on 228 November, the APG held two tectali seminars. These
seminars were conducted as part of the APG6s c
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member and observer organisations, as well as approximately 25 representatives from the private
sector who had been invited through the APG pryncantact points.The two seminars discussed:

I Making Asset Recovery Work
1 AML/CFT and New Technology: Understanding Cyber and Technology Enabled Crime

14. Thetechnicalseminarsaimed to expand partnerships between the public and private sectors
on AML/CFT typologies It was also an opportunity nhane industry cooperation on AML and
draw on industry experience in the selection and conduct of studies of ML and TF typologies.

15. The outcomes from the@orkshopsand seminarg Thailandwill play a positive ad practical
role in improving regional cooperation and countermeasures for AML/CFT dabeog$Gregion.

12  Status of current projects and possible new projects

16. The APGFATF joint projecton Gold i Money Laundering and Terrorist Financing Risks

and Vulrerabilitiesis being celed by India and Australiseand has beercarried out over the 2013

2015 period The final report will be presented to the FATF in June 2015 and APG plenary in July
2015 for endorsement, after which it will be published on the APG-&Td- websitesThe project

team includd representatives from: Argentina, Australia, Bahrain, Bangladesh, Belgium, China,
Denmark, Ecuador, Germany, Ghana, Haiti, Hong Kong, India, Iraq, Malaysia, Nepal, Pakistan, Peru,
Qatar, Russia, St KittNevis, Swizerland, Thailand, UAE, USA, Zimbabwe, APG, CFATF, EAG,
Egmont Group, ESAAMLG, FATF, GAFILATGABAC, GIABA and MENAFATFE

17. The project examigd the characteristics of gold production, movemerage and markets

with a focus on the illicit risks.The aim ofthe projectwasto identify the techniques, trends and

methods of ML and TF associated with gold; the risks and vulnerabilities, problems and possible
solutions for investigations of ML/ TF and predi
flago i ndicators that coul d oesgsated nofinangial business arglt a k e h
professions PNFBP9, financial institutions and others to capture relevant data and, as appropriate,
identify reporting suspicious activity associatedhwihe precious metals markeT.he APG is also
progressing four Pacifitocused typologies projecthieto be completed over the 262816 period:

ML and Frauds in the Pacificheing celed by Fiji and VanuatuRecovering the Proceeds of
Corruption in thePacific, being celed by Ripua New Guineand Tonga, in conjunction with the

Pacific Islands LavfficersdNetwork (PILON) ML/TF risks Associated with Offshore Centres in the

Pacific, beingco-led bythe Cook Islands and Sama@andML/TF Risks Associated witfransPacific

Drug Trafficking Routexo-led by Tonga and Vanuatu.
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2. OVERVIEW OF FATF AND FATF-STYLE
REGIONALBOD k BEYPOLOGY PROJECTS

18. A range of typology studies have been published irt20d 205 by the FATF and seval
other FSRBs, including:

2.1 FATF Typology Projects

Financing of the Terrorist Organisation Islamic State in Iraq and the Levant

19. TheFATFOs report on the financing of the Fine
State in Irag and the Levant (ISIL) analyses how this terrorist organisation generates and uses its
funding. This knowledge is crucial in order to determine how FATF thednternational community

can choke off ISIL funding.

20. Information collected from a wide range of sources and countries such as Saudi Arabia,
Turkey and the United States, demonstrate that
territory it occupes. The appropriation of the cash held at statsmed banks gave ISIL access to an
estimated half a billion USD in late 2014'he exploitation of oil fields also generates significant

funds for ISIL, particularly when it first took control of thenrthis report identifies other sources of

funding that ISIL relies on to finance its terrorist activities and the regular investments into its
infrastructure and governance requirements.

21. Globally, there has been a strong and clear response onthe needtb didrul L6s fi nar
flows and deprive it of its assetdvlany countries have established stronger legal, regulatory and
operational frameworks to detect and prosecute terrorist financing activity, in line with the FATF
RecommendationsBut more needs to k@one. This report highlights a number of new and existing

measures to disrupt ISIL financing, for example:

1 Request countries to proactively identify individuals and entities for inclusion in the UN
Al Qaida Sanctions Committee list.

1 Share practicainformation and intelligence at an international level, both spontaneously
and on request, to effectively disrupt international financial flows.

T Suppress | SI L6s proceeds from the sale of
identification of oil producedh ISIL-held territory.

9 Detect ISIL fundraising efforts through modern communicatio@tworks (social
media).

22. Further irdepth research is needed to determine the most effective countermeasures to
disrupt ISIL funding.

! http://www.fatfgafi.org/media/fatf/documents/reports/FinancofgheterroristorganisatioASIL.pdf
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22 ESAAMLG i The Eastern andSouthern Africa AML Group

Typologies Report on Money Laundering and Terrorist Financing Through the Money Remittance
and Currency Exchange Sector in the ESAAMLG Regfon

23. The report aims to provide an overvieW the regulatory framework, the supervision and
sanctioning regimes, as well as ideyitij money laundering and terrorist financing methods and
techniques involving money or value transfer and currency exchange service providers.

24, The identified risks of ML/TF through themittance and currency exclyggsector detailed

in the report are mainly related to clients, owners or agemtg. case studies cited and described in

the report also point to links between money laundering in the money or value transfer sector and
other criminal activities (e.g., dud, tax evasions, trafficking in human beings, smuggling, drug
trafficking).

25. The reportds findings indicate that t he maj c
identified the money or value transfer and currency exchange sectors as targets forvidmosiagad

terrorism financing activitiesThis finding is despite other open sources regarding this sector as high

risk as far as terrorism financing activities is concern&tiis is attributed to the lack br poor

controls that mitigate its inherergrtorist financing risk exposuresThrough the analysis of case

studies and other materials, the project team was also able to compile numerous examples of
indicators of potential money laundering activities related to transactions, customer profile and
behaviour as well as specific indicators for currency exchanges and money or value transfer service
providers that may help the industry to identify and describe suspicious behaviours and protect
themselves against money launderers and other criminals.

26. Althoughits findings, based on responses from ESAAMLG member countiiesot support
this, other sources indicate that particular risks wewlwith the sector are relatedt only to the
misuse of the sector services for laundering money but also towthimg of such businesses by
criminal groups and corrupt employeesagperating with criminals.

27. The report equally points to regulatory and supervisory control weaknesses which clearly
encourages laundering through the money or value transfer and cuereh@ange sectord-rom the
findings, it is clear that there is a low detection of money laundering in comparison to the size of the
industry as a wholelUnlike other sectors like the banking sector, it is also clear that many countries
in the ESAAMLG regon do not have adequate mechanisms to help increase the detection rate of
money laundering and terrorist financing activities in bureaux de changes and other money remitters.
With an understanding of risk exposures in the sector, the report also proztd@smendations
(points for consideration) at an international cooperation level a@adhational level for involved
stakeholders such as LEAs, FIUs etc.

23 The Egmont Group
Best Egmont Case Award (BECA) book of Egmont Financial Analysis Cases

28. TheE g mont Gairong Wdrking Group published the firsBest Egmont Case Award
(BECA book of Egmont Financial Analysis Casd$e book is the product of the first three years of
the BECA competition and showcases the excellent work done by FlUsnitifythg and prosecuting
money laundering offences.

29. The book contains material that can be used in the widest context and its audience will be
anybody who is interested in understanding how financial analysis is a vital component of a money
laundering inestigation. The twentytwo caseshave been broken dowy investigation type and

2 http://www.esaamlg.org/userfiles/Typologies_Report_mvts.pdf
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include examples of bribery, corruption, drug trafficking, fraud, human trafficking, organised crime
and terrorist financing.

30. The book can be accessed hétg://www.egmontgroup.org/librafyases

2.4 Others
Financial Transactions and Reports Analysis Centre of Canada (FINTRAC)

Mass Marketing Fraud: Money Laundering Methods and Techniquiedanuary 2018

31. Mass marketindgraud is a crime which igrowing in scope and one that incurs substantial
losses to victims worldwide This typologies andtrends report aims tadentify techniques and
methods that are usdd launder the proceeds of mass markefiiagid, based on annalysis of
voluntaryinformation records and financial transacti@ports included in FINTRAC disclosures to
Canadian police services and foreign finanicitdlligence units.

32. Several categories of masmrketing fraudexist, each with particular charadgtics designed
to defraud victims. Almost all of the cases analysed for this report invohmginesses and the
automotive sector is oraf the main sectors suspected of being usddunder the proceeds of mass
marketing fraud.

33. Structuringand the usef nominees are twononey laundering methods which have been
observed by FINTRAC. While financial institutionsappear to be used for suspected money
laundering associated to certain mass markdtisgd schemes, many schemes appedeverage
money serice businesses not only teceive funds from victims, but to launder thieit proceeds as
well.

34. Red flags indicating the use of businesses to launder the proceeds of mass mieketing
(based on the analysis of finandi@nsaction reports anebluntaryinformation recordsinclude

1 Receipt of funds from or depositing of funds (electronic funds transfers or cheques) by
individuals who do not appear to be related to the business activities of the company
holding the account;

1 Repeated transfers fafinds from a personal account to a business account;

1 Repeated deposits of cash into the account of a company that is active in a sector where
cash transactions are unusual;

1 Receipt of electronic funds transfers into a business account followed by onereor m
electronic funds transfers to the country from which the wire payments initially
originated.

35. Red flags mdicating the use of businesgeslaunder the proceeds of mass markefiagd
(based on the analysis of finandi@nsaction reports and volunganformation recordsinclude

I Repeated and atypical deposits of cheques issued by a money service business into a bank
account;

I Repeated and atypical deposits of cash into a bank account;

s http://www.fintraccanafe.gc.ca/publications/typologies/281%eng.asp
http://www.fintraccanafe.gc.ca/publications/typologies/28d5eng.pdf
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T Atypical or funeconomi cal 0 dlSaked to €Canada f und
followed immediately by Canada to the United States) made for no reason.

36. Red flagsfor the use of structuring angdominees in the laundering of proceesfsmass
marketing fraud (based on tlamalysis of financial transaction repodad voluntary information
records)nclude

I Individuals alternating between several money service businesses in order to make
electronic funds transfers to the one person;

1 Individuals making several small electronic funds transfers through a money service
bushess or bank on behalf of the one person or a group of persons over a short time
period;

T I'ndividual sé receiving sever al s mal | el ect |
group of persons over a short time period.

APG Typologies Report 205 10



3. TRENDS IN MONEY LAUNDERING &
TERRORISMFINANCING

3.1 Research or Studies ddertaken on ML/TF Methods and Trends
AUSTRALIA

AUSTRAC Typologies and Case Studies Report

37. To help both industry and government partners detect threats, AUSTRAC produces research
on currentand emergingnoney laundering and terrorism financing vulnerabilities.

38. The annual AUSTRAC typologies and case studies reports highlight the diversity and gravity
of thethreats which money laundering and other serious offences pose to Australian businesses and
the comnunity.

39. In compiling these reports, AUSTRAC draws on the combined knowledge of its financial
intelligenceanalysts and partner agencies, to providelisakxamples of how commercial systems
can be misusebly criminals.

40. All eight typologies and case stedireports (2007 2014) are available on the AUSTRAC
website www.austrac.gov.au/typologies.html

National risk assessment on terrorism financing

41. AUSTRAC has prepared a national risk assessmetdroorism financing (NRA TF), which

is smallerin scope than the 2011 national threat assessment on money laundenmglassified
version of thereport was released in April 2014The public version of the NRA THerrorism
financing in Australia2014 which aims to assist industry to identify and mitigate terrorism financing
risks was released ifseptember 2014. The report is available on the AUSTRAC website,
http://www.austrac.gov.au/publications/corporptilicationsandreports/terrorisfinancing-
australia2014

FIJI

42. The Fiji FIU has conducted only basic and informal research on ML/TF methods and trends.
The Fiji FIU continues to provide this information through the following:

1 The Fiji FIU Annual Reportwhich in 2013included case studies from Suspicious
Transaction Reports and one major case study on a successfully prosecuted ML case in
Fiji. The report also included emerging, continuing and declining money laundering
trends. A copy of this report is available on F i F 1 U dvew.fiMie.gos.fi t e ;

i AML Compliance Officers Forunmi ML typologies, trends and indicators are shared
during this forum with AML compliance officers of financial institutions.

INDONESIA

43. Indonesiaregularly conduaresearch or studies on ML/TF methods and trerfdthere is a
current issue or special issue regarding ML/TF methods and trendutore researclts conducted
The research, howeves,only published internally, and only fomited distribution externally.

44, In the past, research or studies of ML/TF methods pertaining to certain predicate crimes, the
transaction methods used, and the reported party phaféidoeen conducted
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45, Recent research or studies on ML/TF methods amdi$reonducted includethe typology of

ML cases that have been decided in the colitte research indicated that the dominant predicate
crimes reported are corruption and narcotiche dominant transaction patterns are transfer via
ATM, cash deposit, cin withdrawal, and redemption of insurance policy.

SINGAPORE

National Risk Assessment

46. On 10 January 2014, Singapore published its first National Risk Assessment (NRA) report on
money laundering and terrorism financing (ML/TFhe NRA report was the culmation of a
governmertwvide exercise that lasted two years and covered 14 financidesitrd and eight non
financial sectorsin Singapore.Most sectors were found to have a robust regime in place to combat
ML/TF, but there were a number of sectoreene controls could be strengthenet@ihese include
remittance agents, monephangers, interndiased stored value facility holders, corporate service
providers and pawnbrokerdkelevant government agencies will be strengthening the legislative and
supervisory framework through the year to address the risks in these sectors more effectively.

3.2 Association of Types of ML or TF with Predicate Activities
BRUNEI DARUSSALAM

47. Between 2013 and 2014, the most prevalent predicate ceffemssociated withviL
investigations that have been conducted are-demtaration of cross border transport of cash,
unexplained wealth and corruption.

CHINESE TAIPEI

48. In recent years, the CIB has investigated a number of transnational frauds and found that
criminals obtaind large amounts of illicit money from these crim&3ose analysis of the meané
money laundering showed that they made extensive use of hawala and alternative remittance systems.

F1JI
Money Laundering

49, The methods of money laundering through finandiatitutions n Fiji are generally
associatedwith various predicate offencesFor example, significant cash deposits detected in
personal bankccounts have been linked to possible fraud, corruption and tax evasion.

Terrorist Financing

50. Fiji does not hee any inciderd or repors of terrorist finanang casesthereforethere hae
been noprosecutions of terrorist financingThere have however,been investigationsf foreign
businessmen (in particularforeign nationalsfrom a South Asian countyyremiting business funds
from Fiji to individualsin the South Asian countiyat are reportedly linked to terrorist orgsations.

INDIA
51. The cases investigated by National Investigation Agency (NIA) show various trends of
ML/TF. For example

(i) Involvement of publicservants and contractors in the misappropriation of Government funds and
their criminal misconduct, which facilitated the funding of a terror organisatidorkers of NC

Hills, Autonomous Council, set up by government were involveshisappropriation of government
fund, and facilitating funding of terrorism.

(i) Use of banking and nelmanking channels and trusts for the funding of terror activities

(iif) Extortion by extremists to fund terror activities

APG Typologies Report 205 12



(iv) Useof offshore banks, international business companies and offshore trusts in facilitating terror
funding An offshoredisasterelief fund based in a South Asian countawd reported to have its
headquarters in thabuntry was allegedly used bytarrorist organization to fund terrorist

organgations and their families in India.

(v) Utilisation of proceeds of terrorism to purchase/acquire land, flats and vehicles
(movable/immovable properties) for terrorist organisations

(vi) Using some portions aounterfeit currency in funding of terrorism

(vii) Smuggling and trafficking counterfeit currency along with drugs and weapons through foreign
nationals

(viii) Use of formal and neformal banking channels, trade based routes, cash couriers by trusts
acting asa front organisation for terrorist groupsA South Asian tust and other domestic legal
entities were allegedly fountd beinvolved in financing terrorisactivities through formal andomn-

formal banking channels, trade based routes, and cash couriers.

INDONESIA

52. According tothe most recentSTR statistics, the predicate activities mostly associatid
ML are fraud, corruption, and gamblingHowever, corruption is the predicate activity mostly
associateavith ML according tathe more detailednalysis.

JAPAN

53. Instances of concealment of criminal proceeds consisted largely of cases in which offenders
attempted to transfer funds to bank accounts under the afamtigerpersons.

54. For example A person from eivil engineering business solicitdds acquaintancéo buy

deposit passbooksThe acquaintance and others bought at 60,000JPY several deposit passbooks
which the manused todefraud financial institutions The offenders were arrested on charges of
purchasing stolen goods with compensation and for violdliegAct on Punishment of Organized
Crimes (eceipt of criminal proceeds).

MACAO, CHINA

55. Throughout the period from January to June 2014, a total of 877 STRs were received by
Gabinete delnformacdoFinanceira (Financial Intelligence Office, Macao SAR)th 663

STRs from the gaming sector, 213 STRs from the financial sector (including banking, insurance and
financial intermediaries) and 1 STR froamother sector. Common money laundering methods
detected from STRs received are as follows:

=

Chips conversiomithout / with minimal gambling activities;
Suspicious wire transfers;

Use of cheques / promissory notes / account trapsfeio transfer funds;
Unable to provide ID / important personal information;

Suspected PEP related transaction;

Irregular large csh withdrawals;

Significant cash deposit with nerrifiable source of funds;

Possible match with international watitét or other black list;

Use of Counterfeit Notes;

= =4 -4 -4 -4 -a _a -2 -2

Account holder issues / receives casino cheques.
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56. From January to June 2014, 76 STRsenmdisseminated to the Public Prosecutions Office.
These cases were mainly related to fraud and remittaimbe. Judiciary Police processed 55 cases

which were mainly related to fraud, trade finance, use of debit card and cross border cash smuggling.

MALA YSIA

57. Most of the ML cases are related to drugs, smuggling, corruption, fraud/estoms duties

and t ax

evasi on. Thi s is also in |

AssessmentNRA) which was completed in June 2014

MONGOLIA

58. According to the police,gticular predicate offes@sknown to be associated with ML and TF

include:

ne with

hi gh

1 Embezzlement of state funds through public tender, and purchase of goods through state

funds

9 Fraud cases including credit card fraud and identity theft

1 Smuggling of gold

1 Smuggling of contraband goods

NEW ZEALAND

Value of large ARU cases by ML method

140,000,000.00

120,000,000.00

100,000,000.00

80,000,000.00
60,000,000.00
40,000,000.00
20,000,000.00

0.00

New payment..
E-Currency
Shell companies
Trusts
Cash

Precious metals /..
Real Estate

International..
Purchase of Assets
Capital Markets
Gambling
Intermediaries
False identity

Reinvestment in..
Businesses

Professional services
Alternative Banking
International trade

Tax offences relating..

B Drugs cases

B Fraud cases

REPUBLIC OF KOREA

59. The most prevalent pattern of money launderinthenRepublic oKorea is observed ithe
private sectors such &gance, banking, trade and construction. Cash transacrerstill the most

widely used method of money laundering.

predicate offenceassociatedvith money laundering. TF cases are not yet reportéteiRepublic of

Korea.
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THAILAND

60.

Proceeds derived from drug trafficking, sex exploitation and human traffiekeigundered
by opening front businesses or buying real estate Jyrthsbugh nominees.

3.3 Emerging Trends; Declining Trends; Continuing Trends

BRUNEI DARUSSALAM

61.

62.

(=IN]
63.

Based on case studies provided by various law enforcement agencies on investigations
conductednto predicate offences, the FIU is of the view that there is an emerging trend of predicate
offences associated with unlicensed financial actiwithin the formal sector

In addition to the abovehe FIU is of the view that there is a continuing trend geaieported
in Suspicious Transactions Reports of mingling of personal and company funds in accounts held by
persons.

Emerging Trends

f

Email Spoofing- The target has been local business entities that purchase goods and
services from oversead herehad beemunauthorisediccess of emails between the local
business entity and their supplier overse@be local business entity will eventually be
advised through the unauthorised access that due to some unknown reasons thé supplier
bank accounbverseas had changed and that they need to immediately send the money to
new bank account.

It hasbeen establigid that the new bank accounts do not belong to the supplier but to
those who had gainedauthorised access to the emails and redirected thmegudy

64. Declining Trends
1 Use of false identificationr The FIU has noted a decrease in the number of cases
involving fake identification cards such as passpantsbirth certificates. This is due to
some recent measures undertaken by the relautimbrities in Fiji.
f Useofami nor 6 s bank account to deposit funds.
65. Continuing Trends
1 Currencysmuggling is a continuing trend for Fiji. A number of cases were identified
where travellers have failed to declare cash of $10,000 and above when arriwing int
departing Fiji.
I There were 16 cases of persons brought before the court for failing to declare currency in
2013. In 2014, there were 7 cases of failure to declare at the borttavélers Some of
the cases reported relate to crbesder betweefiji and other Pacific Island countries.
INDONESIA
66. The banking industry is still being used by ML pefrptors to launder their proceeds of

crime. However, it is a declining trendAs indicated in recent research, transfer via ATM, cash
deposit and cashithdrawak are still used as transaction patterikkwever, the increasirgjrictness

of the regulation regarding banks created a new trend for ML, such as using mainly cash transactions
(for example, using cash for asset purchase), and the use-b&mong financial industry, especially
money changerand money remittance business
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67. Recently, the predicate crime of fraud and taxation is increasingly associated with ML, even
though corruption is still the predicate crime mostly associated with ML.

JAPAN
68. Fraudandtheft are common predicate offences.

69. For example a company employee and his wife stole around 16 million JPY in cash from a
commuter ticket sales office counter of a railway station, and concealed around 9.7 million JPY out of
the 16 million JPY by burying the money underground in a forétey were aested for violating

the Act on Punishment of Organized Crimes (concealment of criminal proceeds)

70. A member of aKoreantheft group stole duxurious watch (worth 10 million JPY at the
current price) from a house and concealéd ihe ceiling of the baroomwherehewasstaying’. He
was charged with violating the Act on Punishment of Organized Cfimecealment of criminal
proceeds).

71. As acontinuing trend, drugrafficking is also common.

72. For example an associate of BoryokudatYakuza/organised crime grouflicitly retailing
methamphetamine sent tib his customer by home deliveryHe had his customer transfére
purchase pce to a bank account opened under the name of third party, and around 3.1 million JPY
wastransferredo theaccount He was arrested for violatiritpe AntiDrug Special Provisions Law
(concealment of drugelated criminal proceeds)

MACAO, CHINA

73. Based on statistics of cases under investigation, themeemerging trend in the use of new
payment methods asmeans of moving funds across bogjand this increases the ML/TF threat of
using such systems for illegal purposeéSome of the suspicious cases found are related to a few
individuals using hundreds different valid credit/debit cards to withdraw cash from ATMs.

74. New payment methods like credit/debit card transactions can now be carried out in a more
convenient way and in numerous channels, funds can be withdrawn or converted much quicker and
trangationaly than through more traditional channel§his can complicate the monitoring process

and make it difficult to trace or confiscate criminal proceeds.

MALAYSIA

75. Based on STRs submittedttee FIU as at August 2014hetop 3 suspected offences aag-t
related, frauchnd smuggling

76. The continuing trends identified from the STRs analysis include the following:

1 Increasing trend in reports on internet/wire transfer scams involving cross border transfer
of funds

A Foreigners or individuals associated foreigners opening accounts in
different/multiple banks;

A Multiple inward remittances received from various entities in different countries;

A Funds received were withdrawn in cash and via ATM at various locations
immediately upon receipts, leaving low balasén the accounts;

A Mismatch between transactions and accountholder profiles.

I Large and rapid movement of funds (transit accounts)

* This case example has been included because this kind of offence is dealt with as a concealment of criminal
proceeds applied in the context of the national legislation which stipulates money laundering in Japan.
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A Large value cheques and cash were deposited into bank actalowed by
immediate cash withdrawals;

A Fundstransferred in and out of an account on the same day or within a relatively
short period of time;

A Camouflaging movement of funds to third parties with cash withdrawals.

Unjustified banking transactions

Deposits are not justified considering the naturthebusiness or profession;
Deposits were inconsistent with the volume generated by the business;
Deposits at various branches and times for no logical reason;

Substantial inteaccount transfer between related accounts;

Multiple cash deposits into an acet followed by a large transfer to other third
parties account/countries.

Too T T o To

MONGOLIA

77. Emerging trends:

1

1

Sale of drugs and psychotropic substanceseasily ice (crystal methamphetamine
hydrochloride)

Credit card fraud

78. Decliningtrends:

T

Currently, declining trends are not identified by MengolianPolice. However, due to
increased inspections and reporting requirements from the Financial Information Unit,
offenders may choose methodther than banking and financial institutions to haier
proceeds of crime and illicit activities

79. Continuing trends:

1
1

= =4 =4 A -2

Association of ML with corruption, embezzlement, bribery of state funds

Real estate purchase of valuable assets in foreign countriese@ally luxury houss,
apartmenrd, vehicles in Kora, Hong Kong, Japan, USA

ML throughestablishinglegal entity and building service sector reatate in Mongolia
(e.g. involving a Korean organized crime group)

Cash couriers/currency smuggling (concealment) to exchange currencies in Mongolia as
govenment control of currency exchange bureigust enforced to the fulbxtent

Traderelated ML through invoice manipulation, trade mispricing in purchase of goods
from abroad, either through legal persons or state institutions responsible for purchase of
public goods

Use of gatekeepers/professional services: accountants, bankers, companies, company
service providers

Wire transfer

Use of shell companies

Use of offshore banks/companies
Use of credit cards

Use of family members, third parties
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1 Identity fraudanduse of false identification
I Use of foreign bank accounts
REPUBLIC OF KOREA

80. Economic crimes such as tax evasion and embezzlement continue to be the most challenging
issues. Utilizing tax havens and paper companies to evade tax and illegally moving assets overseas
continue to pose problems.

1 Declining trends are not currently iddéied by the Korean law enforcement agencies.
Continuing trends include

i tax evasion and utilizing tax havens and paper companies,
9 association of ML with corruption, embezzlement and bribery of state funds,

9 foreigners or individuals associated to for@ignopening accounts in different/multiple
banks and

i funds received were withdrawn in cash and via ATM at various locations immediately
upon receipt, leaving low balances in the accounts.

SINGAPORE

Money Mules

81. In 2012, a new trend emerged whereby monayles recruited from social networking
websites with promises of love and friendship were used to launder money.

82. In many of these cases, the victims claimed that their email accounts were compromised. The
individuals who compromised the email accountsuMdothen use the email accounts to send
fraudul ent instructions to the victimsd banks

victims would only realise that the fraudulent transfers were made a few days later, and would then
attempt to gettteir banks to recall the funds.

83. The bank accounts in Singapore are held by
the criminal syndicate via online social networking websites to receive and thereafter withdraw or
transfer funds. These money muieay have wittingly or unwittingly assisted the criminal syndicate

to launder the proceeds of crime.

84. Our findings suggest that there is a high possibility that the syndicate is well organised:
The same perpetrator had made contact with different mules;

Different mules have received funds from the same victim account;

The same mule has received funds from different victims;

Different mules have made transfers to the same beneficiary; and

= =4 -4 -4 -2

The same mule has made transfers to different beneficiaries.

85. The daa also suggests that it is likely that a transnational criminal syndicate is behind these
crimes, as:

9 The victim accounts were based in a foreign country,
I The perpetrators appear to be based in a foreign country,

I The fraudulent funds were subsequentips$farred to bank accounts in Singapore, and
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I Most of the fraudulent funds have been transferred out of Singapore to other jurisdictions.

86. It is interesting to note that the crime is orchestrated in a way such that the funds flow across
several jurisdictionsand this heightens the challenges faced by law enforcement authorities from
each jurisdiction in their investigation processes.

87. The FIU and law enforcement unit has worked closely with -8[ERs and foreign
counterparts to address this issue. We hawaeeshour preliminary findings with the Association of
Banks in Singapore compliance task forces to disseminate the indicators to members. We have also
disseminated information via the FIU and law enforcement networks to encourage foreign victims to
identify themselves and provide evidence. We are currently working on a joint project with a foreign
country project to address this trend collectively.

THAILAND
88. Emerging trend: use @nominee to hold assedr accounts, especially by corrupt politicians.

89. Declining trend: smurfing has declined because money launderers now know that authorities
are monitoring this type of transaction.

90. Continuing trend: buying precious metal gemsand real estate.

91. In generalthe same methods are still being usddowever there is a tendendgr criminals

to make their technigues more compéexch as combining methods e.g. using of-related nominee

to open an account to receive the proceed and use the fund to buy precious metal or stones and carried
overseasand thusmake it more difficult for authorities to detect.

3.4. Effects of AML/CFT Counter-Measures
AUSTRALIA

92. Australiads customer due diligence (CDD) reg
the implementation of amendments to the Atiney Laundering and Count&errorism Financing

Act Rules Instrument 2007 (No. 1) (the AML/CTF Rule3he CDD amendmestrequire regulated
businesses to take steps to ensure they know the identity of the beneficial owner and strengthen CDD
requirements in high risk situations, for example when dealing with politically exposed persons.

93. There have also been legislative depahents relating to AML/CTF Countermeasuress

the existing AML/CTF countermeasures regulations applied to Iran were due to sunset on 1 April
2014, the regulations were remade along with some minor technical amendments to enhance
readability and an addiinal exemption from the transaction prohibition for Australian diplomats in
Iran.

94. Under the enhanced remitter registration regime, Australia has been working to identify
remittance providers who are suspected of being involved in criminal activity, hasaélose who

may have an inability or unwillingness to comply with obligations under the AML/CTF Abe

Eligo National Task Force (Eligo), led by the Australian Crime Commission, has assisted AUSTRAC
in determining whether remitters are compliant wighkevant obligations under the AML/CTF Act.
This has also assistetlUSTRAC in enhancing methods for identifying and assessing-riggh
remitters.

F1JI

95. Since the introduction of the Aunexpl ained
(Amendment)Decree 2012, Fiji FIU has seen an increase in the number of Suspicious Transaction
Reports on possible unexplained wealth cases from members of the public.
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MONGOLIA

96. Mongolia has improved its ML and CFT legislation since enactment of an independent law on
combating money laundering and financing of terrorism in 8 July 20&@r identifying some of the
shortcomings, in May 2013, the Parliament approaedvised version of the AML/CFT law.It

introduced new concepts including politically exposed persaltenate owner, and shell banks.

Also, it crossreferenced the list of PEPs and their family members in the Conflict of Interest Law.
These devel opments have i mproved 6Know Your Cus
In July 2013, Mongo& was removed from the list of relatively high risk jurisdictions with strategic
AML/CFT deficiencies for making evident achievements in the AML/CFT framework in the country.

97. Mongolia amended the Criminal Code in January 2014, expanding the predicateoffd
money laundering to all crimesResulting from this development, criminal cases related to money
laundering areopenedby the Policeand law enforcemenappearsto be willing to promote the
application of the statute.However, the prosecution antbnviction of those cases remains a
challenge as this is still a new type of crime, and law enforcements lack general capacity in
prosecuting this type of crime.

NEW ZEALAND

98. Suspicious Transaction Report (STR) reporting to the Financial Intelligence Unit has
increased considerably since the commencement of the AML/CFT Act reporting regime on 30 June
2013.

99. The number of STRs has increased significarittyn around 2,600 in 2®-13 to 10,353
STRs accepted in 20413 (during 2013, 1846 STRs were also rejected by the FIU). See Figure 1
below.

Figure 1: Number of STRs received 2012 to 2014
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100. The number of transactionsm STRs has also significantly increased, indicating a higher
quality of STRs since the commencement of the new reporting regime.

101. In 201213, 10,448 transactions worth NZD 516 million (about 4 transactions per STR) were
reported to the FIU compared to 2018 when 86,937 transactions (over 8 transactions per STR)
worth NZD 3.5 billion were reported in accepted STRs. See Figure 2 below.
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Figure 2: Number of transactions in STRs
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4. CASESTUDIESOFML AND TF

4.1 Association with corruption (corruption facilitating ML or TF)
INDIA

102. There are two cases involving siphoning of development funds allocated to an autonomous
council in connivance witlthe CEO, public servants and contractaad sending the money for the
purchase of arms and ammunition for waging war against the stateéhe basis of investigations
made and evidence collected, tbkarge sheet was filed against 15 accused in the National
Investigation Agency (NIA) special court.Since there was involvement of public servants in
misappropriation ofjovernmentfunds and thir criminal misconduct, forgergtc, the matter was
referred to the Central Government for investigation by the Central Bureau of Investigation after
obtaining consent from the concerned State. The Central Bureau of Investigation has respstered
cases under Prevention of Corruption Act. Presently, trial procesiditige main casaregoing on

in the NIA special court.

INDONESIA

103. A head of a narcotics penitentiary, Mr. X, entered into a criminal conspiracy with the
prisoners chargeth a harcotics case. The prisonerbribed him so that they could contraldrugs
business in th@rison According to INTRAC's analysisf the STRs, there were some suspicious
funds flowing totheaccounts othe head of thepenitentiary and some accounts of his fgnfslon and
grandson) that were used astorage account.The flow of funds came from transfers via mobile
banking from theprisonels account.The source otthe fundswasfrom the sale of narcotics when the
prisonerwas held in the penitentiaryin 2012, the case was uncovered and Mr. X was indicted to 13
years imprisonment araffine of USD100,000.

THAILAND

104.A joint panel of the Office of the Attornegeneral (OAG) and National ArGorruption
Commission (NACC) has agreed to indidibrmer executive ofa dateagengy in a bribery caseThe
executive and her daughter were accused of taking bribes from a foreiganfirrmany other related
businesses to her and her daught er 6s,aaacdng@iunt s
a 60-million-baht contract.The firm allegedly paid thexecutive about USD 1.8 million (53.7 million
baht). The executive has allegedly violated the law governing offences committed by state
organisations or officials and also breached the act govemrilgiting to a state agencyhe bribing

couple is imprisoned in the US while the corrupt Thai official is being tried in Thailand.

4.2 Laundering proceeds from corruption
FI1JI

105. Fiji FIU received a request from a government agency requesting financiajrbact
checks on a senior government official, PersonfKere was an allegation that Person X had received

FJ$377,000 from a foreign businessman and invest

106. Fiji FIU conducted checks and establislsaghificant international remittances sent by one of

Person Xo6s staff/ col |l eague Thealtimata Henefidiades eflthese r e | a't

remittances were the wife and children of PersonnXestigations are currently underway.

HONG KONG, CHINA

107. The Joint Financial Intelligence UnidKIU) received confidential information that a man
PersonA, took out alife insuranceproductand paid HK$8 million premium in one go via transfer
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from his personal bank account. Shortly afterwaRissonA requested to terminate his insurance
policy and suffered a penalty of HK$2 million. It was believed BeisonA attempted to launder
suspected proceedds crime through the service of an insurance company. Enquiries revealed that
PersorA was allegedlyinvolved in a corruption investigation in Jurisdiction X. The information was
shared with FIU in Jurisdiction X to facilitatke investigation.

INDIA

108. There is a case of misappropriation gdvernment funds against a retired civil servant
wherein the amount sanctioned for a public function organized by the State Government were
misappropriated through an event management compahg. funds allocated by thgovernment

were fully withdrawn byhe public servant, but only a small portion of it was utilized for the function.
Proceeds of corruption were attached undePrevention ofMoneyLaunderingAct.

INDONESIA

109. Ms. X, a People's Representative Council (PRC) memias charged for corruptioand

money laundering totalling USD625,000 related with abuse of authority in deciding the region to
receive local infrastructure fuad According to INTRAC's analysis, the total value in Ms. X's bank
account was USD5 millionThe funds were suspecteditetheresult of criminal actionMost of the

funds were used to purchase assets such as insurance policy, time deposits, houses, apartments and
gold jewellery. Ms. X also usea credit facility and transferred the fusitb a third party. Some of

Ms. X's assets totalling USD1 milliowere seized. Ms. X was indicted tasix years in prison and
USD50,000 in fines.

JAPAN

110. The offendera municipal official, engaged in bidgging on civil engineering work of the

city. He designated a civil engineering business compabg tiee bid winner for taking a bribeThe

chief executive of the company who succeeded in the illegal biddingegavei r d part yés cas
the said municipal official.The chief executive had$iwife wh o di dndt know t he ci
the matterdeposit hundreds of thousands of JPY into the account for the cash card as dleioe.

were arrested for bribery and the chief executive was charged with violating the Act on Punishment of
Organizd Crime(concealment of criminal proceeds).

4.3 Abuse of charities for terrorist financing
INDIA

111. Based on the allegation that a banned terrorist csg@om received funds through front
organgations to commit terrorist activities in India by using #mamking channels, a case was
registered. A charity registered under the Charities Act in the United Kingdom Wgestern Union
money transfer/Money Gram/MBsnking andcash channel asthe transactioomode The notive
for sending money was to suppskeeper cells, jailed terrorssand families of terrorists, so that they
remain committed ttheterrorist cause A total amountof about ofINR1,000,000nvas reported to be
transferred as per the available records.

4.4 Use of offshore banks and internaonal business companies, offshore
trusts

AUSTRALIA

Complex tax avoidance scheme hid funds in Samoa and New Zealand

112. AUSTRAC information assisted authorities to identify offshore bank accounts and
international funds transfers in relation to a compéexavoidance scheme involving funds transfers
between Australia, Samoa and New Zealan@he scheme involved the use of an offshore
superannuation fund and a loan arrangement to avoid tax.
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113. Authorities ultimately issued amended tax assessments to tihéirads involved, resulting
in approximately AUD2 million in additional tax, penalties and interest.

114. This complex case is presented in four parts:

I Part 1 covers international transfers made to an offshore superannuation fund and the
rapid return of these funds to Australia.

I Part 2 covers the ongoing international transfers of funds under a fictitious loan
arrangement over ten years.

1 Part 3 descrilb®ethe transfer of this loan arrangement to another Australian company when
the original company went into liquidation. This covers a further foerar s 6of wor t h
activities.

1 Part 4 shows how a charity became involved in the loan arrangement.

115. IndividualsA and B were family members who owned and controlled a group of Australia
based companie§he companies undertook motor vehicle repairs and sold automotive products in
Australia.

Arrangement I Offshore superannuation fund

116. Individuals A and B receiveaddvice from an accountant about the purported benefits of
offshore superannuation fundsAs a result, individual A instructed his accountant to establish a
superannuation fund in SamoaThe superannuation fund was established and a Shaseal
company ated as trustee of the fund.

117. Company 1 was owned and controlled by individuals A and B, and formed part of the
Australiabased group. Company 1 made two contributions of AUD100,000 each to the
superannuation fund in Samo@he two international funds transfers were undertaken over an eight
day period and the funds were subsequently provided to a private bank in Samoa.

118. The Samodased private bank returned the AUD200,000 to company 1 in Australia in two
international fundsransfers of AUD100,000T he transfers were made within one month of the initial
contributions being made to the superannuation fufidhe two transfers of AUD100,000 were
descri bed as a 061 oan 6 There wasnotloareagreeamenkiage to suppormp a n'y
the transfer of these funds.

119. Company 1 subsequently claimed deductions for the AUD200,000 offshore superannuation
contribution in its tax return and was assessed as liable for less tax than it should have been, thereby
avoiding its tax obgations.

120. The deductions were later disallowed and deemed not deductible under the [hfaome
Assessment Act 1936An amended tax assessment was issued to company 1 by the Australian
Taxation Office (ATO).
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Figurei Transfers to offshorsuperannuation fund in Samoa (Arrangement 1)

Arrangement 2 Loan arrangement (years 1 to 10 of the scheme)

121. Individuals A and B entered into a loan agreement on behalf of company 1 with the-Samoa
based private bankKT hi s arr angement was separate to the AU
above i n 0 ArThisasecprael loanratrangerdent remained in place for more than 10 years

and was later transferred to other companies in the group.

122. A subsidiary compangf the Samodased private bank held a bank account in New Zealand.
The subsidiary was instrumental in facilitating payments between the Smwed private bank and
company 1, or companies and individuals associated with the Austasiéal group.

123. In subsequent years, in accordance with the loan agreement, companies controlled by
i ndividuals A and B made annual 6i nterestd payme
of international funds transfer.

124. The interest payments were then borroveadk from the Samelbased private bank or its

subsidiary, with funds transferred back to Australia to either company 1 or other companies and
individuals associated with the group.h e r et ur ned funds were generall
or Ol oansé6.

125. Thi s compl ex 6round robindéd tax avoidance al
movements as legitimate transactions associated with the loareality, any funds sent overseas

ultimately returned to the original beneficiary, either company 1 or otiapanies in the Austraka

based group.
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Transfer of the loan arrangement from company 1 to company 2 (years 11 to 14 of the scheme)

126. Company 1 changed its name and subsequently went into liquidat®a. result, the ATO
was forced to write off a tax debt of AUD800,000 which had accrued on the income tax account of
the company.

127. After company 1 went into liquidation the loan liabilityas transferred to company 2.
Company 2 was incorporated in Australia and was associated with company 1 and individuals A and
B. The loan liability at this time was approximately AUD3 million.

128. Company 2 continued to utilise the tax avoidance arrangenyemaking interest payments

on the loan to the Samdmased private bank via its subsidiafgach time company 2 made interest
payments to the bank, the bankés subsidiary sub
accounts in AustraliaTheset ansf er s were described as 6l oan dr e
129. Information in IFTIs, combined with information received by authorities, revealed four years

worth of incoming and outgoing international fund transfers between company 2 in Australia and the
bankos <ampany, dhiclahelg a bank account in New Zealand.

130. Company 2 <c¢l aimed that the funds received as
the Australian group of companies by way of intefe=t loans.

Introduction of an Australian charitable organisation (years 15 to 16 of the scheme)

131. To further complicate the loan arrangement, another Australian organigatiorst) was

introduced to the transaction activity.This organisation was unrelated to thwin group of
companies and was described as a charitable organisati@norganisation facilitated the transfer of
funds between the bankds New Zeal and subsidiary
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132. AUSTRAC information, combined with other informaii received by authorities, showed:

f company 2 sent funds representing 6éinterest
of the bankds subsidiary

T the subsidiary transferred funds, in simi/l
New Zealand bankccount to the bank account of the Australian charitable organisation.
The transfers were described as 6draw downs

9 four to five days later, the charitable organisation conducted a domestic transfer for a
similar amountintothemmk account of company 2, descri b

133. The figure belowshows the direction and value of incoming and outgoing IFTIs between
company 2, t he s u b-Based ibank watawint &hd whe Zustellam ohdritable
organisation.

l Austraha
| ro. 1 New Zealand
Company 2 —_— - d
1. Interest payments
Year 15 - AUDS510,000
—— Year 16 - AUD410,000 l
=~ ;

3. Loan draw down Subgdiary of
Year 15 - AUDS00,000 Samoa-based bank
Year 16 - AUD400,000

T 1
- . 2. Draw downs/transfer of funds
Charitable Year 15 - AUDS00,000
organisation Year 16 - AUD400,000

Figurei Use of Australian charitable organisation to facilitate payments

134. In its tax returns, company 2 claimed deductions for interest expenses and fees paid to the
Samoabased private bankAs a result of claiming these deductions, company 2 redusedxiable

income and was assessed as liable for less tax than it should have been, thereby avoiding its
obligations.

135. It was later determined that these expenses were not deductible and the deductions were
disallowed. Amended assessments for company 2ewissued resulting in approximately AUD2
million in additional tax, penalties and interest.

Offence Tax avoidance
Customer Business
Foreign entity
Individual
Industry Banking (ADIs)
Channel Electronic
Report type IFTI
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Jurisdiction Internationalil Samoa, New Zealand
Designated service Account and depostaking services

Indicators Cust omer receives internatio
draw downod or o6l oan advancebd

Customer undertaking complicated transfers without a bus
rationale

International funds transfers to and from a high jurisdiction

Multiple highvalue international funds transfers to and fn
Australia with no apparent logical reason

Outgoing tinds transfers sent to offshore entities followed soon
by incoming funds transfers of similar amounts from the s
offshore entities

Use of charitable organisation with a lack of business rationale

Use of thirdparty company accounts in an attentiptcomplicate
transaction activity

Use of thirdparty or family member accounts
CHINESE TAIPEI

136. In March 2012, théAnti-Money Laundering DepartmenfLD) received a STR from a
bank indicating that the customer Ms. Z often conducted deposit and withdrawal transactians with
large amount of cash from her bank account in a short period of fMiwst funds were from the
settlement of securities.

137. Ms. Z avoickd giving a clear answer to the source and the purpose of the funds and refused
the suggestion of the bank to conduct the transaction by remittar bank considered that the
transactions were suspicious and filed $TR to the AMLD.

138. After receivingthe STR, the AMLD initiatechnalysingprocedures and found the suspicious
transactions conducted by Ms. Z were used to buy/sell the stock of a listed Company, Comfiany A.
ispossiblethaMs . Z6s bank account was us eatkpace andtha u mmy
real controller of the stock trade was Mr. C.

139. Further investigation found that Mr. C was involved in economic crime. Company A issued
3,000 shares of convertible bond limyok buildingin December 2011In order to gain the profit from

the price difference between the issuing price and the market price, the president Mr. W, the CFO Mr.
H, the market speculator Mr. C, and the vice president Mr. Ch of the Security Company B, conspired
to use dummy accounts to allocate 2,280 shares to MMM, and Mr. C and allocate 300 shares

to Mr. Ch that held about 40% shares of Company A in total with lower cost.

140. Tolurei nvestors to buy Company AO0s idehtamlys t o e
window dresedthefinancial reports.In orde to artificially inflateincome, the mé&et speculator Mr.

C arranged fake trading between Company A and the shell companieswdrEmcorporated in

Chinese Taipei and foreign countries.

141. Mr . W instructed his empl oye ees totdeal withotbeper at e
vouchers and the financial transactions of the fake trables.C also arrangetbr his sister in law,
Ms. Z, the subject reported in this STR bethe director of Company A.

142. The investors therefor@ere led to believ&€ompany A hacad good profit and bought its
shares and the convertible bonds.

143. In order to more aggressively lift the share price, Mr. C used dummy accounts including Ms.
Z 6 swashotradecCompany AO6s shar es i Mr.Wand dtherrelategh geopleod of
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could benefit from selling their shares with higher price and made redemption of the oMiony.
et al. gained about NTD 110 million through the market fraud and stock manipulation.

144. To continue tcelevaeCompany AbGs share price, Mr . C inst
buy Company Abs shares wi t h hi gher price, but
simultaneously sell the shares he held and gained more profit.

145. The transactianthat the fund managemadecaused public investors to misunderstand that
Company A wassuccessfuin its business and continuously bought its shares in the stock market.
After that, Mr. C gave the fund managers rewards in caste shares that the managers bougtd
highe price sold with lower price causedoss to fund investors.

146. Besides this, Company A has paid around NTD 990 million to these shell companies for
completing the money flow of the above mentioned fake traddaged on the agreement, these shell
companés should have returned the payment of the NTD 990 million back to Compadgwever,

Mr. C embezzled part of the funds and transferred the rest of funds to Mr. W and Mr. H.

147. In order to embezzle more money from Company A, Mr. H instructed the emptoyessit

money of Company A to those shell companies as the prepayment of purdissenoney was
embezzled by them as well. The total embezzlement caused about NTD 450 million losses to
Company A.

148. Mr. W was indicted on the charges of violating the SéesrExchange Act and the Business
Entity Accounting Act by the Taipei District Prosecutors Office in May 2013.

COOK ISLANDS

149. In July 2014, a report was received from a trustee company about a client (trust) owned by an
individual who ha been indicted ithe United States for five counts of making false statement to an
Insurance Regulator for the total value of US$5millidme alleged period of the offending was from
June 2012 and April 2014The matter was investigated by the Federal Bureau of Inatistig
Homeland Security, and Internal Revenue Services and, by the Immigration and Customs
Enforcement.

150. As at 1st September 2014, the balance in the trust account with a local bank was
US$8,208.00. An instruction to freeze the remaining funds was isdmethe FIU on 9 September
2014.

INDIA

151. In one case a terrorist orgaation useda foreign based trust for raising, collecting and
transferring funds to India through banking/castrrers/nonbanking channels for its distributions to
active cadres, othdyeneficiaries of the terrorist organization and families of terroribisthis case
extensive use of-mail network was cracked and evidence collectédcharge sheet has been filed
against 10 accused persons in the colwmio accused persons have beemsted.

4.5 Use ofvirtual currencies
AUSTRALIA

Suspect used black market website and digital currencies for drug trafficking

152. AUSTRAC assisted an investigation which led to the arrest of a suspect who used a digital
currency to purchase, import andl giétit drugs through a black market website.

153. The suspect was sentenced to three years and six months imprisonment and fined AUD1,000
for possessing controlled weapons.
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154. Law enforcement intercepted a number of packages sent to Australia from Germahg and
Netherlands via the postal systemihe packages were addressed to the suspaghorities found

that the packages contained cocaine and methylenedioxymethamphetamine (MDMA), with a
combined weight of 60 grams.

155. AUSTRAC information identified thathe suspect had sent funds to a digital currency
exchange to purchase a digital currenéyalysis of AUSTRAC information showed that over a six
month period the suspect undertook 13 outgoing international funds transfer instructions (IFTISs)
totalling appoximately AUD28,000. The funds were transferred via banks to an online digital
currency exchange based oversed$ie payments enabled the suspect to purchase an amount of
digital currency.

156. AUSTRAC information showed that the suspect gradually increased the value of IFTIs sent to
the digital currency exchange from approximately AUD600 to AUD3,500 per transaction over the
six-month period. The suspect also received two incoming IFTIs totgllpproximately AUD2,000

from the same online digital currency exchange.

157. Law enforcement executed a search warrant on
illicit drugs including cannabis, MDMA, cocaine, amphetamine and methylamphetamine.
Additionally, law enforcement seized a number of items associated with drug trafficking, namely

digital scales, clip seal bags and a money courethorities also seized approximately AUD2,300

cash, computers, mobile phones and a number of stun guns.

Computersand mobile phones revealed drug trafficking

158. Analysis of the suspectds mobil e phones i den
was trafficking drugs.On one phone law enforcement identified 150 such messages sent during the
week priortothessipect 6 s arrest.

159. Analysis of the suspectdéds computers reveal ed
market website.The website allows users to purchase and sell illicit goods and conduct transactions
using a digital currencyThe use of digal currencies provides a degree of anonymity for uséhe

suspect used this online account to purchase, import and sell illicit drugs.

160. The suspect was convicted of two charges of importing a marketable quantity of a border
controlled drug and one charf trafficking a controlled drug contrary to tkiziminal Code Act

1995 He also pleaded guilty to possessing a controlled weapon contrary Gomntie| of Weapons

Act 1990

161. The suspect was sentenced to three years and six months imprisotieenasalso fined
AUD1,000 for possessing controlled weapons.

Offence Drug importation
Drug trafficking
Customer Individual
Business
Industry Banking (ADlIs)
Channel Electronic
Report type IFTI
Jurisdiction Domestic
International
Designated service Account and depostaking services
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Indicators Increase over time in the value of transactions with a digital curr
exchange

Multiple low-value international funds transfers
Digital currencies and the regulated AML/CTF sector

162. Financial activity relating to the use of digital currencies may be indirectly visible to
AUSTRAC via the regulated sector. For example, when digital currexiated transactions intersect
with the mainstream regulated AML/CTF sector they can generaigtabfe transactions such as:

9 reports of IFTIs between Australian accounts and foreign accounts for the purchase/sale
of digital currencies

9 threshold transaction reports (TTRs) for cash deposits/withdrawals of AUD10,000 or
more involving the bank accounof digital currency exchange providers

9 suspicious matter reports (SMRs) submitted where reporting entities consider financial
activity involving a digital currency exchange to be suspicious.

4.6 Useof professional services (lawyergjotaries, accountaris)
AUSTRALIA

Accountant jailed for laundering money via Hong Kong and New Zealand

163. An Australian law enforcement agency conducted an investigation into a suspect believed to
be involved in laundering moneyAUSTRAC information linked the suspect to multiple companies
and structured cash deposit3he suspect was charged with providing incomplete information in
relation to a financial transaction.

164. The suspect pleaded guilty and was sentenced to nine months imprisonment and received a
two-year good behaviour bond.

165. Over a tweyear period an account held by the main suspect received more than 80
6structuredd cash depo s oftcleque dgepositerhevweash and chequea s ma |
were deposited into an account held by the suspethe suspect, an accountant, regularly
consolidated the funds from the various deposits and transferred the funds electronicallyp@rtird

domestic accountsAuthorities believed the suspect received a percentage of the funds he transferred

as a commission for his services.

166. Although the exact source of the funds laundered by the suspect is unknown, authorities
identified possible links between the funds ane importation of drugs into Australia. AUSTRAC
information linked the suspect to approximately 50 companies and revealed that the structured cash
deposits into the suspectds account were made onr

167. AUSTRAC also reeived four suspicious matter reports (SMRs) from reporting entities
detailing structured cash deposits undertaken by the suspect.

168. Further analysis by AUSTRAC identified that the suspect also undertook international funds
transfer instructions (IFTIs) wdrtmore than AUD700,000 to Hong Kong and New Zealamtie

funds were transferred from accounts held in tfF
amounts ranging from AUD400 to AUD50,00m some instances the offshore recipient businesses
sharedhe same name as businesses operated by the suspect in Australia.

169. The suspect was charged under section 31 dfitiencial Transaction Reports Act 1988&d
section 142(1) of theAnti-Money Laundering and Countd@ierrorism Act 2006for providing
incomplee information in relation to a financial transactiade pleaded guilty and was sentenced to
nine months imprisonment and received a good behaviour bond for a period of two years.
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Offence Money laundering

Customer Individual
Business

Industry Banking (ADIs)

Channel Electronic
Physical

Report type IFTI
SMR

Jurisdiction Domestic

Internationalil New Zealand, Hong Kong

Designated service Account and depostaking services
Remittance service (money transfer)

Indicators Multiple domestic transfers to thigharty accounts

Multiple international funds transfers which are inconsistent with
established customer profile

Structured cash deposits into a bank account from third parties
Structured financial transactionspersonal and business names

INDONESIA

170. Mrs. ST was a lawyer and an-sdbordinate of Mr. AM, a public official (PEP)In 2010,

Mrs. ST received USD50,000 from a pair of regional heads, which was given gradually, firstly
USD30,0000, then USD10,000 and the last was given as a cheque valued USDTa@®08@se was
uncovered by the investigators after a development from INOR analysis of Mr. AM's
transactionsIt was proved that Mrs. ST acted as an intermediary of the money handout to Mr. AM so
that the pair would win a regional electiomMrs. ST firstly transferred USD25,000 to Mr. AM's
account with transaction desciipt as "Payment for Palm Tree", and then transferred to Mr. AM's
wife's account.Mrs. ST was sentenced to 5 years in prison and fined for USD15,000.

JAPAN

171. An administrative scrivener in Japan receid@&¥850,000 in cash, in nominal terms, as a
consultingfee fromanundergroundlub manager.

172. The offender, knowing that the funds were proceeds from unauthorized entertainment
business, waarrested for violating the Act on Punishment of Organized Crimes (receipt of criminal
proceeds)

NEW ZEALAND

Operation Rock

173. Two offenders involved in the importation of ecstasy laundered large amounts of cash
through a | awy/letotad of $400,000<dsh veas givenuamthe lawyer who banked it into

his trust account on behalf of the two offendef$e lawyer had conducted no due diligence on the
offenders and did not report an STRHowe v er , t he bank t hat hel d t
submitted suspicious transaction reports when the lawyer deposited $100,000 on four octasions.
offenders hadnistructed the lawyer the cash was being held on behalf of their company registered in
Gibraltar. Thi s all eged company was a shell company t h
order to purchase a property in Aucklan@inother lawyer was engadéy the offender to facilitate

this fAloano and the pur chas &he tufids forthe pulcliasesokethei n  t h
house therefore looked legitimate (a loan from a compaB§fectively, two lawyers from different

law firms had been inveed in the money laundering process.
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UNITED STATES OF AMERICA

Attorney Who Helped Owner of Marijuana Stores Launder lllegal Proceeds Pleads Guilty in
Federal Money Laundering Case

U.S. Attorneyobos Of Central District of Californig213) 8942434

SANTA ANA, CAd An attorney who engaged in a conspiracy that allowed the owner of a chain of
marijuana stores to hide some of his income has pleaded guilty to federal financial offenses.

Guilty pleas by Richard C. Brizendine, 59, of Lddgach, were entered Monday by United States
District Judge James V. Selna. Mondaybés action c
guilty to two counts: money laundering and conspiracy to structure cash deposits to avoid federal

reporting requirments.

Brizendine was an attorney for John Melvin Walker, who operated marijuana stores across Los
Angeles and Orange counties and generated approximately $25 million in income owagar six

period. Brizendine conspired with Walker and others to aceebt ftom the marijuana operation and
invest the funds into several corporations. According to court documents, Brizendine agreed to accept
more than $10,000 in cash and then make smaller deposits into different bank accounts so as to not
trigger federal rguirements that financial institutions report currency transactions of more than
$10,000 (this process is called structuring cash transactions). By pleading guilty, Brizendine
specifically admitted that he structured approximately $389,700 for Walker.

Thecase against Brizendine was announced today after Judge Selna unsealed documents associated
with the case.

Last year, Walker was sentenced to nearly 22 years in federal prison for operating a chain of
marijuana and failing to reporter millions of dollansrevenues was on his taxes (see:
http://www.justice.gov/usao/cac/Pressroom/2013/096)html

Judge Selna is sctieled to sentence Brizendine on May 4, 2015. At that time, Brizendine will face a
statutory maximum sentence of 10 years in federal prison. Until that time, he will remain free on a
$500,000 bond.

The investigation of Brizendine and the marijuana operatesmconducted by the Orange County
Sheriffés Department; the Drug Enforcement Admin
Firearms and Explosives; IRSiminal Investigation; the California Board of Equalization; the

Orange County Dfficeitandithe Fedetat Bureau ofényeétigation.

This content has been reproduced fronoitginal source

http://www.fbi.gov/losangeles/pressleases/2014/attornevho-helpedownea-of-marijuanastores
launderillegal-proceedspleadsquilty-in-federatmoneylaunderingcase

4.7 Trade based money laundering and transfer pricing

F1JI

174. Fiji FIU received a Suspicious Transaction Report on Companyh€. nature of business for

this compay was hiring of trucks and transportation of sand and gralvgil.FIU established that
Company X was instructing overseas suppliers to split invoices for goods imported by Company X.
Fiji FIU was able to verify the amounts remitted and customs dutlyiyaCompany X.When paying

for customs duty, Company X was only showing the amount on a single invoice and was avoiding
paying duty on the full amount.
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INDONESIA

175. AAG Company, one of Asia's largest crude palm oil (CPO) produeess the parent
company ofRGS group which was owned by Mr. SBAG Co. had 200 thousand hectares of palm

tree, rubber, and cacao plantatan Indonesia, the Philippines, Malaysia, and Thailarl.tax

evasion suspicion was exposed when Mr. V, a whistle blower, reported ththae88G Co. was

selling its CPO to their affiliated company overseas under the market price, and then the CPO was
sold to real customers with a higher price, to avoidrmgayncome taxes and value added taxes in the
country. The investigators found that AAG Co.'s affiliated companies were mostly shell and paper
companies. The tax evasion was estimated to caasess to the State for about USD130 million.

AAG Co. was tha forced to pay USD250 millioim fines.

MACAO, CHINA

176. A foreign trading company A which was incorporated in a remote overseas country Z in

2012, recorded millions of dollars of business activities and had opened a bank account locally.
However none of itbusinesses had direct relationshipghalocal market. The bank account was

used for payment receiptsk n addi ti on, company A and its over
located in thesame city in another country.

177. The FIU during the analysis press found out that company A was a suspected shell
company with massive business volume and huge amount of loan agreements with its palitners.

the loan agreements had a fixed repayment date of 3 months with no interest rate Elatisey.
analysis shwed that one of the companies that did business with company A was related to overseas
money laundering caseThe other three companies on the other hand Wweiheg monitared by

foreign FIUs. The case was submitted to Public Prosecutions Office fdreumvestigation.

MALAYSIA

TradeBased Money Laundering

178. Methods used:
1 Use of nominees, family members or third parties, etc.
I Wire transfer/use of foreign bank accounts
9 Use of shell companies/corporations
1

Underground banking/alternative remittasesvices/hawala
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179. Background of subjects:

I Mr. K acts as an importing agent to local traders by providing services to these traders to
import goods from overseas. Mr. K and his associates control a number of
companies/businesses which were set up mainljadditate fund movements. The
financial accounts of these companies/businesses were generally controlled (as
signatories) by individual s (believed to
relationship with the companies/businesses.

1 These companies/bugsses offer various services, such as transportation, hardware, sea
products, garments and etc. with a majority being located in the north of Peninsular
Malaysia, in an area wekinown for import/export businesses.Some of these
companies/businesses shdahe same business address while being registered under the
ownership of different sole proprietors/directors.

i In order to pay a substantially lower amount of customs duties, Mr. K falsified
documentation and declaration of goods and services tradeceover, Mr. K either did
not file tax declaration or significantly understated the revenue in the
companies/businesses books.

180. Source of information:
1 STR and CTR records
9 Sharing of intelligence from foreign FIUs
181. Preliminary assessment & findings (modus apel):

1 Mr. K used nominees to set up companies/businesses to facilitate the opening of bank
accounts. To avoid any suspicious activity detection by the authorities, the companies/
businesses or bank accounts usually existed for a short period of time only

1 The most common ground for suspicion reported in STRs on these companies/businesses
accounts were frequent deposits from large number of domestic companies/businesses
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involved in various type of businessethe deposited funds were then eittransferred
among them or withdrawn via foreign remittances to various foreign companies.

1 These companies play the importing agent role which can be classified into three
distinctive types.

(i) Type A importing agent normally receives funds from tradeis subsequently
transfer the funds to other importing agents in Malaysia.

(ii) Type B importing agent normally receives funds from traders and Type A
importing agents before depositing the funds to other importing agents or remitting
the funds overseas.

(iif) Type C importing agent receives funds from traders and other importing agents
before remitting the funds overseas directly.

1 Mr. K also controls several foreign companies acting as exporting agents and warehouses
as part of his business operation ingiging orders and handling finished goods overseas
respectively.In certaininstances, some of these freight forwarders would act as importing
agents and participate in this tralo@sed money launderiragtivity instead of just acting
as genuine transpers.

9 In addition, some of the third parties that transacted with these subjects were reported in
STRs as they were suspected to be involved in illegal money lending or illegal remittance
activities. It is believed that some of these parties acted asndies to the tradeds
imports and remittance intermediaries to facilitate trade settlements.

1 The total amount of cash transactions capture@TiRs of these subjects amounted to
RM26 billion, including RM12 billion which was remitted overseas over a gewio9
years.

182. Actions taken to date:

f I'nformation in FlIU6s database was anal ysed
foreign FIUs, andvassubsequently disclosed to law enforcement agencies.

I Given the involvement of large number of entittesipledwith the complexity of the case
which involves offences that cut across multiple agencies, a-agdticy task force was
set up to review this case.

I The case is currently being investigated by local law enforcement agencies.

Smugglingand Customs DutieBvasion

183. Methodsused
1 Smuggling of goods
1 Use of nominees, trusts, family members or third parties, etc.
 Traderelated ML & TF

184. ABC Enterprise is a company located in the Free Trade ZBhg) and fully owned by

Director Y who has several businesses invoblug imporing and expoiihg. Customs intelligence

branch had conducted analysis on the records of customs export declarations, which exported beer to
a neighbouring countryBased on the analysis conducted it was suspected that such exports did not
takeplace andhatthe beer stated in the export documents had been smuggled fréfizback into

the country for domestic consumption.

185. RMCD had used the-€racking System (an internal intelligence tool) to examine port
activities which include the trackingf transhipment port ship loading, inward & outward manifests
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and invoices from shippersThis investigation led to the discovery that the beer was never loaded in
containers destined for export to the neighbouring country.

186. Financial investigations on éhmovement of funds revealed suspicious activities in the bank
account of director Y, where the monies were deposited from banks located in various places within
Malaysia. ABC Enterprise and director Y could not provide any evidence to prove that theiGusp
deposit transactions identified in Henkaccount are from a legitimate source.

187. RMCD investigations indicated a strong inference that the monies deposited into the account
of director Y were derived from the sales of beer that was smuggledritadidalaysia without the
payment of import duties even though the export declarations indicated othelhise were very

strong suspicions that ABC Enterprise had gained large profits from the smuggling and the sale of
contraband consisting of duty waig beers.The case was investigated for the offence under section
133(1)(c) of the Customs Adt967, related to the making of incorrect declarations and submitting
false documents to RMCD, and money laundering offence under section 4(1) of tHdofet
Laundering, AntiTerrorism Financing and Proceeds of Unlawful Activities Act 200he case is
currently under trial.

REPUBLIC OF KOREA

188. After a foreign currency account titled fersonY who is a representative of a trading

company received some funds remitted in advance for imported goods many times, the funds were
deposited into a foreign currency account titled to the compdarhen, the funds were repeatedly

moved toPersonY 6 s per s o hiadisteia-c awédat account and his youn:
Finally, the funds were transferred to the compa

 The company exports processed food including coffee to China, Vietnam, Cambodia,
Kazakhstan, etc. While the amount of exportedoods is 1.3 million dollars and 30
million dollars, foreign exchange receipt for exported goods only amounts to 1.27 million
dollars. Thus, it is not confirmed whether 30 million dollars were remittedhi®
Republic ofKorea.

1 The company received part 30 million dollars using false name accounts and the rest of
the funds were not moved tihe Republic ofKorea which could constitute illegal
movement of domestic propertyit was determined tha®ersonY received money for
clothing smuggling from donstic companies through accounts titled to his younger
br ot her and dnilagr. Musf tkisocase was sefferrad 40 tRepublic of
Korea Customs Service on the suspicion of smuggling and illegal movement of domestic

property.

189. The investigationby the Republic of Korea Customs Service revealed thHgrsonY
smuggled in items worth 2.3 billion KRW on 250 occasions and sold the items domesiitatyhe
disguised payment as receipt for exported gooéie later was prosecuted for the offences of
smuggling and illegal flight of property abroad at Prosecutors Office.

4.8 Underground banking/alternative remittance services/hawala
AUSTRALIA

Director of remittance business jailed for laundering cash for criminals

190. AUSTRAC provided financial intelligence to assist law enforcement with their investigation
into a remitter suspected of laundering illicit funds for crime syndicates.

191. AUSTRAC analysis identified additional entities, bank accounts and telephone numbers
as®ciated with the remitter.The remittance company director was charged and pleaded guilty to
dealing with money reasonably suspected to be the proceeds of die&as sentenced to three
months imprisonment and given anit®nth good behaviour bond.
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192. Law enforcement commenced an investigation into a remittance company and its directors
who were suspected of laundering illicit funds for criminal syndicates and individUlaéscompany
also operated as a legitimate remitter sending funds primarily tadaodis in Iran and Iraq.

193. Through its regular financial transaction reporting to AUSTRAC, the remittance company
reported sending AUD6 million to Iran and Iraq on behalf of its legitimate custontéosever,
according to transaction data submitted byksawhich dealt with the remittance business as a
customer, the remitter sent AUD3.66 million to overseas beneficiaries over the same [éniwd.
resulted inan AUDZ2.34 million shortfall between the amount of money the remitter company claimed
to have senoverseas and the amount the company actually remifted.bank transaction data also
showed that the remitter made significant cash deposits (cash deposits of AUD10,000 or more)
totalling AUD3.14 million.

194. Along with the company director, a number ¢fier individuals also played a key role in the
company, including an associate and his son.

195. The company director was charged and pleaded guilty to dealing with money reasonably
suspected to be the proceeds of crime contrary to section 400.9(1)Qrirtieal Code Act 1995He

was sentenced to three months imprisonment and given-amodi® good behaviour bondde also
received a forfeiture order under section 48 of Bmeceeds of Crime Act 200&lowing for the
seizure of AUD225,000The other two mewmere not charged.

Offence Money laundering
Customer Individual
Business
Industry Remittance services
Channel Electronic
Report type IFTI
Jurisdiction Internationali Iran, Iraq
Designated service Remittance services (money transfers)
Indicators International funds transfers to higisk jurisdiction

Large cash deposits used to pay for IFTIs
Third-party cash deposits

CHINESE TAIPEI

196. Since 2011, Mr . K has us andnddrgrosnd banking systeenc ¢ o u n t
Mr. K used the middle value between buying and selling rate of RMBNailas the exchange rate

to provide underground banking serviceSustomers who want to use underground banking could
remit the f unds Afterthh fusls veere medtise da cicnotuon thsi.s sonds a:
informed the contact point in Mainland China to remit funds to the designated accdimetgotal

value of the undergrounding banking system that Mr. K conducted was more than NTDZ22M.

MJIB initiated a criminal invstigation and then referred this case to Taipei District Prosecutors

Office in October 2014 for prosecution.

197. Mr. Z hired Mr. K to operate an underground banking system from June to July 2012. In

order to facilitate his underground banking system, Mr.&Zdis hi s unwi tting relati:
and rented Mr. C and ot her s6 ac Eoabsmdpenedadcounth e pr i
with financial institutions in Mainland Chinaln Chinese Taipei, people remitted money to the

accounts held bir. Z and subsequently Mr. Z instructed an associate in China to transfer equivalent

value in RMB to the accounts designated by the remittés. Z charged NTD 2,000 for each

remittance of RMB 1,000,000The amount through underground exchanges in tetthed NTD
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779,624,478 (about USD 25,497,088)his case was referred to the Taichung District Prosecutors
Office by the Criminal Investigation Bureau (CIB) on July 29, 2014.

HONG KONG

198. In March 2010, two males were found operatiag unlicensed remittance business.
Subsequent investigation revealed that their company accounts had received HK$2.2 billion between
January and March 2010. The males were subsequently amesi@dimitted under caution that they

had no knowledge of the swe ofthefunds in the accounts and just carried out instructions given by
their unidentified boss. In October 2014, both males pleaded guilty to three counts of money
laundering. Assets worth HK$16.7 million were restrained pending confiscation.

JAPAN

Case 1

199. Offenders, Thawomen usng undergroundoanking transferrednoneyin Thailand They
had theirclientstransfer a remittance and commission fee into a l@aelunt,in Japan, under the
name ofa third party. Theywere arrested for violating the Act on Punishment of Organtagudes
(concealment of proceeds

Case 2

200. A member of a Viethamese shoplifting group obtained money by mainly selling cosmetic
products which were shoplifted in Japan and made unlawful eoét to Vietnam through
underground banking establishedfbifow Viethamese citizens

201. Based onthe suspeds statement, the police arrested Vietnamegzens managing
underground banking for violating tfBanking Act.

SAMOA

Case 1

202. Ms NH of country C, remitted approximately USD$13,645.00 to Ms JS (a local resident), as
payment for | awyer 6s Thisis suspacted ta Ibeiawinheritgancd scam, givera r e .
that, Ms NH was told to meet all the costs before receiving heritahce of USD$1.6 million from a

dying nun in country UMs NH was instructed to remit the said funds to Ms JS.

Case 2

203. Ms VS was reported by one of the money transfer operators due to her unusual behaviour and

her involvement in a suspected scam openatiAccordingly, Ms VS received numerous transfers

from Mr GH in country N, whom she claimed is her husbaki$. VS asked about the limit to remit
funds and also if she coul d Hevewved MfGHstdted thatdMs ng h e
VS is justa business partner and she owed him NZD$100,000.00.

Case 3

204. Mr JR is suspected to be involved in a scam operatidiccording to the information
provided, he received approximately SAT$105,392.44 (USD$45,822.00) from five different senders
in country N. Mr JR is connected to Ms VS (as statedCase Zabove), given that, Ms VS usually
withdrew money on behalf of Mr JRAlso, Mr GH is one of the remitters who sent monies to Mr JR.
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UNITED STATES OF AMERICA

Unlicensed Money TransmittersCharged with Money Laundering
U.S. Attorneyobds ( Southern District of Californié619) 557561C

SAN DIEGO3 San Diegebased business attorney Richard Medina Jr. and allegeahepirator

Omar Trevino Caro Del Castillo appearedaderal court today to face allegations that they
laundered almost $12 million via international financial transactions in an attempt to promote their
unlicensed money transmitting business.

According to an indictment unsealed this afternoon, the defendemtharged with operating as a

commercial enterprise, willing and able to transfer cash on behalf of third parties without registering

with the Secretary of the Treasury, as required by Title 31, United States Code, Section 5330. In turn,

the defendane cust omers availed themselves of the defe
throughout the United States, and transmit it anywhere in the world. According to the indictment, the
defendants obtained commissions for their services, extracting ame¢hie millions of dollars

transmitted abroad.

The indictment alleges that in an effort to mask the transmission of currency, Medina opened several
Al nterest on Lawyers Trust Accounts, 0 known as |
Other ceconspirators picked up cash at various locations throughout the United States and deposited
the cash into one of Medinaés | OLTA Account s.

By depositing the money into the IOLTA Accounts, the defendants, along with their clients abroad,

intended to avoid fiancial institutions from filing accurate Department of Treasury FINCEN Form

104, Currency Transaction Reports. Financial Institutions must file Currency Transactions Reports for

all currency transactions exceeding $10,000 during any one banking dayeféhdahts sent their
clientsd funds internationally through an inforn
the conspiracy to promote the operation of the unlicensed money transmitting business.

The criminal case is assigned to U.S. Dist@ourt Judge Roger T. Benitez.
During todaybés hearing, the government asked t ha

risk of flight, and U.S. Magistrate Judge Bernard G. Skomal agreed; Medina was ordered released on
$200,000 bond.

DEAERNDART Case Number: 14¢cr2936

Richard Medina, Jr. Age: 38

Omar Trevino Caro Del Castillo Age: 37

CHARGES

Money Laundering ConspiraéyT i t | e 18, u. s. C. , Section 19

imprisonment, $500,000 fine, and forfeiture

Operating artunlicensed Money Transmitting BusinésSitle 18 U.S.C., Section 1960 Maximum

penalty: Five years6 i mprisonment, $250, 0C
Conspiracg Ti t |l e 18, Uu.s.Cc., Section 371 Maxi mu
Money Laundering Ti t | e 18, U.s.C., Section 1956(a)
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imprisonment, $500,000 fine, and forfeiture

Cause or Attempt to Cause Financial Institution to File CTR that Contains Material Omission c
Misstatement of Faét Title 31, US. C. , Section 5324 (a)(2) Ma>
imprisonment, $500,000 fine, and forfeiture

INVESTIGATING AGENCY

Federal Bureau of Investigation Drug Enforcement Administration Internal Revenue Service

*Indictments and complaints are not evidetita the defendant committed the crime charged. All
defendants are presumed innocent until the United States meets its burden in court of proving guilt
beyond a reasonable doubt.

This content has been reproduced fronoitginal source

http://www.fbi.gov/sandiego/presgleases/2014/unlicensewmneytransmitterschargedwith-
moneylaundering

4.9 Use of the internet (encryption, access to IDs, international banking, etc.)

AUSTRALIA

AUSTRAC data helped capture international cybercriminal

205. Suspicious matter reports submitted to AUSTRAC led to the arrest of an international fugitive
wanted for cybercrime and fraud offencelhe suspect pleaded guilty to conspiracy to commit bank
fraud, conspiracy to commit money laundering and computed.frau

206. The suspect was sentenced to five years and 10 months imprisonment and also agreed to
assist United States authorities to recover the stolen funds.

207. The suspect was an international fugitive who was wanted in the United States for cybercrime

and fraudrelated offenceslUnited States authorities alleged that the suspect was part of an organised

crime group that stole more than USD30 million from United States victims through an elaborate

home equity lineof-credit fraud. Uni t ed St ates authorities seekincg
information about him online to alert the public and international authorities.

208. Australian authorities analysed three SMRs submitted by reporting entities, which included
detailed informatia about multiple aliases used by the suspé&tie SMRs prompted AUSTRAC to
conduct further analysis, which ultimately assisted Australian law enforcement to identify the suspect.

209. Initial analysis of AUSTRAC information identified that the suspect helttiphel Australian

bank accounts in a false name, a joint bank account with aphitg and a business account for a
cafe he operated.The SMRs detailed a range of transactions, described below, which reporting
entities considered to be suspicious.

International funds transfer instructions (IFTIS)

210. The SMRs detailedhighal ue i ncoming | FTls sent to the s
The suspect received incoming IFTIs in USD totalling approximately AUD1.5 millidrese funds

were sent from Honglong by different individuals and businesses over amaeth period The

suspect also received two incoming IFTIs for AUD90,000 and AUD95,000 from Canada.

211. Furt her analysis identified incoming |IFTIs i/
AUD®G.6 million over a ongear period. The IFTIs were sent from Canada, Hong Kong, Indonesia,

Nigeria and the United Arab Emirate$he individual IFTIs were for amounts between AUD30,000

and AUD765,000.
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212. Of the AUDG6. 6 mil |l i on d&caounts,SAUR2r6 mélion wasnsénbto t he s

the suspectds personal account, Toestsdyspe otmdb Homuy
account received approximately AUD4 million from Hong Kong, Indonesia, Nigeria and the United

Arab Emirates.The highv al ue | FTI activity was inconsistent
profile.

213. The SMRs reported that the suspect withdrew the funds received via the incoming IFTIs
shortly after receiving them, using a range of withdrawal types:

9 cash withdrawals atifferent bank branches in two Australian states
1 cash withdrawals from automatic teller machines (ATMs) at gaming venues

1 use of a debit card to purchase Rhigliue goods including: AUD50,000 purchase at a
luxury car dealer

I AUD95,000 purchase at a highd jeweller
1 withdrawal of a bank cheque for AUD195,000 made payable to a real estate agent.

214. Over the same period the suspect sent IFTIs totalled approximately AUD318080FTIs

were sent to the United States, Canada, Germany, Luxembourg and Maldysavalue per

transaction ranged between AUD20 and AUD245,080.outgoing IFTI to Canada for AUD245,000

was described by the suspect as O6pay out of mort

215. An SMR noted that the highalue incoming IFTIs and withdrawals were inconsistent with
the customerds established profile, and therefor

Cash withdrawals

216. The SMRs identified a large number of highlue cash withdrawals from accasiroperated
by the suspect:

9 eight cash withdrawals totalling AUD94,000 conducted at multiple bank branches over a
10-month period in amounts ranging between AUD1,000 to AUD57,000

1 cash withdrawals undertaken within a short time frame at multiple banlcHasn
including: three cash withdrawals totalling AUD25,000 over an eiglgt period in
amounts ranging between AUDG6,500 and AUD9,500 more than 15 cash withdrawals
undertaken at multiple bank branches totalling AUD128,000 over anwih period in
amountganging between AUD5,000 and AUD9,700.

217. The above withdrawals appeared to be structured into amounts of less than AUD10,000 to
avoid the threshold transaction reporting regime

9 eight cash withdrawals of AUD1,000 each on the same day at the same branch

1 more than 100 cash withdrawals at ATMs totalling AUD105,000 over a -thegh
period in amounts of between AUD80 and AUD2,000

Cash deposits

218. The SMRs detailed a high volume of highlue cash deposits at multiple bank branches,
including:

9 two cash depositsf AUD8,500 and AUD32,000 made at two bank branches on different
days

9 cash deposits totalling AUD56,000 over a thneenth period with each deposit ranging
between AUD3,000 and AUD23,000
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9 cash deposits for amounts between AUD45 and AUD65,000 totallirig1Q6,000 made
at multiple bank branches over am@nth period.

Domestic electronic transfers

219. The SMRs also detailed higlolume and higHrequency domestic electronic transfers
bet ween the suspectbds account s:

9 numerous transfers totalling AUD1.3 millioover a twemonth period between the
suspectds accounts

T transfers from the joint bank account to t
million over a threamonth period

1 transfers to and from unrelated third parties including: approximately 7%arautstalling
AUD7.2 million ranging in value between AUD140 and AUD1.2 million over a three
month period from the suspectds accounts to

9 transfers received from unrelated third parties totalling AUD7.2 million over a-three
month geriod, ranging in value between AUD400 and AUD1.2 million.

Dissemination of SMRs to partner agencies

220. After analysing the SMRs, AUSTRAC disseminated them to law enforcement partner
agencies, who used them to identify additional false names used by the suspect.

221. A further five SMRs submitted by reporting
system and we also disseminated to law enforcemehhe financial transaction activity reported to
AUSTRAC in the SMRs was consistent with the activity outlined abd¥eporting entities detailed
additional financial activity of the suspect including:

1 two domestic electronic funds transfers conducted on consecutive days for AUD25,000
and AUDG60,000 to bank accounts held by a casino and another gaming venue

9 cash buyins of gaming chips totalling AUD275,000 during six visits to a casino,
amounting to a tal annual loss of AUD53,7006

I multiple structured cash btiyns o f gaming chips worth AUD!
refusal to show identification at a casino

9 cash totalling AUD175,000 used to place bets at multiple gaming venues over a two
month period.

222. AUSTRAC information combined with analysis undertaken by law enforcement confirmed

the identity of the suspecAUSTRAC data identified phone numbers and address details used by the
suspect which ultimately led to his arreAUSTRAC data also provided dudrities with detailed

i nformation about the suspectods financi al acti vi

223. The suspect was arrested and extradited to the United States. He pleaded guilty to conspiracy
to commit bank fraud, conspiracy to commit money laundering and computer fraud.asle w
sentenced to five years and 10 months imprisonment. The suspect also agreed to assist United States
authorities to recover the stolen funds.
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Gambling services

Channel Electronic
Physical
Report type IFTI
SMR
Jurisdiction Domestic

Internationali Canada, Germany, Hong Kong, Indonesia, Luxembo
Nigeria, the United Arab Emirates

Designated service Account and depostaking services
Gambling services

Indicators Account activity inconsistent with customer/business profile
High-value cash deposits at multiple bank branches over a short |
of time
High-value or structured casino chip cash gy
High-value transfers to accounts held in the name of a casino and g
venue
High-volume and higkvalue incoming international funds transfers
Australia for no apparent logical reason
High-volume aw/or highvalue cash withdrawals at multiple ba
branches and ATMs
Incoming international funds transfers from a higtk jurisdiction
Large amount of cash used to place bets at a casino over a short pe
time
Multiple cash withdrawals below the AUD10,000 reporting threst
(that is, structured cash deposits)

Multiple sameday cash withdrawals conducted at ATMs and the s
bank branch

Outgoing international funds transfers to pay out a mortgage
Refusal to Bow identification when undertaking cash Bog of gaming
chips

Significant cash withdrawals over a short period of time

Third-party transfers to and from accounts for no apparent logical re
Use of debit cards to purchase higilue goods

BANGLADESH

224. A company took its license from the Registrar of Joint Stock Companies & Farms for the
business of expoimport and general supplierddulti-Level Marketing(MLM) based business was
another scope of business among the other activities acgawithe Memorandum of Article of
Association of the organization, but did not obtain related permission from the competent authority.

225. After registeing, they startech MLM based outsourcing businesdn the name ofa web

based marketing business, they collected thousands of members who paid either $100 or $200
equivalent BDT each as per the subscription package e i r products were knc
click/click to earnod and fAinvestment on websites

226. The company toldhe members that they would get $1 per day for the $100 package and $2

for the $200 package through the next 6 months of membership, if they had clicked 100 links of
advertisements per day from some listed websitdsis the members would have been abléduble

t heir i nvest ments in just 6 mo nt hRurtherrsocepthedi ng t
company used to give incentives if a memberreanuitmore members.
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227. This became very popular among the gengualic, especially youngeopleand studets as
they were getting an outrageous yield by almost doing nothAsga result, the company was able to
collect hundreslof thousands of members within just 6 months of starting business.

228. In this stage the company started to show reluctance to repiayrtembers.Members came

to know that the chairman and managing director of the company were prepdlyngway with all

the money.Agi t ated people vandalized the companyds o
handed and handed over the culptit the police.

229. BFIU came to know about the crime when this was published in various popular daily
newspapers and other electronic mediéeanwhile, transactions made by the company, its chairman
along with the introducer of company seemed to be swgEido a bank and it lodged an STR to
BFIU. After aninvestigation, BFIU came to know that the directors of the company were involved in
illegal pyramid scheni®LM business and collected a huge amount of money frageneral public
fraudulently.

230. BFIU dso suspected that the real beneficiary of the company was the introducer of the
company6s acco They alsdayated fundso hide thieesource of the money in their
numerousrelated bank accountBFIU froze the accounts in exercising themygo conferred by the
section 23(1 (c) of the MLPA,2012 and sent the case to the ACC for investigation and to initiate
further legal action.

Offence Fraud, Embezzlement of public fund
Customer Individual, Business

Industry Banking

Channel Electronic

Report type STR

Jurisdiction National

Designated Internet based Services

Services

Indicators Unusual transaction, Transaction did not

match with the nature of business

F1JI

Case 1

231. Fiji FIU received a Suspicious Transaction Report on Person X who was allegedly arranging
work and visas for individuals in Fiji to work in New ZealantNTERPOL checks revealed that

Person X and his dcto partner, Person Y, were charged in New Zealandn employment and

visa scam. Person X and Person Y had absconded to Fiji and failed to appear in the NZ court for
charges laid. Analysis of the bank account maintained by Person X in Fiji revealed significant
deposits made to the account by thirdgai es i n Fiji with the purpose
There were subsequent withdrawals conducted on
card in New Zealand and USA.

232. Fiji FIU established that Person X and Person Y had conductéidearmployment and visa
scam in Fiji after absconding New ZealarRRerson X and Person Y then departed for U$Ae case
was disseminated to Fiji Police Force and investigations are currently underway.

Case 2

233. Fiji FIU received a complaint from a local company, Company X, regarding an order for

grass cutters which they had placed with an overseas sup@lienpany X was communicating with

a known overseas supplier, Company Y base@himese Taipeivia email ad placed the orderin
response, Company Yos bank account detail s wer
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Company X made the first payment of US$43,368 to Companéfore the second payment was
made, Company X received an email that appeared fmm Company Y instructing Company X to
make the second payment to a company based in UB&mpany X remitted US$65,052 to the
company in UAE and when advising Company Y, Company X was informed that the beneficiary in
UAE was not known to Company Y.

234. Fiji FIU also received a similar complaint from another local compdiy.FIU liaised with
Chinese TaipekrlU, UAE FIU and UK FIU for these companie# press release was also issued in
April 2014 advising members of the public to beware of email spoofingipersonations, this press
release is available on the Fiji FIU websatenttp://www.fijifiu.gov.fj/getatbchment/8f146deé8bd
49f2-bad87f462cb471a6/PredRelease)9-2014Bewareof-EmailSpoofing.aspx

235. The case was reported to Fiji Police Force and is currently under investigation.

INDONESIA

236. Mr . RG was an online sell er ruaandalsodadhisiowh ndone
online shop. He was also the administrator of several blogsMay 2012, he was arrested and his

assets amounting to about USD870.000 was seiZedRG was a skilled hacker, having learned how

to hack from his colleague, Mr.CF.Together they broke through a virtual forex trading site
(SPEEDLINE), cashed out the money, and used it to buy some assets and financed several terrorism
acts in 2012011 Mr.CF also was proven guilty of hacking the www.speedline.com, website that
enabled him to get funds illicitly and used them to finance terrorists in order to support their military
training in Poso, Central Sulawesi.

SAMOA

Case 1

237. Mr YZ is a nonresiden and works in an EmbassyHe opens a Samoan Tala account with

bank A. Bank A in country T reported that they received instructions via internet banking from one of

their clients, Mr DS, to remit USD4,400 o M YZ06s NradDS aonfiared tbat hdid not

issue such instruction; hence, bank A stopped the transactlurthermore, the hacker sent
instructions via internet banking to local bank A, to transfer SAT$4,400.00 from Mr & Mrs CS
account to Mr BZn&A coftectedaMr & Mrs 8 fomconfirmation of transfer and

di scovered that the c ouBahké cahdeltbahtbettransfar.s ue such i ns

Case 2

238. Bank W received an email from Mr AN about his account balafidee bank released the
balance and later on, received anotl®ail from Mr AN to debit his account with SAT$24,000 and
remit to country A.Bank W did not action the transfer because theyrs#ld confirmation from Mr
AN. Mr AN visited the bank and confirmed that he did not send the emi#iils. transfer was time
cancelled.

UNITED STATES OF AMERICA

Ross Ulbricht, the Creator and Owner of the Silk Road Website, Found Guilty in Manhattan Federal
Court on All Counts Silk Road was Useldy More Than 100,000 Users to Buy and Sell Hundreds of
Kilograms of lllegal Drugs and Other Unlawful Goods and Services

U.S. Attorneybs O Southern District of New York212) 637260C

Preet Bharara, the United States Attorney Fa $outhern District of New York, announced today

t hat ROSS WILLI AM ULBRI CHT, al k/ a fnDread Pirate
was found guilty yesterday on all seven counts in connection with his operation and ownership of Silk
Road, a hiddemvebsite designed to enable its users to buy and sell illegal drugs and other unlawful
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goods and services anonymously and beyond the reach of law enforcement, followingvaeiour
trial before U.S. District Judge Katherine B. Forrest.

Manhattan U.S. Attetrey Pr eet Bharara said: fAAs a unani mous
operated Silk Roall a clandestine global marketplace that offered buyers and sellers of illegal goods

and services a promise of anonymity. Ulbricht built this black market b&za&ploit the dark web

and the digital currency Bitcoin to allow users to conduct illegal business beyond the reach of law
enforcement . Ul br i céhandaur seiaure ef snillions of dollacs ®nSilk Roadi o n
Bitcoingd should send a clear megsato anyone else attempting to operate an online criminal
enterprise. The supposed anonymity of the dark web is not a protective shield from arrest and
prosecution. o

According to the Complaint, the Superseding Indictment, and the evidence presenatd at tri

ULBRICHT created Silk Road in approximately January 2011, and owned and operated the
underground website until it was shut down by law enforcement authorities in October 2013. Silk

Road emerged as the most sophisticated and extensive criminal maketplthe Internet, serving

as a sprawling blacknarket bazaar where unlawful goods and services, including illegal drugs of
virtually all/l varieties, were bought and sold r
Road was used by thousandsdofig dealers and other unlawful vendors to distribute hundreds of
kilograms of illegal drugs and other unlawful goods and services to well over a hundred thousand
buyers, and to launder hundreds of millions of dollars deriving from these unlawful tramsact

ULBRICHT deliberately operated Silk Road as an online criminal marketplace intended to enable its

users to buy and sell drugs and other illegal goods and services anonymously and outside the reach of
law enforcement. ULBRICHT sought to anonymize sactions on Silk Road in two principal ways.
First, ULBRICHT operated Silk Road on what is ki
special network of computers on the Internet, distributed around the world, designed to conceal the

true IP addresse of the computers on the network and t he
Second, ULBRICHT designed Silk Road to include a Bitdmsed payment system that served to

facilitate the illegal commerce conducted on the site, including by conceakngdentities and

locations of the users transmitting and receiving funds through the site.

The vast majority of items for sale on Silk Road were illegal drugs, which were openly advertised as

such on the site. As of September 23, 2013, Silk Road hatly 000 listings for controlled
Ssubstances, |l i sted wunder such categories as 0C:
AOpioids, 06 APrecursors, o APrescription, 0 APsych:
September 2013, law ent@ment agents made more than 60 individual undercover purchases of
controlled substances from Silk Road vendors. These purchases included heroin, cocaine, ecstasy, and
LSD, among other illegal drugs, and were filled by vendors believed to be locatederthanrten

different countries, including the United States, Germany, the Netherlands, Canada, the United
Kingdom, Spain, Ireland, Italy, Austria and France.

In addition to illegal narcotics, other illicit goods and services were openly bought and ssilé& on
Road as well. For example, as of September 23, 2013, there were: 159 listings under the category
fiServices, 0O most of which offered computer hacki

hack into social networking accounts of the custoies choosi ng; 801 Ilisting
ADigital goods, o0 including malicious software, [
media content ; and 169 I|istings wunder the cat e

d r i vieenséss padsports, Social Security cards, utility bills, credit card statements, car insurance
records, and other forms of false identification documents.

Using the online moniker iDr ead Pirate Robert s,
every aspct of Silk Road, and managed a staff of paid, online administrators and computer
programmers who assisted with the deylay operation of the site. Through his ownership and
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operation of Silk Road, ULBRICHT reaped commissions worth over $13 million afexkefrom the

illicit sales conducted through the site. ULBRICHT also demonstrated a willingness to use violence to
protect his criminal enterprise and the anonymity of its users. ULBRICHT even solicited six murders
for-hire in connection with operatingetsite, although there is no evidence that these murders were
actually carried out.

* % %

ULBRICHT, 30, of San Francisco, California, was found guilty of: one count of distributing
narcotics, one count of distributing narcotics by means of the Intamne count of conspiring to
distribute narcotics, each of which carries a maximum sentence of life in prison and a mandatory
minimum sentence of 10 years; one count of engaging in a continuing criminal enterprise, which
carries a maximum sentence ofeliin prison and a mandatory minimum sentence of 20 years in
prison; one of count of conspiring to commit computer hacking, which carries a maximum sentence of
five years in prison; one count of conspiring to traffic in false identity documents, whiclscarri
maximum sentence of 15 years; and one count of conspiring to commit money laundering, which
carries a maximum sentence of 20 years in prison. The maximum sentences are prescribed by
Congress and are provided for informational purposes only, as ttemsenvill be determined by the
judge. ULBRICHT is scheduled to be sentenced on May 15, 2015.

Mr. Bharara praised the outstanding investigative work of the Federal Bureau of Investigation and its

New York Special Operations and Cyber Division, as welhasoutstanding investigative work of

t he DEAG6s New York Organized Crime Drug Enforcel
officers of the DEA, the IRS, the New York City Police Department, U.S. Immigration and Customs
Enforcement 6s (SfelcQEd )X yHd meleasnd gati ons (AHSI o),
Bureau of Alcohol, Tobacco, Firearms and Explosives, the U.S. Secret Service, the U.S. Marshals
Service, Office of Foreign Assets Control, and NY Department of Taxation. Mr. Bharara alsedthan

the ICEHSI ChicagegO6 Har e of fice f or its assistance and
Justicebs Computer Crime and Intellectual Pr op:
Additionally, Mr. Bharara praised the foreign law enforcemeanrtners whose contributions to the

success of the investigation and prosecution have been invaluable, namely, the Reykjavik
Metropolitan Police of the Republic of Iceland,
Against Crime Linked to Irdfrmation Technology and Communication.

Mr. Bharara also noted that the investigation remains ongoing.

The prosecution of this case is being handled b
Assistant United States Attorneys Serrin Turner and fhignaHoward are in charge of the
prosecution, and Assistant United States Attorney Christine Magdo is in charge of the forfeiture
aspects of the case.

This content has been reproduced fronoitginal source

http://www.fbi.gov/newyork/preseeleases/2015/rosgbricht-the-creatorand-ownerof-the-silk-
roadwebsitefound-guilty-in-manhattarffederatcourton-all-counts

4.10 Use of new payment methods / systems
INDONESIA

239. LL Co. was a company producing plastic oré$.2009, it created IDR and USD accounts in

M Bank. LL Co. was reported by its customers because it were deceiving customers by marketing its
goods on a website and asking customers to pay upfront before the goods were sent, but never
actually sent the goods after the customers payBased on the reparit INTRAC traced LL Co.'s
transaction and found that themere flowsof funds from overseas totalling USD225,668. Mr. ER
(Finance Staff of LL Co.) then transferred the money several times using Real Time Gross Settlement
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(RTGS) to his account in B BanK.here was also USD1.53 million of money that entered his account
via internetbanking thatame from Mr. TW, a colleague of Mr. ERAr. TW was also in involved in
the fraud case of LL Co.

MACAO, CHINA

240. Police during a house searcfound overa thousand bnk cards from visitors D & Evho

were not the card holdgof those bank cardsAfter preliminary investigation, the police found that
suspects D and E used those debit cards to conduct cash transactions in different local shops.
Documents seized fronmé scene indicated that over MOP20million (USD2.5million) worth of cash
was being cashed out by using those debitscaithina one month period.

241. It was confirmed that the two suspects used debit cardsdrrind party and carried ouwt
large numbeof crossborder money transfer$olice will further investigate the sourcetbéfunds.

4.11 Laundering of proceeds from tax offences
AUSTRALIA

Accountantdéds overseas tax evasion scheme | anded

242. AUSTRAC information assisted authoritissinvestigate a tax evasion scheme promoted and
facilitated by an accountant in Australidthe scheme used false invoices and loans to avoid tax.
Authorities identified that a client of the accountant defrauded the Commonwealth of AUD2 million
over a fve-anda-half year period.

243. The accountant was sentenced to six years imprisonmérft.e accountantos cl
sentenced to prison terms ranging from two to four years.

244. Authorities commenced an investigation into the accountant and a number ofehts, cli
including suspect A.

245. Investigating authorities identified that suspect A operated an import business in Australia
and was a participant in the tax evasion scheme operated by the accountant.

246. Suspect A and his wife were directors and shareholdeas éfustralian company (company
1). Suspect A was also a director and shareholder of another Australian company (company 2).
associate of suspect A was thedigector of company 2.

247. Authorities identified that the accountant controlled company 3, hwhias registered in
Hong Kong and operated a bank account in Austrdll@is company was used to issue false invoices
to companies 1 and 2.

False invoices

248. Over a fiveanda-half year period company 3 issued false invoices to companies 1 and 2 for
suppoe d O b r ok er iSospect A gaidvtihedatss idvoices, which totalled more than AUD2
million, by directing companies 1 and 2 to pay companyO¥er the fiveanda-half year period, at
suspect Ab6s direction:

I company 1 paid company 3 a total of AUD1 million
9 company 2 paid company 3 a total of AUD1 million.

249. The payment of the false invoices was made by either domestically transferring funds to
company 3, or by company 2 issuing cheques made payable to copayexample, company 1
domestically transferred AUD50,000 to company 3 in one transaction, and company 2 issued cheques
totalling AUD1 million made payable to company 3 over amsonth period.
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250 The payments were suppos e dddealsfbrmkereddby companys si o n
3. Enquiries revealed that company 3 was not a broker and no service had been provided to warrant
the payments.

251. Companies 1 and 2 falsely ¢l aimed deducti ons
to company 3, whicheduced their taxable income

False loan

252. The funds paid to company 3, |l ess the accoun
A and individuals associated with him.

253. Over the fiveanda-half year period, company 3 and other companies controfethd®
accountant returned approximately AUD1.8 million of the funds originally paid by companies 1 and
22The funds were distributed at suspect Ads dir e«

T AUD100, 000 by way of a | oan t o-dieaocs pfect Ao
conpany 2

T AUD200, 000 to suspect Ab6s wife

T AUD1.5 million to suspect A disguised as a

254. Analysis of AUSTRAC information identified two outgoing international funds transfer
instructions (IFTIls) totalling AUD270, 000 each,
Japan.The transfers represent part of funds retur ne

255. Suspect A claimed that the AUD1.5 million received from company 3 and other companies
controlled by the accountant were a Ofegisteredd fr om
in the British Virgin Islands and owned and controlled by the accounttéowever, authorities found

no evidence to support this claim: there was no record of any payments from company 4 to the
suspectds personal b aat tkaveay bank accosnts in Austnafiacandyit hatl d i d
not deposited any funds into any Australian banks.

256. Analysis of AUSTRAC data showed that suspect A and company 2 were both the ordering
and beneficiary customers of international funds transfers from AlastoaJapan totalling AUD1
million, sent over a period of three years.

257. Authorities believed these transfers were the proceeds of the tax evasion which were sent to
Japan for the benefit of suspect An essence, suspect A directed companies 1 and 2ake m
payments to company 3 in order for the funds to be transferred back to him tax free.

258. Authorities identified that suspect A spent approximately AUD400,000 of the funds received
from companies controlled by the accountant on the demolition and reguildiis home, mortgage
payments and living expenses.

Income tax inconsistencies

259. Authorities analysed the personal income tax returns of suspect A and identified that in one
financial year he reported his gross income as AUD30,0@uring the same finam year,
AUD400,000 was deposited into a personal bank account held by suspect A, and AUD450,000 was
withdrawn from the account.

260. Over the next three years, suspect A reported his gross personal income as AUD30,000 per
year. Suspect A did not declare tA¢&JD1.5 million he received from company A.

261. Aut horities executed more than 20 search war
Australian accountancy business and suspect A0s
documents were s&d.
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Charges and sentencing

262. Suspect A was charged with:

9 three counts of being knowingly concerned in defrauding the Commonwealth under the
Crimes Act 1914

1 one count of aiding in general dishonesty causing a loss undéritinénal Code Act
1995

1 one count of aiding in obtaining a financial advantage by deception under the Criminal
Code Act

9 four counts of obtaining a financial advantage by deception under the Criminal Code Act.

263. Suspect A was convicted and sentenced to four years imprisonmergcanickd to pay a
penalty of AUD1 million.

264. The accountant was convicted of aiding and abetting the commission of fraud against the
Commonwealth and was sentenced to six years imprisonment.

265. A further three clients of the accountant were convicted of mibtaia financial advantage by
deception. Two of the clients were sentenced to three years imprisonment and the third client was
sentenced to two years imprisonment.
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received was a loan companies 1 and 2 / \
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3 ‘j’ 8. Of the AUDLS mibon,
tmk«mt“z LN AUD270,000 in IFTIs were
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O acky totalling AUDZ million
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AUD1 millhion - falsely claimed deductions in their Office
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Japan
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Bank accounts
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Offence Tax evasion
Customer Business
Foreign entity
Individual
|ndustry Banking (ADlS)
Channel Electronic
Report type IFTI
Jurisdiction Internationali British Virgin Islands, Hong Kong, Japan
Designated service Account and deposteking services
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Indicators Customer is both the ordering and beneficiary customer for mu
outgoing international funds transfers

Customer receives international
Customer undertaking complicated transfers without a business ration:
High-value international funds transfers from Australia with no appe
logical reason

Use of an accountant to facilitate unusually complicated transactions
Use of tax secrecy jurisdictions

F1JI

266. In 2004, a commercial bank reported a case to Fiji felgarding a businessman, Person X,
receiving large Inland Revenue cheques into his accoum. case was scrutinized by Fiji FIU and it
was established that Person X had fraudulently obtained VAT refund cheques.

267. In July 2014, Mr. Manoj Kumar Khera (brother of Person X) was convicted for money
laundering and false pretencelde was sentenced to four years imprisonmektcopy of the court
rulings including judgment and sentencing is available on the Fiji FIU iteebs
(http://www fijifiu.gov.fi/Pages/Caseaws/2014.aspx The following diagram illustrates this case.

Link Chart on Manoj Khera Case

£ i = TradlngAS ‘,"v L /
’,’r.i;,'anoj' K!‘;ra Shivam Imports /
& Exports
VAT tax refunds
Money » & y
Launderin > |2 |8 |5 Predicate
Laundering T le (o |2
s |8 |8 | Offence:
I = il (o)
s |=|& |& False
S |8 |28 |2 Pretences
o
PowonsiBene | $9,611.82Jan|2004 AR 2 AR
o o TOTAL = $44,611.82
_ $11.800 Mar 2004 Yewen =&y FIJI REVENUE &
2 -' LAISTOIES | cusToMS
$15.000 Apr2004 AUTHORITY

A

000'S 1% “#00Z/£0/20
000°9 L% “+00Z20i%
000'6¢ ~ #00Z/S0/90

~000'2$ - +00Z190/5Z

4 counts of “False Pretences” and 1
count of ML = Found guilty and
sentencedto 4 years imprisonment

INDONESIA

268. Mr. DA was a staff in the Directorate of General Taxd$ie developmenof the case was
started by the Analysis Result by INTRAC that was sent to the Attorney GendralDA was
revealed to own several bank accounts holding billions of Rupkdom the investigation it was
known that the money came from the criminal ddaa@ evasion.Mr. DA helped KTU Co. to reduce

its outstanding tax payment in 2002 and asked for a USD100,000ieddA also asked MV Co. a
total of USD20.8 million. Mr. DA, other than holding money in his bank account, also purchased
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some assets su@s land, property, precious metals, and vehiclds. DA was then evicted to 13
years in prison.

4.12 Real Estate, including roles of real estate agents

CHINESE TAIPEI

269. Mr. T was a manager of Security Company IK.2000, Mr. T claimed that he was operating
an additional business which is to provide loans for investors, assistant investors to buy new shares

i ssued f or cash, and produce certificate of fin:
neededcapital to run his businessTherefore, he collected money from the customers of Security
Company K and friends with the promise of high retuiho we v e r |, Mr . T didnot u

operatethe claimed businessinstead, he used funds received from thvestors to pay the interest
and capital to previous investor.hen, he used the rest of the funds amounting to about NTD 50
million for his personal investment the stock market and about NTD 7.1M for the purchase of real
state in the name of hisif@. The Investigation Bureau initiated a criminal investigation and then
referred this case to Hsinchu District Prosecutors Office in August 2014 for prosecution.

(=IN]

270. In January 2014, the Fiji FIU received a Suspicious Transaction Report on an inward
remittance of FJ$0.7 million from Company X based in the British Virgin Islands to a foreigner,
Person Xo&s b an%oonaiftecthisurentittancen PeianjXiwithdrew significant amounts
of money to purchase a prime real estate property and a lonatoy vehicle.

271. The Fiji FIU had established that Company X also made remittances to Person Y, an
adversely reported individual known to Fiji FILRerson Y was previously investigated by the Fiji
Police for alleged illegal gambling activities.

INDIA

272. A NIA investigation has revealed that the accused persons belonging to a banned terrorist
organization had utded the proceeds of terrorism to purchase/acquire land, flats and vehicles for
terrorist activities. This case relates to criminal conspiracy to &agr against thgovernmentoy
extremiss by recruiting youths and procuring arms/ammunition usingSentbrted fronthe general

public. All the movable/immovable properties created out of proceeds of terrorism as investigated
and identified in the case have been attached under the provisions of Unlawful Activities (Prevention)
Act, 1967 (UAPA).

4.13 Gems and Precious Metals
BHUTAN

273. Custans Officials at the International Airport Paro, during their normal roubaggage

check of passengersarriving from Bangkok, intercepted passengers carrying gold beyond the
permissible quantity on four different instancéss the passengers were in pession of gold beyond

the permissible quantity, they were handed over to the Royal Bhutan Police, Paro for investigation
and prosecution.

274. The first incident occurred on 22/02/2014 involving seven Indian nationals with t@&igsf

gold biscuits. While the four were travelling from Bangkok wit8 kgs gold biscuit, onpersonwas
caught whahadcome to receive them, and another two from a hotel in Thimphu, as they were also
found involved in the racket.

275. On investigation, they revealed that thegre coutiers only and the man behind the racket
was an Indian citizen based at BangkokThey were paid Rs. 5,000 each for carrying one kg gold
biscuits, free air ticket, free accommodation, food, taxi chargesGaie. of them was responsible for
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receiving thepeople at the airport, gold consignment, arranging taxi, accommodation and arranging
road permit.Further, he receives Rs. 5,000 each per person for the job, besides his personal expenses.

276. They smuggled the gold biscuits by concealirig their undewea and thefinal destination
wassupposed to bmdia.

277. They were charge sheeted to the Royal Court of Justice, Paro on the following charges:
i. Section 279 of Bhutan Penal Code, 2004
ii. Section 16 Kha of Sales Tax, Customs and Excise Act of the Kingdom of Bhutan, 2000.
iii. Section 281 of Bhutan Penal Code, 2004
iv. Section 120 (281) of Bhutan Penal Code, 2004
v. Section 127 (279) of the Penal Code of Bhutan, 2004

278. However, the Royal @urt of Justice, Paro amended the charge of aiding and abetting
smuggling to that of attempt to aiding and abetting smuggling and passed judgment, convicting three
defendants to three years each and other four for one year and six monthsFeaitier, tvo
defendants were ordered to restitute Nu. 30,55,000 each to the Government of Bhutan within one
month from the date of judgment as the price of two kgs of gold smuggled and sent to India.

INDIA

279. Fraudsters opened several companies in India and frenttulremitted foreign exchange
amounting to INR 54000 million to firms based in HdAgng & Dubai. They forged the signatures

of the custom officials of India and preseatthe said forged bills of entry before the Bank with the
help of his accomplicesThe funds were brought back to India in the guise of export proceeds of
various exporters who over inveid The kingpin was manipulating this by charging 0.45 million per
10 million INR. The investigation reveals involvement of DNFBP of gold bullion industitye case

is underthe Prevention of Money Laundering A&NILA) investigations.

UNITED STATES OF AMERICA

Former Jeweler Faces Federal Money Laundering Charges for Pawning DiamondaBely
Reported Stolen in 2004

U.S. Attorneyobds ( Northern District of Alabama(205) 242001

BIRMINGHAM 6 Federal prosecutors today charged a Vestavia Hills man with money laundering for
pawning a Zarat diamond in 2013 that was amangache of jewels he collected $2.6 million in
insurance money on in 2004 after reporting them stolen in a Mountain Brook Jewelry store robbery.

U.S. Attorney Joyce White Vance, FBI Special Agent in Charge Richard D. Schwein Jr., U.S. Secret
Service Speail Agent in Charge Craig Caldwell, Vestavia Hills Police Chief Dan Rary and Mountain
Brook Police Chief Ted Cook announced the charges against JOSEPH HAROLD GANDY.

The U. S. Attorneyods Office charged Gandy, 64,
property worth more than $10,000 that he obtained through a criminal act, wire fraud, which he
committed when he submitted an insurance claim on diamonds that had not been stolen. Prosecutors
also charged Gandy with one count of being a convicted felgossession of firearms for the 99
weapons seized at his Vestavia Hills home in November 2013. Gandy is prohibited from possessing
weapons because of a 1989 federal mail fraud conviction.

The FBI recovered jewelry dur panaofapldaagresneeat withh o f
the government, he also turned over a portion of the approximate $1.5 million worth of diamonds and
jewelry he falsely reported stolen in 2004. Among those jewels is a rare Blue Diamond worth at least
$620,000.
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i Thi s drevbated deeadeld criminal acts, and committed a new crime when he brought forth

valuabl e, but fraudulently obtained diamonds to
cooperative efforts of the Mountain Brook and Vestavia Hills police deparsithe FBI and the

Secr et Service, Mr . Gandy avoided, but did not €
ifiThis case illustrates the great cooperation am

want to extend my personal appreciation to the Vestavia Hills and Kloudrook police
departments, the U.S. Secret Service, and my agents for their outstanding work. It was their diligent

i nvestigative efforts that brought this case to
il commend the cooperative ®betsseen Rahg &8ild.ant
cooperation is essenti al in todayds environment,

Prosecutors filed the charges and the plea agreement with Gandy in U.S. District Court.
According to the plea agreement,lGdy 6 s c¢cri me unf ol ded as foll ows:

Gandy was an owner and the operator of Den@wrsby Jewelry Store in Mountain Brook in 2004.

In December of that year, he reported that two unidentified men robbed the store at gunpoint. At the
time, DenmarCrosby was prowting a loose diamond sale for Christmas. It had many diamonds and
other jewelry in on consignment from jewelers in New York and elsewhere. The store carried a $2.6
million insurance policy. Gandy had increased the coverage amount with XL Specialty ¢esuran
Company a few weeks before the robbery.

In January and March of 2005, Gandy used interstate wire transmissions to submit insurance claims
from the robbery. He included a detailed inventory of jewelry worth about $2.8 million that he
reported stolen. XISpeci alty paid the policyds | imit of $2.

In July 2013, Gandy began sending a friend to jewelry stores in Jefferson County to pawn diamonds

he had reported stolen in 2004. The first effort ended when the jeweler requested documentation on a
1.59carat diamond, mounted in a platinum setting, and attempted to examine the stone closely. The

concern was that the diamond might bear a laser inscription useful in tracing its history. Subsequently,

Gandy examined 10 to 12 diamonds under a microscope kotesestones that bore no inscription.

On July 26, 2013, Gandy sent his friend to a Birmingham jewelry store to pawn-eaadEmerald

cut diamond he said was worth about $43,000. Gandy said he wanted at least $15,000 for the stone.
The store acceptethe diamond in exchange for a $12,000 loan. The diamond was one Gandy
reported stolen in the Denm&rosby robbery. He gave his friend $2,000 for making the transaction.

Bet ween August and November of 201 3, Gaarady 6s fr
cushioncut diamond for $8,000; and a 2-&érat round diamond for $2,000. Both stones were on the

stolen inventory list Gandy provided the insurance company in 2005. Gandy gave his friend $1,880
after receiving the $8,000 for the 3-d&rat diamond.

Gandyds plea agreement is a Abinding plea agree
that a 45smonth prison sentence is appropriate. If the court rejects the plea agreement, either party
may declare it null and void.

As part of the agreement@ government would recommend Gandy be required to pay $20,000 in
restitution to the jewelers where he pawned the diamonds, and that he forfeit to the U.S. government

all the jewels seized and recovered in the case. Vestavia Hills Police seized the 88swatap
Gandyds house and has state charges pending aga
the firearms.
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The government acknowledges in the plea agreement that it has no evidence or information to suggest
Gandy is violent or has been engage previous violent behavior. The agreement notes that Gandy,
through his lawyer, related that, except for older firearms he bought before his 1989 conviction or that
were passed down from his father and grandfather, the firearms at his house beldnigedrtavho

died in 2004.

The FBI, Secret Service, Vestavia Hills and Mountain Brook police departments investigated the case.
Assistant U.S. Attorney George A. Martin Jr. is prosecuting the case.

This content has been reproduced fronoitginal source

http://www.fbi.gov/birmingham/preseleases/2014/formgewelerfacesfederatmoneylaundering
chargedor-pawningdiamondsfalsely-reportedstolerin-2004

4.14 Association with human trafficking and people smuggling
AUSTRALIA

Suspect jailed after forcing trafficking victims to work in Australian brothels

280. AUSTRAC information contributed to a law enforcement investigation into a syndicate
involved in the trafficking of women from Thailand to Australidlhe suspect pleaded gwilto
conducting a business involving sexual servitude and making a false statement to an immigration
official.

281. The suspect was sentenced to two years and three months imprisonment.

282. The syndicate used a bank account to conduct a range of transacticslitatef the
trafficking. The investigation ultimately disrupted the Austrdiised syndicate.

283. Australian law enforcement identified an Austrddiased suspect who organised for foreign
women to work in brothels in AustraliaThe suspect organised tiptgacement of 11 women in
brothels, where they were forced to work to pay off a large debt owed to the suBpegtincurred
the debt in return for being brought to Australia.

284. A broker recruited the women in Thailand and organised passports, visashandravel
arrangements.Each of the women agreed to repay a Odel
arriving in Australia. Some of the women were made aware that they would be working in the sex
industry, while others were misled as to the natureefubrk they would be required to perform.

285. Each Australian brothel deducted its fee and paid the remainder of the earnings to the women.

The women used these funds to repay their debt to the suspect by transferring funds electronically into

t he s ubsaprekcta@cscount or by depositilnthe case ofhonei nt o t
brothel, the repayments were made by giving cash directly to the suspect.

286. At the request of the law enforcement agency, AUSTRAC produced financial intelligence
assessmentshi ch anal ysed various aspects of the suspe

287. AUSTRAC identified that:
9 the suspect used aliases and variations of her address when conducting transactions

9 significant cash transaction reports (SCTRs) revealed the suspect had withdrawn
AUD53,000 cash from a bank account over amoath period

I over an eighyear period the suspect, using her own name and a number of aliases, sent
90 international funds trafes instructions (IFTIs) to individuals in Thailand, totalling
approximately AUD455,000.
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288. Analysis of AUSTRAC information identified an individual in Thailand who was suspected
of being a broker who arranged the trafficking of women from ThailandAunsgtralia as part of the
sexual servitude syndicate.

289. Over a 12month period the suspect in Thailand received 37 IFTIs from Australia totalling
approximately AUD320,000The IFTIs were made through banks and were sent by Audbiasied

employees of the nmasuspect in Australia, as well as the 11 wom&he IFTIs showed the women

shared common addresseAuthorities suspect the cash payments were structured into amounts of

less than AUD10,000 to avoid the cash transaction reporting thresBA&TRAC disseminated
information to a Thai | aw enforcement agency t
operations in Thailand.

290. On average, it took approximately six months for each woman to pay off their debt to the
suspect. Enquiries revealed that dhe AUD53,000 each woman was required to pay back to the
suspect, the broker in Thailand was paid AUD20,000he main suspect made a profit of
approximately AUD10,000 to AUD18,000 per woman.

291. As part of the arrangement, after the women arrived in Ausstita suspect assisted them to
apply for a protection visalo substantiate a claim for refugee status the suspect provided the women
with false information about the conditions they had each experienced in their home cdurery.
suspect also coachelgetwomen on how to answer questions from Australian authorities about their
visa application.

292. The suspect pleaded guilty to:

 conducting a business involving sexual servitude over a-jla&e period contrary to
section 270.6(2) of the Criminal Code A&96

I making a false statement to an immigration official in connection with an application for a
protection visa contrary to section 234(1)(b) of the Migration Act 1958.

293. The suspect was sentenced to two years and three months imprisonment.

Offence Peopletrafficking
Sexual servitude
Customer Individual
Industry Banking (ADIs)
Channel Electronic
Report type IFTI
Jurisdiction International’ Thailand
Designated service Account and depostaking services
Indicators International funds transfers to a country of interest to authorities

Large cash withdrawals within a short time frame

Multiple customers linked by common addresses, condus
international funds transfers to the same overseas beneficiary

Multiple international funds transfers below AUD10,000

People smuggling operation shut down by joint Australladonesian investigation

294. A joint investigation between Australian and Indonesian authorities identified two Australian
suspects (a father and son) where facilitating a people smuggling ventuUSTRAC analysis of
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financial transaction reports assisted the investigatioAuthorities restrained approximately
AUDG60,000 as the proceeds of crime.

295. The main suspect was sentenced to a suspendechoimté jail sentence.

296. Australian authorities alleged that approximately 70 foreign nationals had paid the two
suspects to facilitate their passage from Indonesia into Austitia.voyage was not undekemn due

to intervention by Indonesian policeThe father, suspect A, was identified as a people smuggler
operating in Indonesia and Malaysia.

297. Suspect A originally arrived in Australia as an asylum seeker and was granted &ugpact

A was linked to mmerous Afghan nationals who were detained in Indonesia and Christmas Island.
Suspect A travelled to Pakistan, Malaysia and Indonesia and was approached by Afghan nationals to
arrange their safe passage to Australibe Afghan nationals were willing fmay between AUD8,000

and AUD10,000 each for the journey.

298. Suspect B assisted his father (suspect A) to transfer funds relating to the people smuggling
operation. In Indonesia the foreign nationals paid casHropt before being transported to Australia.

Some of the funds were sent to Australia. Money was also sent from Australia to Indonesia to assist
the suspectsd people smuggling associates in | no

299. Over a twemonth period, three suspicious matter reports (SMR) were submitted by reporting
entities which identified the following:

300. While in Australia, suspect B received multiple incoming international funds transfer
instructions (IFTIs) from suspect A in Indonesia. The transfers appeared to be deliberately structured3
into amounts below AUD10,000.

I Suspect A provided multiple, conflicting identification details when sending separate
IFTIs from Indonesia to Australia.

I Suspect B received significant cash deposits into his personal account from multiple third
parties in different Australian states.

i Suwspect B transferred approximately AUD40,000 from his personal everyday account to
his debit card account via internet bankingn the same day suspect B conducted three
significant cash withdrawals from the debit card account in amounts of AUD10,000,
AUD20,000 and AUD10,000These cash withdrawals were made at three different bank
branches in a major metropolitan are@n a separate occasion, suspect B attempted to
withdraw a significant amount of casiJpon being questioned by the branch manager
regardng the purpose of the funds suspect B provided conflicting information and then
became irate Suspect B did not withdraw the funds and proceeded to close all accounts at
this major bank.

301. AUSTRAC staff analysed financial transaction reports submittedepgrting entities and
identified the following:

I Over a onemonth period suspect B conducted one cash deposit of AUD11,000 and five
cash withdrawals in amounts between AUD5,000 and AUD20,080spect A also
conducted one cash deposit of AUD13,000.

1 Over a sixday period suspect A used remittance services in Indonesia to transfer
approximately AUD40,000 to suspect B in Australia in amounts between AUD1,900 and
AUD?7,600.

i Over an eighimonth period suspects A and B conducted 10 outgoing IFTIs from
Australia to Indonesia.The suspects used the remittance services to transfer the funds to
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third-party accounts and accounts held in their names in amounts between AUD150 and
AUDS5,000.

302. Both suspects were charged with people smuggling and money laundeengesif and
suspect B was charged with possessing a drug of depende®uspect A did not face trial.
Authorities restrained as the proceeds of crime approximately AUD60,000 held in a bank account
operated by s usSpspectB wdsdentented toa@ Isuspemdednmimeh jail sentence

after pleading guilty to receiving and dealing with money from the proceeds of crime.

Offence Money laundering
Fraud
People smuggling
Customer Individual
Industry Banking (ADIs)
Remittance services
Channel Electronic
Physical
Report type SCTR
IFTI
SMR
Jurisdiction Domestic
Internationall Indonesia
Designated service Account and depostaking services
Remittance service (money transfers)
Indicators Conflicting or incomplete identification details provided for differt
transactions

Customer becomes irate when questioned over financial transactic
Customer undertaking transactions that appear to be inconsister
their customer profile and tramstional history

International funds transfer from an individual account to se\
offshore accounts held in the names of third parties

International funds transfer to higlsk jurisdictions

Large cash withdrawals from multiple bank branches on tine sty
Structured international funds transfers within a short period of tim
Use of overseas bank accounts

BANGLADESH

303. A gang of Bangladeshi human traffickers got some young men fly to Iran on the promise of
providing them better jobs arattractivesalary. Traffickers lured the men mostly from Dubai and
Sharjah in the United Arab Emirates (UAE) at different times with the promise of lucrative jobs in
Saudi Arabia, Iraq and Greec&hese men were picked up separately and taken to Iran where they
were confined inside a house secretly, their passports, documents and other valuables were
confiscated.

304. The traffickers then forcetthe hostage to contact their families in Bangladeshget them to

pay a ransom for their release.Each hostage were forced pay between BDT 0.15 million
(USD1948) to BDT 0.3 million (USD3896) through a popular mobile financial service provider for
their release.Investigation reveals that 23 mobile banking accounts were used to todeahsom.

Some of these accounts weopened by using fake $fand some transactions were conducted by
using 20 unique mobile banking customer accounts under an agents name within a short period of
time and facilitated most of the ransom (BDT 2.1 million) on behalf of the traffickcsording to

the existing directive, an agent should not open mobile banking customer accounts on behalf of others
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under his/her name and should not transact for others through either his/her mobile banking agent
account or personal mobile banking accouhhe case was forwarded to CID of Bangladesh Police
who filed a case in this regardVith the help of Iranian Authority, Bangladesh Authority rescued 13
kidnapped persons from Iran.

Offence Human trafficking, Hostage taking
Customer Group of Individuals
Industry Banking
Channel Physical
Mobile Financial Service
Report Type Complaints from different sources
Jurisdiction Transnational
Designated Services Mobile banking agents account and customer account
Indicators Human trafficking, unlawfully opeand operate mobile accounts
FI1JI

305. In June 2014, Mr. Inoke Raikadroka and Mr. Mohammed Sagaitu were found guilty for
domestic trafficking in children and slaverilr. Raikadroka was sentenced to 16 years imprisonment

and Mr. Sagaitu was sentenced to 12rgeanprisonment.These two individuals had recruited three

sisters who were aged 18, 17 and 15 to work as sex workers for Mr. Raika@nokag the trial, it

was established that Mr. Raikadroka would traffic these girls between central and wegbrBiide
services to clientsMr . Rai kadroka in this case was found to

306. Further details of the case aravailable on the link: http://www.paclii.org/cgi
bin/sinodisp/fj/cases/FIJHC/2014/409.html?stem=&synonyms=&query=raikadroka

4.15 Use of nominees, trusts, family members or third parties
AUSTRALIA

International crime syndicate used underground banking to lanma=ive drug profits

307. AUSTRAC assisted an investigation which disrupted a global crime syndicate involved in
money laundering and the importation of more than 30 kilograms of methamphetamine into Australia.

308. Three suspects were arrested and chargedinmvjibrting a commercial quantity of a border
controlled drug.

309. The syndicat e dypeeremitaneedsyseem with aellsabbsadoin Australie, th
United Arab Emirate$UAE) and Nigeria.The syndicat head was located in Lebanon.

310. The cells in Austrita were headed by an Iranian national (suspect A) and anboaqi
Australian citizen (suspect B).

311. The head of the syndicate coordinated the distribution of cash payments frotratfickjng
networks operatingq Australia to suspects A and B.

312. SuspectA operated a business in the Iranian community facilitating the gnation of
Iranian nationals tdustralia and other countriesMo s t of suspect Abds financ
large cash deposits (reported to

313. AUSTRAC as threshold transactions repods, TTRs) and regular incoming internated
funds transfer instructior@~TIs) from companies in Canada, Iran, Slovenia, the UAE and Turkey.

314. TTRs received by AUSTRAC showed that, over a-y&a&r period, suspect A aeived
AUD715,000 in large casleposits while AUD63,000 cash was withdrawn from bank accounts
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associated with the suspe@ver that sameeriod, the suspect and his company were the beneficiary
of 41 incoming IFTIs totalling AUD521,000.

315. Suspect A was also the subject of two suspicious magperts (SMRs) submittkeby a bank.
The SMRs describetthe various activities observed that gave it grounds for suspicion:

f suspect Ab6s unusual account activity
1 funds being sent to/received from higsk jurisdictions
9 large cash deposits made at difféfeank branches on the same day

T third parties making cash deposits into sus

316. Over a onegyear period suspect B was the ordering customer for 56 outgoing tiialkéng
AUD244,000. Suspect Bsent the funds to approximately 38 overdseasedeneficiary customers in

12 different countries, with the top fiveountries being the United States, Lebanon, China,
Luxembourg and SyriaAll but six IFTIs were conducted througbmittance dealersOver the one

year period suspect B conducted mudipl 6 sdeamged | FT 1 s, ooccasiorts eonduaingo r ity
the transactions through different remitters.

317. Suspect B was also the subject of two SMR reports submitted by a bank, detailing the
following activity:

I Suspect B deposited cash into thirarty balk accounts, with one beneficiary account
holder identified to be an Iranian national without any work entitlements in Australia.

T The suspectds trading account received reg:l
by cheque withdrawals issued to thiaries.

T Suspect B6s mortgage account exhibited wunu
very large cash deposits and withdrawals (worth hundreds of thousands of dollars).

I The suspect made many large cash deposits; behaviour which was inconsistéimé with
suspectds cl ai med occupation as a shop assi

318. Law enforcement also investigated the activities of a third suspect, suspecaGseef his
involvement with asuspected money laundereuthorities believe that suspect C arranged to
transfer AUCB00,000 to Mexico usinghe unregistered remittance service provided by suspect B.
Suspect B was not registered with AUSTRAC asraittance service provider.

319. Suspect C was arrested as he was departing Australia on a flight to Miexite possession
was USD9500AUDG660, two diamonds valued at AUD50,000 each and casino chips valued at
AUD170,000.

320. A search of the AUSTRAC database showed that suspect C had a gatubtioger of
AUD11 million overa threemonth period. Suspect C was also the subject ofif SMRs, which
detailed his unusual gambliragtivity and practice of making cash deposits in amounts just below the
AUD10,000 reporting threshold. The suspect conducted multiple, sauof@y gamblingelated
transactions on a regular basishe gamblingrelatedtransactions were in close succession, which
suggested the suspect was undertaking a bare minimgamifliing in between transactions.

321. The three suspects were arrested and charged with importing a commercidly cqpfaat
border controlled drugontary to the Criminal Code Act 1995Suspect C was also charged with
dealing in money or property valuedércess of AUD100,000, which is believed to be the proceeds
of crime, contrary to section 400.4 of the CrimiGalde Act.
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Offence Drug trafficking
Money laundering

Customer Individual
Business
Industry Banking (ADI)

Gambling services
Remittance services

Channel Electronic
Physical
Report type IFTI
SMR
TTR
Jurisdiction Internationali primarily Canada, Iran, Lebanon, Mexico, Nigeria, Slove!

Syria, Turkey, United Arab Emirates

Designated service Account and depostaking services
Gambling services
Remittance services (money transfers)

Indicators Cash deposits into thisplarty accounts
High-value transactions inconsistent with customer profile
High-value/volume gambling transactions with minimal gambling activit
International funds transfers to higisk jurisdictions
Large cash deposits madedifferent bank branches on the same day
Multiple sameday gambling activity

Unusual transaction activity through business accounts, suggestin
account is being used for unregistered remittance activity

F1JI

Case 1

322. Fiji FIU received Suspicious Transaction Reports on significant transactions occurring in the
personal bank accounts of PersonAhalysis of these reports found that Person X was a government
official and also owned an excavation works compa®grson Xand his wife maintained several
term deposit accounts for themselves and on behalf of their children.

323. Fi j i FI'U established significant transfers f
personal accounts maintained by him and his wife.

324. The totalamount involved in this case was FJ$0.8 milliohhis case was disseminated to
Fijids tax authority for possible tax evasion of

Case 2

325. Person X was reported for receiving large amounts of money into hisnpkmocount.

Checks on the FIU database revealed that Person X was sharing the same postal address as Person Y
and Person ZThese three individuals were linked to a business, Buskessich was investigated

for possible illegal gambling operations.

326. Person X stated that he was a chef at Busines¥/A.had also established that Person Y was

a chef at Business A. Between 2011 and 2014, total of F3$118,000.00 was deposited into the personal
bank account of Person XWe had noted that funds were accuhuead i n Per son Xo6s b
and a lump sum withdrawal was made from the account.
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327. The case was disseminated to Fiji Police Force and investigations are currently underway.

Case 3

328. A Suspicious Transaction Report on unauthorised transactions condutttedank accounts

of Person A and Person B were reported to Fiji Ailestigations found that 2 bank officers (Person

C and Person D) had colluded with 2 other individuals (Person E and Person F) to obtain access to the
bank accounts of Person A and $ter B.

329. Person E and Person F used social engineering techniques on social networking sites to
extract personal information, including telephone numbers, of Person A and Person B who both had
signed up for telephone bankingnce Person E and Person F oi#d the personal information,

they were able to change the telephone banking login details of Person A and PdPswsdB. E and
Person F then proceeded onto transferring funds (total of FJ$24,000) from the bank accounts of
Person A and Person B to theivn bank accounts and the bank accounts of the 2 bank officers.

330. Person E and Person F have been charged with money laundering and the case is still before
the Court.

HONG KONG, CHINA

331. In May 2013, a journalist (who acted as an undercover agent) was recruited by a foreign male
PersorB in jurisdiction Y to set up front companies and open bank account in Hong Kong in order to
launder crime proceedsn June 2013, the journalist had spttwo companies as instructed and made

a report to Hong Kong Police leading to the arrefexorB. PersorB was charged with one count

of ii ncitement to money | aunderingdo and was ser
2014.

INDIA

332. Mr. S alorg with his parents was involved in cheating different persons to the tune of 40
million INR and made huge cash deposit®ihis bank accountsOn the complaint an offence of
cheating was booked against him by the Law Enforcement Authori@esinvestigtion he tried to
show the receipts from various friends and sale of motor vehitiiéss since been revealed that all
these claims were exaggerated to conceal the actual source of fihdsfunds so sourced were
mainly invested in propertiesHoweve, the same were attached undee Prevention of Money
Laundering Act PMLA).

INDONESIA

333. Mrs. IMD was a Relationship Manager in C Barirs. IMD embezzled her customers' fund
totalling USD4.7 million. To obscure the origin of her wealth, Mrs. IMD founded 4 companies, and
transferred the funds to her husband (Mr. AG), her sister (Mrs. VL), and her brether (Mr. I).

Mrs. IMD was indicted to 8 years in prison and USD1 million in fines.

JAPAN
Case 1

334. A few women engaging in loan sharkihgdborrowers remit a total of arour25 million
dollars including illegally high interesto multiple accounts opened in the namedhofd parties.
They were arrested for thaolation of the Act on Punishment ofr@anized Crimes (conceaént of
criminal proceeds, efc

Case 2

335. A Nigerian crime syndicateusing forged cheques in the United Statesg people remit
funds into accounts of Boryokudamembers in Japan, submitting a false transaction sheet, pnetend
that the funds were legallyarned profits. The Boryokudan members and Nigeriangolved were
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arrestedfor violating the Act on Punishmentof Organized Crimes (concealmentof criminal
proceeds).The funds defrauded by the Nigerian crime syndicate were transferred via the Boryokudan
crime syndicate to a Nigerian who was a resident in Japan andill@dothe role of remiting the

funds out of JapanThe Nigerian remitted a total of arou6@0 million dollars45 timesfrom Japan

to Nigeria through such means as remittance from an account opened in Japan to an account at an
overseas bank.

Nigeria Japan

Remtied funds whie
trealing the appearance
that they were fairly

Fb(amc—d

A Nigerian

deliveredcash

> , Crime syndicate
Wihdrew defrauded funds while

disgusng them as busness profts

MALAYSIA

Case- Drugs Trafficking

336. Methods used:

I Use of nominees, trusts, family members or third paeties
1 Purchase of valuable assets (properties, vehicles)
9 Use of casino value instrumertBeques

I Mingling (business investment)
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MALAYSIA

337. Background of subjects:

f An investigation was conducted upon the arrest of several individuals under Section 39B
of Dangerous Drugs Act 1952 (DDA), suspected to be related to Mr. A for their
involvement in drugs trafficking activities in the southern state of Malaysia.

1 Mr. A was suspected to be involved in drugs trafficking activities since 2011 which is
connected to an international syndicat&dhe drugs were meant for local as well as
overseas marketMr. A started his activities in one of the districts in the soutls¢ate of
Malaysia but he managed to evade the police search, and started drugs trafficking
activities in another district, which subsequently resulted in his arrest.

T The individuals that were arrested due
trafficking activities, i.e. runners/caretakers, were reported to be formerly employed as a
Guest Relations Officer (GRO) while the male accomplice as a tow truck driver.

I An investigation was conducted under angerous Drugs (Forfeiture of Property) Act
1988 to trace and seize properties belonging to Mr. A, the 3 individuals who were
arrested, their relatives and associates.

338. Source of information:
f STR and CTR records
1 Internal intelligence from Royal Malaysia Police (RMP)

I Documents recovered from the crimersee

339. Preliminary assessment & findings (modus operandi):

539B. (1) No person shall, on his ownhsdf or on behalf of another person, whether or not such other person is in Malaysia
(a) traffic in a dangerous drug;
(b) offer to traffic in a dangerous drug; or
(c) do or offer to do an act preparatory to or for the purpose of trafficking in a daisgénug.
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I Mr. A and his wife (Mrs. A) were noted to be involved in several business activities.
addition, Mrs. A was also workingasapari me i nsur ance age-nt, whi
in-law (Madam B) is a hasewife.

9 To avoid detection of their activities, most of their transactions were on cash terms.

I There were no significant assets seized from Mr. A as most of the assets were owned by
Mr . A6 s win-law and refatived e r

I The 3 subjects maintained seafebank accounts, i.e. individual, joint, business, foreign
currency and fixed deposit accounts.

1 As reported by an insurance company, Mr. and Mrs. A held a total of 40 insurance
policies within a 4 year period.During that period, Mrs. A had also solasurance
policies to Madam B.

340. The redflag indicators noted in this case include:

1 Large cash payments were paid for the insurance poli@agments were also made by
3rd parties such as relatives and friends into the insurance policies by way of dash an
cheques.

T Some of Mr . A6s insurance policies were ass

T Monthly premium for one of the insurance policy was increased extensively by RM10,000
or 52%. It was noted that multiple withdrawals were made from the existing insurance
policies. The withdrawal cheques were subsequently cancelled and the money from the
withdrawals was reapplied into different existing insurance policies as premium
payments.Most of the premiums were made one year in advance.

1 Mr. A was also noted to be performing daling activities in the casinos.

341. Actions taken to date:
1 Mr. A has been charged for trafficking in dangerous drug

1 RMP managed to seize assets belonging to 5 entities related to Mr. A. Majority of the
properties seized were subsequently referred to thet Gnder Section 32(2Zpangerous
Drugs (Forfeiture of Property) Act 1988 a forfeiture order, whereby 80% of the
properties including insurance premiums of their policies, funds in bank and unit trust
accounts were forfeited.

Case- Diesel Smuggling

342. MethodsUsed

1 Underground banking/alternative remittance services / hawala
Smugglingi currency and goods
Wire transfers/Use of foreign bank accounts

Structuring

= a4 -4 -

Use of nominees, trusts, family members or third parties etc.
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343. Background of subject:

344.

345.

1

1

Mr. X is a businessman residing and conducting businesses at a border town in the
northern state of MalaysiaMr. X owns several business entities which are either directly

or indirectly under the name of his family members, staff and frieiitiese entitiesire
involved in various businesses, including food products wholesaler and direct selling
business.

Funds were frequently deposited into bank
individual account and were mostly cash depodils. X received muiple deposits from

traders located near a border town and various other locations throughout the country.
Subsequently, transfers/cash deposits were made into the accounts of several dealers of
petroleum/diesel products.

Accounts bel on gdiateg(e.g. amilyl friend And stafffanere also active
and showed similar modus operandi.

Source of information

1
1
1

STR and CTR records
Sharing of intelligence from foreign FIU

Initial surveillance from law enforcement agencies confirming the occurrenoelople
offences

Preliminary assessment & findings (modus operandi)

1

A number of Malaysians who were suspected to be lidlkessociated with Mr. X had
opened accounts with several banks in the neighbouring coulttig.likely that these
accounts weresed to collect funds possibly for payments into Malaysia.
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9 It was suspected that the payments made were for subsidised petrol/diesel smuggled into
the neighbouring countryTo avoid detection of their activities, transactions performed
via accounts thereere properly structured and below the CTR reporting requirement.

T The funds were subsequently channelled fro
accounts in the neighbouring country to local individuals who are suspected to be the cash
couriers, oneof which owns a licensed money changing business, where our foreign
counterpart had indicated possible hawala type illegal remittance business by the said
local individual.

I The funds were believed to be smuggled ctussler and deposited into Mr. X andshi
associaté accounts at border towns in Malaysigunds accumulated were withdrawn in
lump sum and paid mostly to dealers of petroleum/diesel products.

1 Between July 2007 and July 2013, more than 6,000 deposits were received into 3 accounts
belonging toMr. X, one of which recorded more than 1,000 deposit transactionsrigtal
more than RM30 million within 6 consecutive months in 2013.

346. Actions taken to date

f I'nformation in FIU6s database was analysed
received fom foreign FIU, and subsequently disclosed to the law enforcement agencies.

1 Mr. X has been charged in court 88 counts of money laundering involving millions of
ringgit as well ag counts of charges founning an illegal money remittance service.

Case- Tax Evasion

347. Methods used:
I Use of nominees, trusts, family members or third parties, etc.

348. The investigation showed that Mr. D acted as an agent for a birds nest business and as an
agent for receiving payments and remittances on behalf third paMiesD used highreepersonal

bank accounts namely Account 1, Account 2 and Account 3 in his role as an Elyeit.received
commission from those activities but did not declare this commission income to the RB#lis an

offence under Section 113 diie¢ Income Tax Act, 19671t is also a predicate offence under the
Second Schedule ttie AntiMoney Laundering, AniTerrorism Financing and Proceeds of Unlawful
Activities Act 2001

349. To determine the amount of tax evaded, two mechanisms were used, widte 88ank
Deposit Method as well as the Capital Wealth Methdde Bank Deposit Method showed that nhon
reporting amounted to RM 989,000, whereas, the Capital Wealth Method established an
understatement of RM991,008s the variance is only 0.2%, the i@l Wealth Method was used as

it is more accurate and was supported by documditits.total amount of tax evaded was RM426,000
(with a penalty of 60% levied under Section 113(2) of Income Tax Act, 198dg to insufficient
evidence, the case was not prosecuted under theMamey Laundering, AniiTerrorism Financing

and Proceeds of Unlawful Activities Act 2001. The case was settled as a civil settlement under the
Income Tax Act 1967. The total amoutitax evaded (inclusive of penalties) of RM426,000 has been
paid.

NEW ZEALAND

Operation Ark

350. In Operation Ark, drug offenders engaged an accountant to set up a complex structure of legal
entities including a trust.This case demonstrates many of the ppaktiways trusts are used to
launder proceeds, in particular:
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9 layering entities, in particular hiding the beneficial control of companies controlling
assets,

1 use of professional service provider to access complex structures and intermediary

9 use of trust to hide criminal involvement in transactions.

351. The drug offender used the trust to buy shares in a fithess magazine business and a company
with the proceeds of drug offendinyehicles owned by the drug offender were then registered in the
name of the company, ostensibly distancing the offender from ownership of the vehicles.

352. The offender also used his accountant as an intermediary and additional layer in the legal
structure of his financesUltimately, as was the case in his layering oftergito hide ownership of
the magazine and vehicles, the offender used the accountant and the trust to hide his own beneficial

ownership of property.F o r exampl e, the offenderds house was
company whose nominee shareholdea s t he account aThe asountant ursst C omp
company was in turn holding the shares on behalf
Retained effective control €
Drug Offender
:;.aer;:‘.isllion Settlor Acted on behalf of
Q—Registeredn ner of— lﬂ active -
Vehicles Company 1 ‘i_hEOTLs stharlgs_ li ‘
Trust Accountant
.“%—Registeredn ner of— lﬂ Corporate Director Director

Trustee &
of Shareholder

= ﬂ Listed | z
] «<=—shareholder— Iﬂ —————————Shareholder——mMmM8M8M8M8M8m ™ lﬂ
of

Trust Company Accountant's Trustees Company

House Company 2

Company 3

Company 4

SAMOA
Case 1

353. Ms KKY is a nonresident and owns an offshore company registered through one of the local
trustees Ms KKY was reported as being charged and convicted for conspiracy to defraud country H.
She is now serving an imprisonment term of 17 months in country H.

Case?

354. Mr B resides in country A and owns an offshore company registered through one of the local
trustees.Mr B has been an intermediary for the trustee for quite a wHigeinstructed senior officers

of the trustee to buy foreign currencies and sell it ag@ilme trustee declined his request, given that;
this is outside their normal business wtyi The trustee reported the matter to their head office, the
SFIU and the regulator of offshore companies.

THAILAND

355. A high level politician was accused of tax evasibthe cr eat ed sever al ipap
hold assetin place where he had to sell the shares before taking offiben the companyofd it

back to his relatives at par value which at that time the price had gone up over 40TtisesEmount

was subject to tax, total of BT5.67 billion (U.S.$170,989,144% was acquitted of a similar charge

of asset transfers to his maid, driver, relatives and others to evade enfAfhicirest laws.
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UNITED STATES OF AMERICA

Head of International Narcotics Trafficking and Money Laundering Organization Sentenced to
150 Years in Prison

Organization Spanned Three Continents, Distributed More Than Eight Tons of Cocaine, and
Laundered More Than $14 Million in Narcotics Proceeds

US. Attorneyos Off Southern District of Floridé313) 226910C

Wifredo A. Ferrer, United States Attorney for the Southern District of Florida, George L. Piro,
Special Agent in Charge, Federal Bureau of Investigations (FBI), Migetd Office, and Donnell

Young, Acting Special Agent in Charge, Internal Revenue Service, Criminal Investigatio@JIRS
announce that Alvaro Lopez Tardén, 39, of Miami Beach and Madrid, Spain, was sentenced by U.S.
District Judge Joan A. Lenard to 1%€ars in prison. In addition to the term of imprisonment, a $14
million forfeiture money judgment and $2 million fine were entered against Tardon. Tardon was also
ordered to forfeit a significant number of assets, including luxury real estate, cars kaddmmts.

After a severweek trial, Tardén was convicted on one count of conspiracy to commit money
laundering and 13 substantive counts of money laundering, in violation of Title 18, United States
Code, Sections 1956 and 1957, respectively.

Tarddn washte head of an international narcotics trafficking and money laundering syndicate which
distributed over 7,500 kilograms of South American cocaine in Madrid and laundered over

$14,000,000 in narcotics proceeds in Miami by buying Jeigti real estate, luxuand exotic

automobiles and other higind items. The proceeds were smuggled into Miami by couriers through

Miami International Airport, wire transferred to South Florida bycoaspirators via MoneyGram and

Western Union, wire transferred to third pariigernationally on behalf of Tardén, and wire

transferred directly to Tardbnand hisco ns pi rat or s i n Miami through T
and other companies controlled by him located in Madrid, Spain.

Following the guilty verdicts, the juryéiond t hat a signi ficant portion
forfeited. Those assets involved real estate and cars. The real estate purchased by Tardén included
condominium units in Miami Beach and Coconut Grove areas of Miade County. The exotic

auomobiles included a Bugatti Veyron and Ferrari Enzo, each worth over $1 million, a Mercedes

Benz Maybach 57S, two MercedBsnz G55, a Rolls Royce Ghost, and a Land Rover Range Rover.

The government also seized three bank accounts.

The severweek trial ircluded the introduction of over 36,000 pages of financial and corporate
documents from Spain and the United States. The trial also included testimony from six members of
the Spanish National Police, a member of the Spanish national wiretapping agenday),(8fitEhe
Spanish taxing authority (Agencia Estatal de la Administracion Tributaria).

The investigation and prosecution of Tardon was the result of the ongoing efforts by the Organized
Crime Drug Enforcement Task Force (OCDETF), a partnership betwesralffestate and local law
enforcement agencies to identify, investigate and prosecute high level narcotics traffickers and money
launderers.

iFor over a decade, Tard-n oversaw a narcotics t
spanned threeconi nent s, di stri buted over 8 tons of cocali
U.S. Attorney Wi fredo A. Ferrer. fATodayds sent ern
dollars in assets acquired with the proceeds of the narcotics traffiekisigres not only that Tardon

will spend the rest of his |ife in prison, but t
AWith this term of i mpri sonment, rest assured Al

ki ngpin are ovelPjoosaiSpeGeal gdglent in Charge, FE
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certainly a team effort with the Spanish National Police and our partners in the Organized Crime Drug
Enforcement Task Force. 0

fiTodayods sentencing of Tar do fickihgendaondydaunderingv e b |
network. It also sends a clear message to those who attempt to hide-tjmieill gains through

i nvest ment in real estate and cars, o0 said Donn
Cri minal I nv e s tsiofghes taseocan.be ditffbtted toghe pactrership of local, federal

and international partners, and IRS Criminal Investigation is proud to be part of such a dedicated

group of agencies who were committed to putting Tardon in prison and taking awayassets
acquired from the proceeds of his illegal i nte

Mr. Ferrer commended the investigative efforts of the FBI;R&nd members of the South Florida

High Intensity Drug Trafficking Area Task Force (HIDTA) for their extraordinarykan this multt

agency, multjurisdictional investigation. Mr. Ferrer also thanked Customs and Border Protection,
Tactical Analytical Unit, Drug Enforcement Administration, Miami Police Department and Monroe
County Sherriff 6s Odteld bydAssistanTUhS. AttorgegssTeny @oazslezp r o s e €
Cristina Maxwell, Daren Grove and Evelyn B. Sheehan.

A copy of this press release may be found on t
the Southern District of Florida satww.usdoj.gov/usao/flsRelated court documents and information

may be found on the website of the District Court for the Southern District of Florida at
www.flsd.uscourts.goer onhttp://pacer.flsd.uscourts.gov

This content has beeaproduced from itsriginal source

http://www.fbi.gov/miami/presseleases/2014/heand-internationalnarcoticstrafficking-andmoney
launderingorganizationsentencedo-150-yearsin-prison

4.16 Gambling activities (casinos, horse racing, internet gambling etc.)
AUSTRALIA

Mot hball ed cash stash | ed to drug trafficker 6s

356. AUSTRAC intelligence assisted law enforcement with an investigation into drug trafficking.
The suspect was charged with attempting to traffic a controlled drug and sentencegmoaAtlf
year®imprisonment.

357. AUSTRAC disseminated an intelligence assessment report to law enforcement regarding the
financial activities of a suspect attempting to launder the proceeds of crime raised through drug
related activity. The suspect used bank and casino aectoto launder the funds.

358. The suspect was the subject of five suspicious matter reports (SMRs) submitted to
AUSTRAC. Over a fourday period the suspect made five structured cash deposits of between
AUDS8,000 and AUD9,000 into his personal bank accoumhe structured cash deposits totalled
AUDA41,500. Bank staff reported in the SMRs that the deposited cash smelled of moti#ftdisthe
deposits, the suspect undertook a domestic electronic transfer to move AUD40,000 from his bank
account into an accotiwith an Australian casinoThe suspect deposited an additional AUD40,000
cash directly into the casino account.

359. An additional SMR submitted by the bank reported that the suspect received a deposit via
domestic electronic transfer of AUD131,000 from ttaesino. Following this deposit into his bank
account, the suspect withdrew AUD9,000 in cash.

360. The casino submitted an SMR indicating that the suspect was known by two aliases and that
he would become aggressive when casino staff r
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identification procedures for customers cashing out gaming cHipse. casino also reported that the
suspect was known to cash out chips in amounts under the AUD10,000 cash reporting threshold,
presumably to avoid the requirement to present identification to staff.

361. The suspect was arrested at a domestic Australiaorafier a drug detector dog reacted to

his suitcaseThe suitcase contained 10 vacusaaled plastic bags containing a total of 4.5 kilograms

of cannabis.The suspect was charged with attempting to traffic a controlled drug, contrary to sections
11.1 aad 302.4 of theCriminal Code Act 1995and was sentenced to twodhalf years
imprisonment.

Offence Drug trafficking

Customer Individual

Industry Banking (ADIs)
Gambling services

Channel Electronic
Physical

Report type SMR

Jurisdiction Domestic

Designated service ~ Account and depostaking services
Gambling services

Indicators Cash has a distinct or unusual odour

Customer unwilling to produce identification when requested by repo
entity staff

Structuring of multiple cash deposits below AUD10,000 to a\
reporting obligations

Structuring of gaming chip cash outs to avoid reporting obligations
Use of false identification

4.17 Purchase of valuable assets (art works, antiquities, race horseshicles,
etc.)

AUSTRALIA

Welfare recipients found with $75,000 cash and 15 kilograms of cannabis

362. AUSTRAC information helped initiate an investigation that resulted in the arrest of three
suspects and the seizure of approximately 15 kilograms of canrfaltisorities restrained a number

of assets, including AUD100,000 in cash suspected to be theepso@é crime, a property and
numerous vehicles.

363. One suspect was sentenced to four years and 10 months imprisorifhenather suspect
received a suspended sentence of two years and nine months imprisonment.

364. Information held by authorities indicated tteatvoman (suspect A) and husband (suspect B)
had accumulated substantial assets, which was inconsistent with their declared income.

365. Additionally, a credit union submitted a suspicious matter report (SMR) detailing the
financial activities of the suspect&AUSTRAC forwarded the SMR to authorities, which detailed the
following:

9 suspects A and B held a joint account with the reporting entity
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