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Executive Summary

This report describes typologies of financing the proliferation of weapons of mass
destruction (WMD).

Disruptingthe financing of proliferation (FoRg potentially a key tool to combatate-
sponsored WMD programsHowever, detecting FoP is difficultThe majority of
governments and financial institutions are unclear about what FoP looks like and how to
identify it. The tool is rarely exploited.

The most comprehensive study of FoP to date was published by theckh#ction

Task Force (FATF)in2008KA & Ay Of dzZRS&a | tA&ad 2F wn GAYRA
financingg including for example transactions connected with designated individuals or

entities or with countries of proliferation concertsince then more information has

become available, particularly related to the proliferation programs of DPRK and Iran, as

well as other countries.

t N22SO0 ! fLKF 2F YAy3aQa [/ 2ffS3IS [2yR2Yy OF NNJ
Iran, Syria, Pakistan and ladprovided by governments and financial institutions,

contained in records of judicial proceedings and in UN Panel reports, and in media

reports. The analyses are summarized in the form of 60 case studies. They enable
identification of comma elements betveen networks set up to finance proliferation or

to circumvent financial sanctions, and of ways networks may mutate in response to
sanctions.

Based on these casegbe indicators in the FATF 2008 Report have been modified and
categorizedas & LJ2 (i S yighlylirdi€avet K a LI2 0 SY G Al f & Y2RSNI (St
GLRGSYGAL T f 8¢ LR PTNERdyddgnifiedRititipdaid8ssible indicators

including transactions involving individuals connected with countries of proliferation

concern, the use focash, the involvement of small trading or intermediary companies,
unlicensed moneyemittance businesses, businesses linked in some way (for example,

the same physical or IP address or whose activities are coordinated), the involvement of
universities incountries of proliferation concermon-specific descriptions of goods or

materials, the involvement of goods and materials subject to export controls, fake or
fraudulent documentationand the use of personal bank accounts.

By illustrating different typs of FoP, the case studies are intended to support the work
of governments and financial institutions worldwidae identifying FoOP They are
intended to facilitate FOP risk assessmemtssupport regulators in providing guidance
to financial institutiors andto supportfinancial institutionsan complyingwith sanctions

or other WMD controls.

Above all, combating proliferation of WMy identifying and disrupting the financing
most likely to be successful when governments and the private sector caeparal

! Report on Proliferation Financing, 2008 http://www.fatf -
gafi.org/publications/methodsandtrends/documents/typologiesreportonproliferationfinancing.jtml
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coordinate in sharing information. It is hoped that the FOP case studies included in this
report will help this process.
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Pait One

Background

The UN Security Council hast in placea framework of measures to prevent the
financing of proliferation (FoRyith the implementation of esolution 1540 (20049n
non-proliferation, 2231 (2015) on Iraand 1718 (2006) and seven successanctions
resolutions on DPRK hese resolutionsiclude requirements otJN member states to
implement controls on financial transactionand on financing ofyjoods and services
related tothe proliferation of nuclear, chemical and biological weapans their means
of delivery (WMD) together with related goods and materfals

The Financial Action Task Force (FATF) has also introduced standards for implementing
targeted financial sanctions imposed under the UN Security Council resolutions on Iran
and DPRKIn addition, many states have introduced national measures against FoP.

However identifying and tracking FoP is difficult because metsactionsoccur within
normal business transaction pathwayso#f states, as well as banks, other financial
institutions and designated nefinancial businesses and persons (all hereafter referred
to as &FI€) are unclear about what constitutes FoP and how to recogniZeTitis is
potentially seriousbecauseidentification of proliferationrelated financial transaains

may enable the use of financial tools to combat WMD proliferation. Investigations into
financial transactions may provide information on identities and activities of entities or
individuals, perhaps based overseas. Financial information may be udedidte an
investigation prosecute an offender or disrupt networks bgizing fundsfor example

By default FoP appears to be given low priortyo financial authorities, FoOP may seem
less of a threat to national financial systems than betiaderstood risks from other
forms of financial crime such as narcotretated money laundering (ML). Authorities
responsible for counteproliferation may focus on more familiar methods for stopping
goods and materials suds export controls or interdiction®f shipments, rather than
on disruption of financial supporthannels In addition, FOP may be regarded as less of
an immediate threat to national security than terrorist financing.

The low priority assigned by most states to FoP also reflects, at lepsrtina lack of

2¢ KNRdzZAK2dzi GKA& NBLERNISZ GKS (GSN¥a ao6SkLl2ya 2F Ylaa F
related goods and mat@ls.

3Key financial elements of the UN resolutions, and relevant FATF standards, are described in Annex 1.

4 dzi K2NR& 20aSNBIFGA2ya oF&aSR 2y RAaOdzaaizya oAGK 27F7
member of the UN Panel on Iran created pursuémtresolution 1929 (2010) and while conducting

research for this report; Emil Dall, Andrea Berger and Tom Keatinge, Out of Sights, Out of Mind? A Review

of Efforts to Counter Proliferation Finance, RUSI Whitehall Repd®, 3une 2016; Report on Workshop

on Trade Finance and Proliferation Finance: Mitigating the Risk, 20 June RQ4ifable online at:
http://projectalpha.eu/trade-financeand-proliferation-financemitigating-the-risks/.

5 Ibid.


http://projectalpha.eu/trade-finance-and-proliferation-finance-mitigating-the-risks/

information about its scale. Because most regulators do not require reporting on
proliferation financingmost Fls do not look for fSome states may receive reporting
through domestic investigations carried out by law enforcement, austservices or
intelligence agencies, or through international liaison channels, but the majority of
governments do not. Authorities may as a result lack the necessary knowledge or
expertise to carry out FoP risk assessments. They may lack legal, regudaidr
interagency frameworks to enforce obligations inherent in UN Security Council
sanctions. They may also fail to ensure domestic departments and agencies coordinate
work and share information, and they may be unable to act on information shared by
partner countries.

A comprehensive report on the threat of proliferation financing and options to counter
the threat was published by the Financial Action Task Force (FATF) i i68vas
0FaSR 2y C!¢C YSYOSNRQ NBaLRy ddbraire,iad |
meetings with experts and with the private sect@he report concluded that it was not
possible to identify any single financial pattern uniquely associated with proliferation
financing but it listed twenty indicators of possible prolifefah financing (these are
listedin Annex2§a l y& 2F (KS Ay RA OdvasiénNgehnigugs atulayt C Q &
also beindicators for other types of tradbased financial crim&Some jurisdictions

have published variations on this list, or specificviadries!?although the FATF list
remains authoritative.

61n some jurisdictions, the US for example, financial transactions connected with a property involved in
unlawful activity are categorized as ML. Statistics relating to cases of financing of unlawful exports of
proliferationcrelated items, for example, would be recorded as ML rather than FoP, which may be an
additional factor to be considered when conducting FoP risk assessments.

"The Financial Action Task Force (FATF) is angat@nmental body established in 89 by the
Ministers of its Member jurisdictionsThe objectives of the FATF are to set standards and promote
effective implementation of legal, regulatory and operational measures for combating money laundering,
terrorist financing and other related thrémto the integrity of the international financial syste@.! ¢ CQa
Proliferation Financing Report of 2008 can be accessed attp://www.fatf-
gafi.org/publications/methodsandtrends/documents/typologiesreportonproliferationfinancing.html

8l yySE M 2F C!.¢CQ& Hnny wSLR NI

9See for example Appendix F of theBank Secrecy Act Aritloney Laundering Examination Manual,
Federal Financialnstitutions Examination Council, particularly the red flags for Trade Finance,
(https://lwww.ffiec.gov/bsa_aml_infobase/pagesnanual/olm_106.htmMQand The Wolfsberg Group, ICC
and BAFT Trade Finance Principles 201ttp:(/www.wolfsberg-principles.com/pdf/home/Tradd-inance
PrinciplesWolfsbergGrouplCCGandthe-BAFT2017.pdj.

10 For example Guidance on Proliferationand Proliferation Financing, Jersey Financial Sesvice
Commission, Oct 2011; Advisories published by US Department of the Treasury.
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Definition of Financing of Proliferation

A lack of understanding of FoP is exacerbated by the lack of a univeesalynred
RSTAYAGAZ2Y D® C2NJ G§KS LIzN1J2 a Sais a&ddptedt’K A & NI LI2 NI 2

Proliferation financing refers to: the act of providing funds or financial
services which are used, in whole or in part, for the manufacture, acquisition,
possession, development, export, trasBipment, brokering, transport,
transfer, stockging or use of nuclear, chemical or biological weapons and
their means of delivery and related materials (including both technologies
and dual use goods used for nteyitimate purposes), in contravention of
national laws or, where applicable, internatarobligations'?

This definition is comprehensive in terms of coverage of the range of possible relevant
WMDNEBf I GSR | OGA DA GASaA I relaedzimateiigis S(inciNdhg SailS y O S
technologies and dual use goods used for-legitimate purposes§ perhapsneeds

more emphasis Most governmemMed counterproliferation actions conducted today

are directed at goods and materials related to WMD programs, not finished weapons
systems. Risknitigation systems or compliance programs based solely on ideatidn

of finished weapons systems will miss this crucial point.

[a=tN
N

Combating Proliferation of WMD

The important role that countering proliferation financing can play in combating
proliferation has been recognized for many years. UN Security Council resolibd®

(2004) requires member states to implement measures to prevent terrorists accessing

finance to use WMDs, or financing of WMD export or trahgoment through their
GSNNROG2NRB® ¢KS Hnnp Dy Y ®thanked sfforts to cdnbaby S+ 3t S
proliferation networks and illicit financial flows by developing, on an appropriate legal

basis, ceoperative procedures to identify, track and freeze relevant financial
transactions and assed® The Proliferation Security Initiative set up a workgrgup on

the subjectin 2015. Thé! ¢ C t NBaAaARSYy (1 Q4 5SOSYOSNI wnmc ail
Council noted that ihancial intelligence provided advance warning of attempts to

illegally transfer sensitive goods and materials, that financial investigatiohearsed

to analyze proliferation networks and identify facilitators, and that many countries

neither understand the risks of FoP nor fully exploit the opportunities financial
intelligence provides to counteroliferation.4

1 The FATF definition is not agreed by all FATF members and so remains provisional.

12 Combating Proliferation FinancimgA Status Report on Policy Development and Consultation, February
2010(http://www.fatf -gafi.org/media/fatf/documents/reports/Statuseport-proliferation-financing.pdj.

BThe G8 Statement on Ndproliferation, Gleneagles Summitg&July 2005.

Y FATF President Juan Manuel V&garano's remarks at the meeting of the UN Security Council,
December 15, 2016http://www.fatf -gafi.org/publications/fatfgeneral/documents/speeslregaserranc
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Study Methodology

The study addrssed the following: What does FoP by stsp@nsored WMD programs
currently look like; can characteristic typologielse identified; and can the FATF 2008
indicators be updated? Initial results of the study were recorded in an Interim Report
dated 5February 2017:¢This Final Report, which incorporates those earlier results,
describes 60 case studies.

No attempt was made to identify typologies of financing of WMD or related goods and
materials by terrorist organizations. Much work has been carried ouhbyJUN Security

/| 2dzy OAt [/ 2YYAGGSS -Qayla, hy{FATF and bylot&si dhlypologieR | f
of terrorist financing (TF). This report does not try to duplicate this.

There may be a degree of overlap between typologies of FoP and of procurement of
conventional weapons, or of typologies associated with criminal activities such as
money laundering. Much work has been carried out by FATF and others on such
typologies.

Sources of data

The results and conclusions of the study are based primarily orticoliand analysis of
financial information provided by states and by FIs. Such data may be held by a variety
of government departments and agencies, including financial intelligence units,
Ministries of Finance, Ministries of Defense, customs servicesyigeand intelligence
agencies, and others. In Fisuch data may be held by financial intelligence units,
compliance departments, units dedicated to investigation of suspicious transactions or
equivalent bodies.

The study also analyzed financial matenmUN Panel reports on Iran and on DPRK, and
in media reporting, as well as in judicial proceedings relating to WMD (for example cases
in Sweden, Singapore, and the U5).

The information analyzed fell roughly into two categories: cases in which WMD was
clearly involved (for example transfers of WMD or related materials took place, er end

joint-un-fatf-meetingdec2016.html

SFor example, patterns involving different sectdiesg., banks, money remitterhiawala), channels,
products or services, entities, front and shell companies, circumvention techniques; trade finance and
open account transactions, overlap with money laundering and terrorist financing; similarities and
differences between proliferation finance with respect to nucledremical or biological WMD.

% study of Typologies of Financing of Proliferatiomterim Report 5 February 2017
(https://projectalpha.eu/studyof-wmd-proliferation-financingtypologies).

17 See list of cases at Annex 5. These were selected on the basis that they contained sufficient financial
information to be able to illuminate FoP mechanisms. US Treasyaribeent Office of Foreign Assets
Control cases are listed https://www.treasury.gov/resourcecenter/Pages/default.aspXJS Department

of Justice records were accessed througsubscriptionbased repository of US courts documents: Public
Access to Court Electronic Recora$fs://www.pacer.gov).
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users were involved in WMD), and cases that were possibly attempts to circumvent
wide-ranging financial sanctions or other controls in order to carry out legitimate
commerce Cases in this second category did not enable a determination that WMD or
related materials were specifically involvyeout are included because the typologies
could also be used for FoP.

The study focused on the proliferation programs of DPRKa,3sain, Pakistan and India.
These countries were chosen either because they have active WMD programs but as
non-members are not bound by Neroliferation Treaty safeguards, or they are subject

to UN Security Council resolutions or unilateral sanctiogsmding previous or current
WMD programs. On a few occasiotise study was provided with information relating

to procurement by other countries even though WMD was not involved. Such
information has been included for purposes of comparison.

Data Collecthn

Financial intelligence data may be restricted or classified in both public and private
institutions, may be governed by banking secrecy, data protection or other
considerations, or may be sensitive for geopolitical reasons. Under these circumstances

the study decided that the appropriate way to start collecting information was to send
exploratory emails to government officials or Fl representatives. These emails outlined

0KS aidzRReQa 202S00A@YSas YSUK2R2f2383% LINRPOS
requested meetings or telephone calls. If agreed, substantive discussions with
stakeholders took place in government offices of the countries concerned, or in offices

of Fls.

Those authorities and Flthat agreed to support the study subsequently trawled
through their data for information related to FOP. A descriptiextwasthen agreed. In
most cases the text was stripped of names of individuals or entities, or other sensitive
details.

Attributions were agreed on a cafiy-case basis. In some cases desw@id not wish to
be identified for reasons of geopolitical or data sensitivity. In no case did an Fl wish to
be identified.

The individual texts agreed with stakeholders form the case studies found in Part Two.
Titlesand, in most cases, diagrantfmvebeen added as welf Key points are listed at

GKS SyR 2F SIOK OlFIaSe ¢AdGftSaz RAFINIYaA FyR
analy®s of the texts.

¢CKS &addzReé ¢l a O2yRdzOGSR Ay I O0O2NRIyOS gAlGK
security and ethicsnl particular stakeholders were provided with a written guarantee

regarding the use to be made of their data, their right to review them, to decide how

GKSe aK2dzZ R 6S FOUGNROdzISRY FYyR (G2 gA0GKRNI &

¥ Two case studies were provided with diagrams included.
13



reports.

The casetsdies are categorized in Part Two as follows: Cases relating to DPRK; cases
relating to Syria; cases relating to Iran; cases relating to Pakistan, cases in which the
proliferating state is not specified; cases of circumvention of WhlBted financial
sarctions; and cases of circumvention of RdfMD-related financial sanctions. In each
category the cases are listed chronologically on the basis of information available.

Distinguishing FoP from other Financial Crimes

One of the most difficult aspects ofadtifying FoP is that goods and materials involved
are often industrial items that, if not clearly identified as subject to some sort of
controls, may appear innocuous to those involved in the supply chains and working in
Fls. Furthermore, most of the twgnpossible indicators identified by FATF are not in
themselves uniquely associated with FoP. They could also reflect-lasbsd money
laundering (ML), avoidance of tax or duty on shipments of goods, or other issues, such
as incomplete trade documentation

There may also be a lack of understanding of differences and similarities between FoP
and ML and TF. A chart in Annex 3 highlights some of these comparisons, altasugh
pointed out abovetypologies may overlap in some areas.

Analysis of Case Studies

The details underpinning each of the 60 case studies vary according to the quality and
completeness of information provided by government authorities or FIs (and perhaps in
turn accessible to them), or available in court documents, UN Panel reports oamedi
reports. The majority of information received from authorities or Fls covered the last
ten years. Most related to Iran and poated the JCPOA agreed in July 2815.

Taken as a whole, therefore, the case studies almost certainly do not present a
completepicture of the way different proliferatiomelated financial networks currently

operate. For example, although it is not a typology specific to any of the case studies,
DPRK may carry out some procurement using b&ftEurthermore, there are o cases

ref I GAy3 G2 LYRAIFIQ& 2a5 LINRPINXYY YR a2 UGUKAAZ
typologies connected with Indian WMD procureméht.

19 The Joint Comprehensive Plan ofidat enshrined in UN resolution 2231 (2015).

20For example, according to US court documents a Chinese trading company, Dandong Chengtai Trading
Limited, was involved in barter exchanges of DPRK coal for commodities such as cell phones, luxury items,
sugar, rubber, petroleum products and soybean oil. (United States District Court for the District of
Columbia Verified Complaint for Forfeitulre Remand Civil Complaint, case 1:&¥01706 filed 22 August

2017, particularly Figure 1). Such arrangements coufttinciple extend to WMD.

21 Although according to officials @ BU state, procurement for the Indian ballistic missile program is
difficult to distinguish from procurement for the Indian conventional weapons program; for example the
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CKSNE IINB Ffaz2 NBfFrGAGSte FSgo OFasSa NBfLFGAY:S
here are characterized by fina@at networks that appear relatively less complicated

GKFY ySG62N] a adzLILR2NIAY3I 5t wYQatherefa@ N | Q& 2 NJ
casesof companies acting as money remittance businesses, perhaps reflecting the

absence of UN or unilateral finahci & yOldA2ya 2y t I 1A&a0GFyQa LINE

Pakistani procurement networks generally operate through front companies that are

relatively easy to identify. Different front companies may use the same address, same

phone numbers, and same managers, and issue idantequests for quotations to

multiple suppliers over long periods of time (six months to two ye&$here isalso

some evidence that althoughrgcurement by Pakistan used to be relatively open, more

covert methods have been adopted recently (includinge of false endiser

addresses}® Thismay reflect implementation obetter controls within manufacturing

countries2 Y SELR NI & 2F 3I22R& 2NJ YFIGSNRAIf& AyGSyRS

Some cases provide insights into ways in which financial networks &aolaainctions.

For example, prior to 201the Syrian Scientific Studies and Research Center (SSRC),
GK2dAKG G2 0S GKS YIAYy 02Re& RS@OSt2LIAYy3 {&NA
program, procured foreign goods and materials mainly through a sesfeshell
companies managed by SSRC employees (case study 11). Following imposition of
sanctions in 2011, the SSRC also used Syrian buseres&ting as brokers. Following
further pressure from sanctions, designations and interdictions, S@RCtors in
2014/15 approached trusted Syrian businessmen with existing overseas business
networks. The businessmen extended these networks to facilitate procurement from
other countries, particularly China, so that the SSRC could more readily procure from
Chinese supliers.

Althoughover half2 ¥ G KS Ol aS aiddzRASa Ay C! ¢CQa Hnny
such as letters of credit, such cases constitute a small minority in the current report (for
example, cases 11 (Syria) and 19 & 33 (Iram)s trend may possilly reflect
developments in FaMBut it may also be aesult of inadequate dta or decreasingise of

letters of creditin international trade?* Trade finane-related transactionsffer more

opportunities for due diligence regarding sanctions risk or FolR thaa open account
transactions (essentially wire transfers). The lattprovide financial institutions

relatively limited information against which to screen or monitor for suspicious
indicators.?> Some of the cases involving trade finance involved apparent

same enduser addres might be used.

22 Comments to the author by officials of an EU member state during the course of this study

23 Comments to the author by officials otiifferent EU state during the course of this study.

%Trade Finance: Developments and Issues, Committe¢he Global Financial System Paper No 50,
January 2014, Bank for International Settleménts I £ § K2 dzZ3K FA3IdzZNBE nwm 2F (KS
LI LISNJ dunmt wSGKAY{AYy3a ¢NIRS CAylIyOS¢ adzaasSada |
about 10%.

However, even where trade financing documentation is available, it appears that many financial
institutions conduct checks focused primarily on credit :riBkibai Financial Services Authority Trade
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misappropriation of funds (for example cases 15, 56 & 57).

Most of the overseas elements of the networks described in Part 2 appeared to be
based in a relatively small number of countries including United Arab Emirates (UAE),
Turkey, Singapore, MalaysiHong KongChina and TaiwanThis concentration may
reflect factors such as proximity to the proliferatirgiate, the facilities of a regional
trade and banking hub, and perhaps a perception of lax export controls or lax regulation
of the financial sector.

Table 1 compares financial network characteristics, althatgh not intended to be a
comprehensive analysis and nor are all characteristics common to all cases.

Finance Report 2016 hitp://www.dfsa.ae/Documents/ThematicReviews/Heport
FINAL%20ENng%2012%?200ctober%202016% 2@&sipd).
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Tablel: FoPCharacteristic<ommon to theCaseSudies

Characteistics:

lllustrated in Case Number:

Involvement of front companies (either set up for the purpose, or adapted f
an existing entity) or shell companies

DPRK cases: 3 & 4; Syria case: No 11; Iran case
27 & 33; Pakistan cases: 47. State is not ifipdc
52

The presence of nationals of countries involved in proliferaiensitive activity
(sometimes dual nationals of their host country)

DPRK case: 8, Syria case: 11; Iran cases: 20, 2
26, 28 & 37; Pakistan cases: 47 & 4Btate is nof
specifed: 49

The involvement of small businesses, in particular brokers, distributors, or tri
companies

DPRK cases: 1 & 5; Syria case: No 10; Iran case
25, 26, 28, 32, 40, 41; Pakistan cases: 47 &48te
is not specified50

The involvement of miversities in countries involved in proliferatiaensitive
activity, either to place orders or to fund procuremént

Iran cases: 30, 43 & 44

The use of distinct channels (involving different entities, may be geograph
removed) to order and transfeproliferation-sensitive goods and materials, al
to fund their procurement

DPRK cases: 4; Syria case: No 11; Iran cases: ]
26 & 37 State is not specified: 53

The involvement of companies whose products would be exempt from sanc
because they wozf R FIF ff Ayd2 GKS OF GS32NJ
example food distribution companies

DPRK case: 8; Iran casEs: 23 & 27

Trade or payment documentation includes bland or wspecific descriptions g
goods and materials, or the purpose of thigancial transactions

Syria case: 10; Iran: 26

Persistence and resilience, despite evidence that authorities were aware of
activity

DPRK cases: 1; Syria casésirhn cases: 16,9, 23
& 38

Elaborate overseas networks, based either on exgstietworks or constructe(
for the purpose

DPRK cases: 3 & 7; Syria case: 11; Iran cases:
& 39

The use of personal bank or credit card accounts to procure prolifera

sensitive goods and materials

DPRK case: 8; Iran cases: 28, 43 & 44; Pak

networks: 47

26 According to the authorities of a European state, univegsiplay an important role in procurement of dusde goods by China, Russia, Iran and possibly
Pakistan.
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Companies acting as remittance businesses by processing financial transi DPRK cases: 3 & 5; Iran cases: 17 & 35
on behalf of companies in sanctioned countries

The use of cash to finance trade DPRK caseg; 3,7 & 8; Syria cases: 1ltan cases
25,41 & 42
Networks used for twavay trade DPRK case: 1, Iran cases: 16 & 23

Networks which appear to be to some extent delncing (i.e. entities withif DPRK cases: 6 & 8; Iran case: No 24
them generate their own revenue)

Multiple front companies make payments for a single invoice DPRK case: 7; Iran case: 26

The companies involved are doing business that is not their normal businesg DPRK case: 8; Iran cases: 13, 25, 28 & 46

¢tKS dzasS 2F | 4af SRISNE | OO damytd-dogkH to| DPRK cases: 3, 7 & 8; Syria case: 11; Iran case:
facilitate circumvention of financial sanctiobyg related companies.

The use of trade finance mechanisms. Syria cases: 11; Iran cases: 19, 33 & 56

27 para 194(b) of UN Panel on Iran Final Report of 2012 (S/2012/395), Para 146 and FN 33 of UN Panel on Iran Final Re(®2@fZ2331).
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Cl¢CQa Hnny cUpdatedtudd RRvisedl I A S &

Table 2 below sets out proped modificationstol KS AYRAOFG2NE Ay C! ¢ CQ:

The analysis was carried out in two stages. Feath ofthe case stuéeswascompared
with the FATF indicatorsand these werethen modified if necessay by redrafting or
adding detail In some casesiew possibleindicators were identified. Additional
information in UN Panel reportwas taken into accountluring this processA revised
list of possible indicators was then compiled.

Second, the new list vgadivided into three categories:

1. Traderelated transactions potentially highly indicative of financing of proliferation
(as opposed to moneYyaundering, terrorist financing or other forms of financial
crime). These mdicators include specific references ¢ountries of WMD concern,
individuals or entities designated under WMD sanctions, -thsal goods, or other
WMD factors. One or more of the indicators in this category characterized the
majority of cases in this report, but they could also reflect legitenteade;

2. Traderelated transactions that are moderately indicative of financing of
proliferation. One or more of these indicators characterized many of the cases in this
report. They could reflect other forms of tradmsed financial crime, and also
legtimate trade;

3. Traderelated transactions that are potentially only poorly indicative of financing of
proliferation. These are indicators that could equally reflect a number of different
types of tradebased financial crime as well as legitimate trade. @ymarison with
the two categories above, these indicators are seen less frequently in the case
studies.

Table 2 listshe modified possible indicatoend examples ofase studieso which they
contribute, in whole or in part
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Table2: Indicators ofPossibleFinancing of Proliferation

Typology

Indicator

The indicator is

based on

Case Examples

Could also be

Traderelated transactions potentially highly indicative of FoP

Al Involvement of individuals or entities in foreig FATF 2008 Repo| Multiple Normal trade
country of proliferation concern (Typology 1)
A2 Involvement of individuals or entities in foreig FATF 2008 Repol 3 & 7 (DPRK), 10 | Normal trade
country of diversion concern (such as | (Typology 2) 11 (Syria), 23 & 3
neighboring country or country actively engag (Iran), 47 (Pakistan
with country of proliferation cacern) 54 (state not
specified)
A3 Individuals or entities involved (for exampl FATF 2008 Repo| 7 (DPRK), 11 (Syrig Normal trade
customers, counterparties, endsers), or thein (Typology 14) 16 & 21 (Iran), 51 &
details (such as ahlesses or telephone numbers 54 (state not
are similar to, or may be connected to, parti specified)
listed at the time under WMBelated sanctions
or exportcontrol regimes, or they have a histo
of involvement in export control contraventions
A4 Presence of items controlled under WMD exp{ This report 1 (DPRK), 26, 40 & 4 Legitimate trade (i
control regime& or national control regimes (Iran), 47 & 48] licensed)
(Pakistan), 53 (stat
not speciied)
A5 I OGAGAGe GKFG R2Sa yFATF 2008 Repo 8 (DPRK), 13, 25, 4 Normaltrade
counterparties business profiles, or ender| (Typology 10) & 46 (Iran)

information does not match endzd S NIQ &

profile

28 The elevant WMD export control regimes are the Nuclear Suppliers Group (NSG), Missile Technology Control Regime (MTCRIstaalibtBrdup (AG).
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A6 Enduser is not identified; for example a freig| FATF 2008 Repo| 41 (Iran), UN Panel| Normal trade
forwarding firm or bank is listed as consignee| (Typology 18) on Iran, 2 UK
final destination authorities®
A7 Involvement of an individual cometed with a| This report 8 (DPRK), 11 (Syri¢ Normal trade
country of proliferation concern (for example 20, 22, 25, 26, 28, 3
duaknational); may be dealing with complé & 44 (Iran), 47
equipment for which he/she lacks technig (Pakistan),49 & 53
background? (state not specified)
UN Panel on Iraf
A8 An order for goods is placed by firms | FATF 2008 Repo| 11 (Syria), 14, 19, 2 Normal trading
individuals from foreign countries other than th (Typology 11) 39 & 45 (Iran), 49| activity (brokering}*
country of the stated or suspected enser (state not
specifiedy?
A9 Use of cash in transactions for industrial items | This report 1, 3 & 8 (DPRK), 1| Rare for legitimate
(Syria), 2541 & 42| trade transactions
(Iran)
Al10 Transaction involves shipme of goods| FATF 2008 Repo| 11 (Syria), 39 (Iran| Normal trade  (for
incompatible with the technical level of th (Typology 6) 47 Pakistan) example a trans

2 paras 30 and 63 of UN Panel on Iran Final Report of 2014 (S/2014/394).

30 According to UK authorities, recang) an Iranian bank as the consignee on shipping documents for goods exported to the UAE or to Malaysia but destined

for Iran is anethod ofcircumvention practiced by procurers for decades.

31 According to Swedish authorities, some individuals, follovtimgjr acquisition of duahational status, have set up companies dealing with technically

complicated equipment despite lacking a technical background. They may be asked to cooperate by representtditessasfproliferation concern.
32 para 120 UN PahReport on Iran of 2013 (UN document S/2013/331).

33 According to Swedish authorities, a pattern of activity involving -téghnology goods procured overseas and sent straight to Iran or a neighboring country
was continuing in late 2018. US authoritieshave highlighted the practice of international brokering in connection with WMD procurement: Brokering

Controlsg Department of Statehtps://www.state.gov/strategictrade/practices/43181.htn).
34 According to one large international FI such activity is not usual.
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country to which it is being shippede.. shipment)
semiconductor manufacturing equipment beit

shipped to a country that has no electroni

industry)

Traderelated transactions potentially moderately indicative of FoP

Bl Involvement of front companies, also sh{ FATF 2008 Repo 3 & 7 (DPRK), 1] Legitimate trade
companies €.g. companies that do not have | (Typology 17) (Syria), 19, 33 & 3
high level of capitatation or displayother shell (Iran), 47 (Pakistan
company indicators such as absence of online 52 (state not
physical presence) specified), UN Pang

on Iran3® Australian
authorities’

B2 Involvement of a small trading, brokering | This report 1 & 5 (DPRK), 1 Legitimate trade
intermediary company (may be carrying @ (Syria), 17, 2 26,
business inconsistent with their normal busines 28, & 40 (Iran), 47 &

48 (Pakistan)

B3 Custome is a manufacturer/dealer in produci This report 19, 28, 38 & @ /| Legitimate trade
which are subject to export controls (Iran), 53 (state no

specified)

B4 Pattern of transactions of a customer { This report 3 & 5 (DPRKJ7 &| Legitimate trade g
counterparty, declared to be a commerc 35 (Iran) unlikely unless the
business, suggt they are acting as a mone moneyremittance
remittance busines¥ business is licensed

35 paras 70, 71 of UN Panel on Iran Final Report of 2014 (S/2014/394).

36 Australian authorities consider the biggest enabler for transactions circumventing sanction cdotimsthe use of shell companies. The use of shell
companies enables transactions to occur through the Austtsied entity to a designated entity without detection by the bank, and without subsequent
reporting to authorities. On occasions Austrdbiased entities have been unaware that the shell company was acting on behalf of a designated entity.

37 A remittance business is one that specializes in transfer of money. A license is usually required.
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B5 Transactions between companies on the basi§ This report 3, 7 & 8 (DPRK), 4 Legitimate trade
Gf SRISNE | NNI vy TnénivnGe/ theid (Iran)
need for international financial transactiot¥s

B6 Customers or counterparties to transactions @ This report 8 (DPRK), 12 (Syrii Legitimate trade
linked (for example they share a common phys 24 & 46(Iran), 49
address, IP address or telephone numbertheeir (state not specified)
activities may be coordinated)

B7 Transaction demonstrates links  betwe{ FATR2008 Report 11 (Syria), 19, 24 { Legitimate trade, fof
representatives of companies exchanging gof( (Typology 16) 45 (Iran) example involving
i.e.same owners or management branches of multi

national companies

B8 Involvement of a university in a country | This report 13, 43 & 44 (Iran) Academic business
proliferation concern UN Panel on Irafi

B9 Description of goods on trade or financ| This report 10 (Syria), @ (Iran) | Local practice i
documentation is nosspecific, innocuous o UN Panel on DPRK| some areas of thg¢
misleading UK authoritie$! world

B10 Evidence that documds or other| This report 10 (Syria), 22 & 2| Other criminal
representations (for example relating to shippir (Iran), 47 (Pakistan) | activity
Customs, or payment) are fake or fraudulent

B gf SRASNE I NNJF yaISYSyd NGB FKMBEOKG 2 Alyy] SIRO @2dAL il YyYAB aa &ya RS/t my |

period of time the companies may need only infrequently to transfer funds to settle accounts.

39 Footnote b, Table 1 of Annex 2 of UN Panel on Iran Report of @NM4ocument S/2014/394). See also para 63 of UN Panel on Iran Report of 2015 (UN

document S/2015/401) for individuals connected with universities in Iran that were subject to designations under UN sanctions
40 paragraph 73 of Panel on DPRK Report of 20M6document S/2016/157).

41 According to UK authorities, shipping documents for proliferation sensitive items may refer to the goods being shippexspalges or samples; such

wording should be considered a suspicious indicator.
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B11 Use of personal account to purchase indust| This report 28, 43 & 44 (Iran), 4] Legitimate trade (but
items (Pakistan¥ not usual)

B12 Transaction involves financial institutions wi FATF 2008 Repol 3 (DPRK), 10 (Syri§ Legitimate trade
known deficiencies in AML/CFT controls and (Typology 7) 24 (Iran)
domiciled in countries with weak export contr,
laws or weak enforcement of export contrdaws

B13 Circuitous route of shipment (if available) and| FATF 2008 Repo, UN Panel on Irdd To reduce costs, @
circuitous route of financial transaction, possil (Typology 15) avoid sanctioned
through jurisdictions with weak financi entities or country or
regulation or wed financial regulation war zone

B14 Transaction involves shipment of goo FATF 2008 Repo| 10 (Syria) Legitimate trade
inconsistent with normal geographic trag (Typology 5)
patterns €.g.does the county involved normally
export/import goods involved?)

B15 Trade finance transaction involves shipment rol FATF 2008 Repol The  location  of Legitimate trade
(if available) through country with weak expq (Typology 3) network  overseas
control laws or weak enforcement of expa hubs may be ¢
control laws reflection of this

factor

B16 Transaction involves individuals or compan FATF 2008 Repo The location of Legitimate trade
(particularly trading companies) located | (Typology 4) network  overseas
countries with weak exportantrol laws or weak hubs may be ¢

enforcement of export control laws

reflection of this

factor

Traderelated transactions potentially weakly indicative of FoP

42 Apparently rarely seein DPRK networks (Case No 2) although a possible exception could be cases involving DPRK diplomats.
43 Annex V of UN Panel on Iran Final Report of 2015 (S/2015/401).
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Cl Based on he documentation obtained in th{ FATF 2008 Repo| 10 (Syria), 44 Duty or tax
transaction, the declared value of the shipmg (Typology 8) (Pakistan), UN Pan( avoidance, or trade
was obviously undevalued visa-vis the shipping on Irarf4 based money,
cost laundering

C2 Inconsistencies in information contained in tral FATF 2008 Repo| 19,22 & 36 (Iran), 49 Sloppy practices
documents and financial flows, such as nanj (Typology 9) & 51 (state not
companies, addresses, final destination.etc specified)

C3 Pattern of wire transfer activity that show FATF 2008 Repo| 26, 30 & 31 (Iran)53| Legitimate trade
unusual patterns or has no apparent purpose | (Typology 20) (state not specified)

C4 Customer vague/incomplete on information | FATF 2008 Repo| 44 (Iran) Other financial crime
provides, may be resistamo providing additional (Typology 12)
information when queried

(65) New customer requests letter of cred FATF 2008 Repo Legitimate trade
transactionawaiting approval of new account | (Typology 13)

(@3] Wire instructions or payment from or due t FATF 2008 Repo Legitimate trade
parties not identified on the original letter ¢ (Typology 19)

credit or other documentation

44 Para 43 of UN Panel on Iran Report of 2013 (UN document S/2013/331)
45 According to onénternational bank this would be a trigger for further investigations of possible financial crime.
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Using Table 2 tditigate Risks of FoP

The risks of FOP need to be properly undieosl in order for states or FIs to be able to
decide what measures to take to mitigate them, and the indicators in Table 2 can be
used to identify and classify potential threats and vulnerabilitiEsch FI will have its

own policy regarding risk assessm® but even if FIs do not conduct a risk assessment
specifically for FoP, they should consider proliferation finance within their wider risk
assessments. In addition FoP should be included as a specific financial crime risk when
providing training or coducting exercises to enhance staff awareness

Financial institutiongan also use Table 2 to strengthen due diligence procedures aimed
at combating FoPAs pointed out above, identifying FoP is difficult because most
transactions occur within normal bumss transaction pathways, and can be masked
because of the "noise" associated with all legitimate transactions. Depending on their
business model, Fls could incorporale indicators in Table 2 into Know Your Customer
(KYC) procedures, transaction scriegnprocedures, transaction monitoring systems
and suspicious activity investigations, regulatory reporting procedures, and due
diligence connected to trade finance operations.

Because the indicators might reflect other financial crime or legitimate iggtia key
challenge is to avoid a large number of false identifications. Individual Flsecaaps

make best use ofdble 2 by basing an identification of FOP on patterns of financial
transactions that match more than one indicator, or a number of indisaperhaps
variously weighted. \&ightings might be determined on the basis of FoP risk
assessments and operational experience. The business products of an Fl, its customer
base, and its geographical footprint, amongst other factors, might also impact
weightings. An FI might also determine that different indicatare applicable at
different stages of a financial transaction cycle.
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Possible Future FoP Typologies

Without exception, the case studies analyzed in Part Two involve classic and established
financial mechanismgwire transfers, trade finance products, cash, checks and in a few
cases credit cards. There are no examples relating to digital currencies or new payment
methods. However, momentum is building to exploit digital currency technology for
legitimate trade purpose&and digital currencies offer opportunities for cybercrime
that could extend to FoP.

In the meantime, other forms of cybercrime may offer opportunities to finance
proliferation. For example, cyber attacks that took place on Wriay 2016 targeting

the Bangladesh Central Bank were intended to make fraudulent transfers totaling as

much as UB 951 milionFNRY GKS . Fy3flRSakK /SyiNrt . I y|
Reserve Bank of New York. Most of the attempted transfers were hiipdke U 81

million was routed to accounts in the Philippines and diverted to casinos there.

Research conducted by Symarfteand BAE Systertfindicates that elements of the

code used in the malicious software deployed by the attackers were identicalde

dzZaSR Ay |y a0l 2y {2yeéeQa |12tteg22R &aidzRA
asdlLazarus and has carried out a wide range of attacks since 2009, including on banks.

The group may be based in DPRIK in North Chin&° The degree to which it wks on

behalf of DPRK interests is not cléalt may be a mercenary organization.

Most of the funds stolen from the Bangladesh Central Bank are still missing. It would

appear possible, and logical given the priority placed by DPRK on WMD, that at least

soYS Yl & KI@S 0SSy RAGSNISR (2 FTAYylFLyOS 5twYQ
DPRK and could have been placed relatively easily into the international financial system

for this purpose.

46 European banks to launch blockchain trade finance platform, Martin Arnold, Financial Times, 26 June

2017 pttps://www.ft.com/content/6bb4f678-5a8¢11e7-b553-e2df1b0c322).

47North Korean hacking group behind recent attacks on banks: Symantec, Jim Finkle, Reuters, Mar 15

2017 bttp://lwww.reuters.com/article/us-cybernorthkoreasymanteeid USKBN16M3Y.J

48 Bangladesh heist linked to attack on Sony: BAE researchers, Jim Finkle 13 May 2016, Reuters
(http://www.reuters.com/article/us-usafed-bangladeskmalwareidUSKCNOY40NLC

4 Group IB Report Lazarus Arisen (http://www.greibpcom/lazarus.html)

Op2NIK Y2NBFST OeoSNFGdl O a EntRaméddge Askobiatedl Rress 22Kiné ¢S NS |
2017 pttps://www.novetta.com/2017/06/north-koreacyberattacksand-lazaruswhat-we-really-know/).

51 |bid.
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Policy Implications

The world may be under a deeper shadow from WWBn at any time since the Cold

War.5t wYQa ydzOf SFNJ FyR otfftAadAO YAaaArtsS LINERS3
controlled by an unpredictable regime. The nuclear arsenals of India and Pakistan,
countries characterized by lorrgnning and deegseaed mutual mistrust, remain a

serious threat to regional stability. Despite commitments to destroy its chemical
weapons:?the Syrian government has deployed them on the battlefield. If States that

currently rely for their security on US guarantees begilose trust in those guarantees,

global nuclear proliferation could increase dramatically. In addition, within eight years

many2 T GKS NBalONIAyGa 2y LNFYyQad ydzOf SI NJ LINE 3N

Under these circumstances it is important that $&tensure they have every means
available to detect and disrupt proliferatioBvery aspect of proliferation has a financial
componentandthe ability to detect and disrupt FoP is central to this objective.

This report provides authorities with a largemhber of case studies that illustrate what
FoP looks like in practice. Armed with this information, states and FlIs authorities should
consider the following measures to mitigate FoP risks:

1 Authorities should carry out national FoP risk assessments, andeasittments
and agencies to address any gaps identified;

1 Authorities should treat FoP as a separate subject to ML and TF, even if some of
the indicators may appear similar. This will ensure information relating to FoP is
clearly identified as suctor the purposes of risk assessments by governments or
financial institutions

1 Where obligations to report on dP are absent, regulators should approve
legislation, regulations or guidance for Fls as appropriate;

1 Regulators should consider whether existing comioation with Fls regarding
FoP can be made more effective;

1 Authorities should consider how to maximize the potential role that
identification and disruption of FoP can play in combating proliferation of WMD,
including partnerships with Fls;

1 Authorities shalld ensure effective channels of communications with partner
countries and international organizations, capable of handling and protecting
sensitive financial information.

52 UN Security Council resolution 2118 (2014).
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Conclusion

The objectives of this Final Report are to illustrate what FoP ctlyreoks like and to
characterize the underlying typologieShe multiple case studies describeshable
identification of current indicators of possible financing of proliferation. In addition to
those listed in the FATF 2008 Repaiich as transactionsonnected with designated
individuals or entities or with countries of proliferation conceadditional indicators
include transactions involving individuals connected with counteésproliferation
concern, the use of cash, the involvement of small iingdor intermediary companies,
unlicensed moneyemittance businesses, businesses linked in some way (for example,
the same physical or IP address or whose activities are coordinated), the involvement of
universities in countries of proliferation concemon-specific descriptions of goods or
materials, the involvement of goods and materials subject to export controls, fake or
fraudulent documentation and the use of personal accounts.

The report is intended to help government practitioners to identify Fofl thus
provide additional options to identify and disrupt underlying WMD procurement
networks. It will help governments to carry ouhational FoRisk assessmentand will
assist regulators in providing guidance to financial institutions. The repbrilso assist
financial institutions to carry out FoPski assessmentand ensurethat due diligence
procedures are fit to counter the threat; it will helfimancial institutionsto remain
compliant with WMDrelated sanctions and other contrgland to iderify and report
transactions as required by regulators.

Many of the cases described here demonstrate that FOP networks can be persistent,
resilient and adaptable to pressures imposed by sanctions and other controls.

Identifying and disrupting FoP is poteally a key tool to ombat WMD, butis most
likely to be successful when governments and private sector cooperate and coordinate
in sharing informationBy illustrating what FoP currently looks likast report actively
facilitates this goal.
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Annex 1 ProvisionsRelating to FoRContainedin UN Security Council
Resolutions and FATF Standards

UN resolution 1540 (2004) and successor resolutions: the following provisions relating
to FoP:

1 Operational paragraph (OP) 2 requires all States to have effectiwettaprohibit
non-state actors to finance nuclear, chemical or biological weapons (WMD) and
their means of delivery;

1 OP 3(d) requires all States to implement effective controls to prevent financing of
exports or transshipments of WMD and their means ofldery.

UN resolution 1718 (2006) on DPRK, and successor resoldtitms following
provisions related to financial sanctions:
1718 (2006)

1 Imposes anassets freeze on individuals or entities designated for their
Ay @2t @SYSyG Ay 5t wYQaurémarss ettdN® @ Ndoséa ® ¢ KS
operating on their behalf or at their direction;

1874 (2009)
1 Calls upon Member States to prevent provision of financial services or transfer of
financial resources that could contribute to prohibited programs/activities;
1 Designate additional individuals and entities.
2094 (2013)
1 Bans provision of financial services, or transfer of financial assets or resources that
O2dzZ R O2y iNRAROGdz0S (G2 5twYQa 2a5 2NJ 20KSNJ LJ
1 Designates additional individuals and entities.
2270 @016)
1 Expands financial measures, includingamsets freeze on Government of DPRK
FYR AGa 22NJSNERQ tIFINIé SyGdAGASa aaz20Al GaS|
1 Prohibits DPRK banks from opening new branches; requires States to close existing
DPRK &nk branches in their territories; prohibits Member States from opening

branches in DPRK; requires States to close existing offid@PRK if related to
prohibited programs or sanctions violations;

1 Imposes sectoral sanctions with bans on sales of coaknalis and fuels;
1 Designates additional individuals and entities.
2321 (2016)

53 As of 21 August 2017, successor resolutions are 1874 (2009), 2087 (2013), 2094 (2013), 2270 (2016),
2321 (2016), 2356 (2017) and 2371 (2017)
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1 Prohibits the provision of insurance or-iesurance services to vessels owned,
controlled operated or flagged by DPRK;

1 Expands sectoral sanctions by including copper, nickeersand zinc to items
banned for sale by DPRK;

1 Strengthens financial measures by requesting closure of existing representative
offices, subsidiaries or banking accounts in DPRK; prohibiting public and private
financial support for trade with DPRK; expallindividuals who are believed to be
working on behalf of or at the direction of DPRK banks or financial institutions;

1 Designates additional individuals and entities.

2371 (2017)

1 Imposes full ban on sales of coal, iron and ore; adds lead and lead ore to

commodities subject to sectoral sanctions;

1 Expands financial sanctions by prohibiting new or expanded joint ventures and
cooperative commercial entities with DPRK;

1 Includes companies performing financial services in the definition of financial
institutions, for the purpose of implementing financial sanctions;

1 Designates additional individuals and entities.
2375 (2017)

1 Introduces a full ban on the supply, sale or transfer of all condensates and natural
gas liquids, and restricts refined petroleum productsl @nude oil, toDPRK;

1 Introduces a ban on the export by DPRK of textiles;

1 Expands financial sanctions by prohibiting all joint ventures or cooperative entities
or expanding existing joint venturegth DPRK entities or individuals;

1 Designates additional dividuals and entities.

UN resolution 2231 (2015) relating to Iran includes the following financial provisions:

T LYLI2&aSa NBAUNAROGUAZ2YAEA 2y LINRPOGAAAZ2Y 2F TFAYL
nuclear, ballistic missile or conventional weapons pratga

1 Imposes an assets freeze on individuals or entities designated for their
Ayo2t dSYSy i Ay LNIryQa olffAadAO0 YAaartsS 2
IslamicRevolutionaryGuards Corps.

The FATF standards of 2012: the following recommendatioesast to FoP:
1 Recommendation 7. Requirement to implement targeted financial sanctions in
compliance with UN Security Council sanctions related to WMD and its financing;

1 Recommendation 2: Requirement for domestic authorities to cooperate and
coordinate overpolicies and activities to combat FoP.

The effectiveness with which FATF countries implement these recommendations are
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measured in the course of mutual evaluation reviews under:

M Immediate Outcome 1: WMD risks understood and actions to combat them are
coordinated domestically;

1 Immediate Outcome 11: Individuals and entities involved in WMD are prevented
from raising, moving and using funds.

32



Annex 2 FATF 2008 Report on Proliferation Financing: Indicators of
Possible Proliferation Financirtg

1. Transaction inglves individual or entity in foreign country of proliferation
concern.

2. Transaction involves individual or entity in foreign country of diversion concern.

3. Trade finance transaction involves shipment route (if available) through country
with weak export ontrol laws or weak enforcement of export control laws.

4. Transaction involves individuals or companies (particularly trading companies)
located in countries with weak export control laws or weak enforcement of
export control laws.

5. Transaction involves ghment of goods inconsistent with normal geographic
trade patterns €.g. does the country involved normally export/import good
involved?).

6. Transaction involves shipment of goods incompatible with the technical level of
the country to which it is being shppd, €.9. semiconductor manufacturing
equipment being shipped to a country that has no electronics industry).

7. Transaction involves financial institutions with known deficiencies in AML/CFT
controls and/or domiciled in countries with weak export contralvé or weak
enforcement of export control laws.

8. Based on the documentation obtained in the transaction, tleeldred value of
the shipment was obviously undealued visa-vis the shipping cost.

9. Inconsistencies in information contained in trade documears financial flows,
such as names, companies, addresses, final destination etc.

10. Customer activity does not match business profile, or-aadr information does
notmatchenddza SNNa o0dzaAySaa LINRFAE SO

11.Order for goods is placed by firms or individuals frimreign countries other
than the country of the stated endser.

12.Customer vague/incomplete on information it provides, resistant to providing
additional information when queried.

13.New customer requests letter of credit transaction awaiting approval of new
account.

14.The customer or counterparty or its address is similar to one of the parties found
2y Lzt AOfte | @FAfrofS tAada 2F GRSYASR

54 Page 54 of the Report (http://www.fatf -
gafi.org/media/fatf/documents/reports/Typologies%20Report%200n%20Proliferation%20Financing. pdf
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contraventions.

15. Circuitous route of shipment (if available) and/or circuitowsite of financial
transaction.

16.Transaction demonstrates links between representatives of compganie
exchanging goodse. same owners or management.

17.Transaction involves possible shell compangeg.Companies do not have a high
level of capitalization iodisplays other shell company indicators).

18! FNBAIKG F2NBFNRAY3I FANNY Aa tA&adSR

19. Wire instructions or payment from or due to parties not identified on the original
letter of credit or other documentation.

20. Pattern of wre transfer activity that shows unusual patterns or has no apparent
purpose.
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Annex 3 Comparison of ML with TF and FSP

Money Laundering

Terrorist Financing

Financing of Proliferatiorn

Source of Internally from within| Internally ~ from  seH | Statesponsored
Funds criminal orgaruations | funding cells (centered o| programs
criminal activity)
Externally from
benefactors and fund
raisers
Conduits Favors formal Favors cash couriers ¢ Favors formal financig
financial system informal financial system| system
such as hawala an
currencyexchange firms
Detection Suspicious Suspicious relationshipy Individuals, entities
Focus transactions such a such as wire transfer| states, goods an(
deposits between seemingly materials, activities
uncharacteristic ol unrelated parties

Odza 12 YSND A&
the expected activity

Transaction | Large amounts oftef Small amounts usuall Moderate amounts
Amounts structured to avoid below reporting
reporting thresholds
requirements
Financial Complex web o] Varied methods including Transactions look lik
Activity transactions often| formal banking system normal commercia
involving shell or fron{ informal  valuetransfer | activity, dructured to
companies, beare| systems, smuggling ¢ hide origin of funding
shares, offshorg cash and valuables
secrecy havens
Money Trail | Circular ¢ money| Linear¢ money generated Linear¢ money is used tq

eventually ends uf
with the person who
generated it

is used to propagats
terrorist  groups and
activities

purchase goods an
materials frombrokers or
manufacturers

55 This chart is based on a presentation by James R Richamells Fargo, 2005, quoted in the CAMS
Examination Study Guide"%Edition. The author has added to this presentation the Fgand column,
headed Financing of Proliferation.
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Annex4. CriminalCases

Case 1: US District Court Northern District of lllinois Eastern Division, United States of
America v. Hsien Tai Tsai and Y-tsun Tsai, Case 12CR829, indictment filed 26 June
2013; Affidavit of FBI SpatiAgent in Support of Extradition.

Cases3, 4: United States District Court District of New Jersey Criminal Complaint Case
16-06602 filed 3 August 2016, United States of AmeriddandongHongxiandndustrial
Development Co Ltd, and others, and relategtifled Complaint for forfeiture in rem
dated 26 Sep 2016.

Caseb5: Public Prosecutor v Chinpo Shipping Company (Private) Ltd [2016] SGDC104;,
Chinpo Shipping Co (Pte) Ltd v. Public Prosecutor [2017] SGHC 108, 12 May 2017.

Case @: In the United States Drstt Court for the Middle District of Pennsylvania,
United States of America v. Harold Rinko and others, Case 312CR294, filed 20 Nov 2012.

Case€l6: Indictment US District Court Southern District of New York 13 CR 00144 filed 28
April 2014, Complaint 14CVBB, dated 29 April 2014,

Casel7: Umeda, Sweden, District Court records (Case-BG8ate 3 May 2010)

Case 3: United States District Court Southern District of Texas Houston Division, United
States of America v. Barham Mechanic and others, 15CR204ri12@@416;

Cased0: US District Court Eastern District of New York, Case 16M134, 18 Feb 2016.

Case Z: United States of America v. Naeem Malik and Nadeem Akhtar, Indictment filed
in the US District Court for the District of Maryland, case 10CR00103, th 2@t0.

Case 8: US District Court for Middle District of Pennsylvania US v. Shafgat Rana, Abdul
Qadeer Rana, Shahzad Rana, Optima Plus International LLC, Afro Asian International Pvt
Ltd Case 14CR29, 22 January 20h¢ case has yet to come to court.

Case 50: United States District Court Southern District of New York, United States of
America v Peter Gromacki, case 12CR00302, 19 April 2012.

Caseb6: Press Release: Investigation result of lllegal transfer case of Iran fund of 1.9
trillion won, 24 January2013 Seoul Central District Public Prosecutors’ Offiée
Affidavit of Sue Chambers in support of Verified Complddatse 3:14cv65 of 2 May
2014; United States District Court for the District of Alaska Indictment Case 3:16cr00142
of 14 Dec 2016.

56 http://www.spo.go.kr/seoul/noticénotice/notice01.jsp?mode=view&article_no=549099&pager.offset=
0&search:search_val:search=%25C0%25CC%25B6%25F5&search:search_field1:equalsl=A.etc_char5&sear
ch:search_key:search=article_title&search:search_vall:equalsl=&board_no=116&stype=&info_id=&seq_i

d=.
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Annex5. Further Reading

Typologies Report on Proliferation Financing, Financial Action Task Féhag 2008

Combatting Proliferation FinancingA Status Report on Policy Development and
Consultation Financial Action Task Foré&bruary 2010

Javier SerratFinancial Interdictions to Curb Proliferation, Arms Control Association, 5
July 2012

Financial Controls and CourtBroliferation of Weapons of Mass Destruction, Nikos
Passas, Case Western Reserve Journal of International Law, Vol 44, Issue 3, 2012

The Implementation of Financial Provisions of United Nations Security Council
Resolutions to Counter the Proliferation of Weapons of Mass Destruction, Financial
Action Task Force Guidance June 2013

Emil Dall, Andrea Berger and Tom Keatjn@et of Sight, Quof Mind? A Review of
Efforts to Counter Proliferation Finand&hitehall Reports20 June 2016

Emil Dall, Tom Keatinge and Andrea Bergeéountering Proliferation Finance: An
Introductory Guide for Financial Institutions, RU&her Publicationsl9 Apil 2017

Andrea Berger and Anagha Jos@iuntering Proliferation Finance: Implementation
Guide and Model Law for GovernmentRUSI, er Publications21 July 2017
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PartTwo

Case Stug Analy®s

The following cases areategorizedby country program where specified or type of
activity. Within eachcategory cases are listed chronologically according to datés
activity specified in the text. Where dates are not specifitee chronology is estimated.
A key to the figures is provided below.

KEY

Countries:
Country A

Country - border is colour-coded. Red border

represents a proliferator country -i.e. a country that

is seeking goods/technology for its proliferation
Country B

Country - orange represents a neighbor country to

the proliferator state in question
Country C
Yelow barder denotes a country that is an intermediary country in the case
concerned, either an intermediate or transit destination for the goods/technology
being procured, or involved in the finandng or brokering arrangements.

Country ¥

blue border denotes a country that is the source of
supply for the goodstechnology being procured in a
case
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Entities (selection shows commonly used icons)

s Ty
Individual
e iy
s Ty
Commercial company or other organization
e iy
' it
Bank account

b A

4 ™y
Bank or other finandal institution

. vy

¢ ™y
Manufacturer/supplier of goods

. vy

¢ ™y

Government department or agency
. vy

List of entities - where several entities are
shown grouped on a chart, and it would not be
practical to put an individual symbol on the
chart for each entity, a text box with the list
of entities written within is used, If the
entities are all of the same general type, then
three appropriate entity icons and colour
shading may be used to designate this. In this
example, rose bax filing is used to indicate
companies involved in the export or movement

of goods

p .y
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Links and flows:

Thick gray line line denotes an unspedified link between tweo entities, e.g.
ownership, organizational connection, etc, Text on the link label may be used to
give information regarding the nature of the link. In some cases an arrow may
be induded to show the direction of some relationships, such as ownership.

Black line with arrowhead denotes finandal transfer between two

entities, arrowhead shows direction of movement of funds

Black dashed line indicates some kind of value transfer arrangement of
unknown type, or bank guarantees/similar arrangements put in place
(text annotation gives specdifics in a particular case).

L L L L LT T T T

Black dotted line with arrowheads denotes a suspected or unconfirmed
= transfer of funds, or a planned future ttransfer

Rose dashed line denotes movement of goods/technology being
purchased

Blue line indicates negotiations for the purchase of goodsftechnclogy
or the placing of an order for goods/ftechnology, or arrangements

being made for the export/supply of goods.
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Case 1A resilient procurement network adapts to designations (2089)

According t02015US court documents, a network of individuals including Individual 1,
based in Taiwan and his son Individual 2, basd¢ldarUS, wre under investigation from
2009 for export of U®rigin goods and machinery that could be used to produce
weapons of mass destructios.

According to thedocuments the network consisted of at least three Taiwhased
companies set up and manageby Individual 1: Global Interface Company; lits
subsidiary, Trans Merits Co L&hd Trans Multi Mechanics Ltdl Y RA @ AviRfdabas ™M Q &
an officer in Global Interface Company Inc, and Trans Merits Cdnidigidual 1and

Trans Merits Co Ltd were cadnied by Taiwanese authorities in 2008 in connection with
shipping restricted materials to North Korea.

In January 2009 the US Treasirgpartmentdesignated Individual 1, his wife, Trans

Merits Co Ltd and Global Interface Company Inc for support to threakMining
5S@St2LIYSYd ¢NIRAYy3a /2NLIR2NIGA2Yy oOoYhalL50% |y
programs. In effect, US persons could only do business kiividual 1and his

designated companies with a licend®m the US Treasury Office of Foreign Assets

Control (OFAC)

According to a separate report, a few months laitemid-2009,US authoritiedearned

that Individual 1 was due meet a KOMID representative in Singapore to receive a
payment, possibly for shipment of equipment worth over USD 850,000Csildgsin
cash®®

Despite his designation in January 20@8er that year Individual 1 imported a precision
machine toolfrom the UShrough his third, nordesignated, Taiwanese company, Trans
Multi Mechanics Ltdandwith the assistance of his son.

Trans Multi MechanicsLtd was represented on the related export documents as

purchaser and endser. Although payment was initiated by Trans Merits Co Ltd, the
involvement of a designated entity in the transaction was hidden because the wire

transfer, to IndivRdz £ HQa ! { o6Fy{l F002dzyizx G221 LI OS
bank account in Taiwan.

Similarly, subsequent financial transfers from Individual 1 to his son took the form of

two wire transfers from a bank account in Taiwan controlled by his daught effect
hiding from the US banking system the involvement of a designated individual (Figure

57 This case was Case No 1 in the Interim Report of 5 February 2017.

S8For example, indictment filed 26 June 2013, US District Court Northern District of lllinois Eastern
Division, Case 12 CR 829, United States of America v. Hsien Tai Tsai aHduvuéai, and Affidavit of

FBI Special Agent in Support of Extradition.

5% US Department of State cable dated 14Aprii 2009, quoted by Wikileaks
(https://wikileaks.org/plusd/cables/09STATE36855html).
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1). Individual 2 also set up a W&sedcompany, Factory Direct Machine Tools, to help
RSOSt2L) 0dzaAySaa ¢gA0GK KAa FlOGKSNRa O2YLI yASsH

DPRK Taiwan
;El Orders? Lﬁfl
Korea Mining Development Individual 1's _“fl
Trading Corporation Global Interface Company Inc y -
(KOMID) -~ Individual 1's
+* Trans Merits Co
M=,
I
Individual 1's
. daughter's “-;I
" account at R
Cash transfer Casl:'transfer? First Commerce Bank Individual 1's
- / Trans Multi Mechanics Ltd
Singapore "l =
5% =
L. HHT's account at L\?
" Two wire transfers First Commercial Bank h
“3.;,,‘ total USD 116,950 Trans Multi M;:cl;anic's
ed account a
Payment of $850,000 St First Commercial Bank
in cash to Individual 1 Individual 1)

Wire transfers
(arranged by Wire transfer
Individual 1) usD 7,200
(arranged by

Individual 1)

Usa [_r_"‘///

L\if Wire transfer USD 6,500 E;a:
Individual 2's account at Citi Bank US Supplier bank account
e —
§0 i -
Individual 2's Factory: L\?_,': I
Direct Machine Tools Global Interface account a =
at 1.P. Morgan Chase US Supplier

Figurel. DPRK procud Sy & ySGg2N] Ay@2ft dSa FTFIKSNRA | yF
and US

Key Points
1 Asmall family companyvas involved family members were connected with the
state through which goods and materials were bedigerted (rans-shipped)

1 The network was resilien despite designation of the main figure (Individual 1)
and two of his companies, the network adapted by creating additional companies,
and expanded its proliferation and negaroliferationtradingactivities

1 Itis not clear hovthe network was financedypKOMIDAL least one cash transfer
may have taken place Bingapore

1 The network was also used for ngpnoliferationrelated business (including
procurement tothe US).
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Case 2FoP by avoiding international financial transactions (2090)

In December 202, North Korea launchean Unha3 rocket Debris recovered from the
launch was found tacontain pressure transmitters. Investigation of these by the UN
DPRHKPanel of Experts revealed that they were purchased by a Tdbased company,
Royal Team Corporat (RTC), from a Utased company.

Transfer of the pressure transmitters from Taiwan to Pyongyang took place in two
transactions, in December 2006 and May 264After the transmitters were shipped
from the UK to Taipei, RTC hacatried them on flights va Beijing to Pyongyarfg
where they were delivered to a North Korean company, Korea Chonbok Trading
Corporation (KCTC).

RTC said that KCTC paid for the 2006 transaction by a transfer via a Malaysian bank of
71,70EUR The transfer may have involved thepresentative of the Bank of East Land
in Malaysiasee Figure?).

For the 2010 transaction, RTC provided two different descriptions of its reimbursement

by KCTC (no documentation was provided to support either scheme). The first method

(method 1) was by mans of a payment offset arrangement: RTC argkcond Taiwan

based company, Company A, took part in a trade fair in Pyongyang. The fair was
organized by a North Korean company, Korean International Exhibition Corporation

(KIEC). Company A owed KIEC fotigipation of Taiwarbased companies in the fair

a sum of money imilar to that KCTC owed RTC for the pressure transducers. The

LI NIASEQ O2YYAlYSyda ¢ SN efuaenta@thedsitof LI &8 Ay
the pressure transducerand Company A transfring an equivalenamountto RTC.

RTC subsequently claimed that it had been paid in cash by KCTC in Pyd¢nwtand

2) and that Company A was not involved. RSB itused this cash to pay KIEC for the
participation of Taiwafbased companies in thedde fair.

50 This case was Case No 2 in the Interim Report of 5 February 2017.

¢ KS adzYYFrNE 2F (GKA& OFLasS Aa GF1Sy FTNRBY GKS !'b tlySt
UK company was not made aware of the ultimate -e1sér.

62Without declarirg them to Customs authorities.
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DPRK
e
UNHA-3 rocket
"'_3'.5-l *_'—_'_"‘—'—-—-—-_Pavment in 2010
Korea International Exhibition Corp (Method 1)~ 5::__:'
(KIEC) E— =
Korea Chonbok Trading Co Ltd
Payment in 2010 (KCT)
(Method 2) Payment in 2010
‘,/_(Hetha-d 2)
RTC representatives
in Pyongyang
Payment in 2006
Taiwan Malaysia l
=-| Payment in 2010 =-| —p i 2006 = |
— (Method 1) = ayment in %
Company A Royal Team Corp Bank of East Land
(RTC) (UN designated)
Shipments
UK Sﬁpplier

United Kingdom

Figure2. Procurement of pressure transducers by Korea Chonbok Trading Co Ltd and
payment methods

Key Points

1 The payment offset arrangement described here would have been difficult for
financial authorities or institutions to track; no finaattransactions took place
through the international financial system

1 Similar offset arrangements in connection with circumvention of financial
sanctions on Iran were described by the UN Panel onffran.

63 para 59 of the UN Panel on Iran Final Report 2015 (S/2015/401).
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Case 3A designated DPRK bank maintains finanoiglerations through DHIDfront
companies (2002015)

The following is based on the contents of US court documé&hts.

Korea Kwangson Banking Corporation (KKBC) was listed by OFAC on 11 Aug 2009 for
LINE GARAY A FAYIYOALFT aSNIA OJsiic nfisyilepidgizindJ2 NI 2 F
Dandong Hongxiang Industrial Development Co Ltd (DHID) is a trading company based in
Dandong, China, on the border with DPRK. DHID management personnel created a

series of front companies, and opened corresponding bank account§hima and

overseasto facilitate transactions funded by and/or guaranteed by KKBC. According to

its owner, DHID, a Chiral 8 SR G NI RAy3 O2YLIl yesz I 002dzyiSR
trade with DPRK in 2010. At times, DHID and its front companies managddllthe

logistical chain of commodity contra¢t@t other times they facilitated US8ollar

transactions between DPRiased entities and suppliers in other countries.

According to US court documents, a-tit$lar accountheld by DHID at a KKBC branch in
Pyongpangwas usecby KKBC td dzy R 51 L5 F2NJ O2YY2RA (& LIJzZNOKI
front companiesoverseasA hank statement figure 3) shows deposits from a variety of
sources(including cash) thatrequently correspond tavithdrawals (including cashof

equivalen or similarfundsaround the same time.

According to US court documentshese bank statements show that dedgek
accountingsystem was in operation between KKBC and Ddttiwugh he documents

do not specify how this system operated in practiSemeof the credits and debitso

51 L5Qa ol yl I OOragzfiavecokrgspondéd2ty @adrdsyal equivalent

debits and credits at different DHID front companies overs@éthdrawals in cash may

alsohave beemhysically transferred overseas and creditedDHID front companiesn

some of the cases recorded in the documents, the KKBC Dandong Representative Office

gl a NBalLRyaAaotsS F2N Y|yl 3SycAmechanisisoild LINR E& N
have enabled KKBC to settle outstanding balances with DHIDuwtttamsmitting funds

in USDthrough the US financial system (where they would have been blocked).

64 United States District Court District of New Jersey Criminal Complaint C&&605 filed 3 August
2016, United States of America v Dandong Hongxiangstridl Development Co Ltd, and others, and
related Verified Complaint for forfeiture in rem dated 26 Sep 2016.
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Case 2:16-m)-06602-JA0 Documentl Filed 0B/D3/16 Page 43 of 70 PagelD: 43
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Figure3. Bank statement for the DHID account held at a branch of KKBC in Pyongyang
illustrating a number of contemporaneous matching deposits and witldis. Note

that because the identities of pays and payees have been redacted it is not possible to
determine whether all entries reflect activity by DHID and its front companies on behalf
of KKBC, or whethesome reflectother transactions by DHID withDPRKImage tiken

from United States District Court District of New Jersey Criminal Complaint Case 16

06602 filed 3 August 2016)

1'& | FdzNJ KSNJ Ayﬁ OFrGAz2y GKFG 51 L5 ¢gla O2yR
behalf,02 dzNIi R 2 OdzY Sy (i &S iyitérhiaik reinitdnde transattionQthrough
{GFYRIFENR / KFENIGSNBR . Fyl Ay GKS '{ GAyONBI &S

three-2 ST NJ LISNRA 2 R LINA 2 NJ $i1D miNon frénc2809 0 2E&13, Aftgrr G A 2y

KKBC was designated
US court documesst identify many front companies created or purchased by DHID and
its executives for the purposes of transmitting and/or receiving money through the US

on behalf of KKBC, and the banks invol\fagli(e 4).5°

55 A separate case brought by US authorities alleges that Minzheng International Trading Limited, a
company based in Hong Kong, acts as a fromipamy for the Foreign Trade Bank of DPRK, sanctioned
under UN and US legislation and owner of KKBC, similarly to the way in which DHID is described as acting
for KKBC (Verified Complaint for Forfeiture Rem,United States District Court for the Distriof
Columbia case 1:1¢\-01166KBJ, filed 14 June 2017).
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Figure4. The network of DHID and its front mpanies supporting KKBC, atte banks
used by them in Chika

66 Based on information referenced in United States District Court District of New Jersey Criminal
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Key Points

1 The USollar bank account of DHID at a KKBC branch in Pyongyang walsyused
KKBC to fund DHID foommodity purchases by DHID front companies overseas
This enabled KKBCfinanceactivities overseas indirectly, despite its designation

1 Multiple banks in China were involved in transactions subsequently carried out by
DHID and its front companies;

1 DHID made use of multiple front companies overseas, includindniguilla,
SeychellesEngland, Wales, British Virgin Islands and Hong;Kong

T 1! af SRISNE aeaidSy ¢6la dzaSR (2 NBO2NR (NI y:
companies.

Complaint Case 166602 filed 3 August 2016, and related Verified Complaint for forfeiture in remddat
26 Sep 2016.
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Case 4DHID front company facilitates financing of urea trade by designated bank
(2013)

The following is bsed on US court documents.

The documents describe a number alasesof the use of the front companies to

O A NI dzY @ S sting by OFACTR& followings the most recentinvolving purchase

of urea fertilizer in 2013 (Figurg). Although this does notinvolve WMD goods and
materials the methods of circumvention of financial sanctions by KKBC and DHID could
readily be adapted to such procurement.

In March 2013 DHID agreed to sell 20,000 metric tons of urea fertilizer to a DPRK
company, subject to a guantee from KKBC that payment had been made by the
company before the cargo was to be loaded.

Hongxiang Industrial Development (H.K.) Limited, a DHID front company in Hong Kong,
subsequently arranged the purchase of 10,000 metric tons of urea from ap®mega
Distributor.

Bank records show that Fully Max Trading Ltd, aka¥éd DHID front company, paid

the Singapore supplier almoBXSD3.9 million, in a series of seven installments between
May and June 2013. All the payments transited the US finans&rmy Bank records

also show that between May and June 2013, Fully Max Trading Ltd received a deposit of
about USD4.8 million into its account at China Merchants Bank from a DHID ac&unt
These funds transited the U.S. financial system through a USspomdent banking
account at Standard Chartered Bank. DHID made a profit of about 23% on the deal
(DHID made similar profits on other deals described in the court records).

57 1bid.
68 Based on details contained in US court documents the DHID account was almost certainly also held at
China Merchants Bank.
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Figure5. DHID and its network of front companies enable KKBC to finance tle ure
trade despiteits designation

Key Points

1 The network of DHID and front companies involved extended to China, Hong Kong
and the Bitish Virgin Islands
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1 Payments made bghe DHID networkvere based on a bank guarantee from KKBC

1 It is likely that theKKBCDandong Representative Office was responsible for
transferring funds to enable DHID to pay the Singapore supplier.
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Case 5A shipping agentonvictedof FoP in 2013 (overturned on appe&)

In July 2013Panama Canal authoritieketained a North Korean vessel, the Chong Chon
Gang (CCG), while it was transiting the Panama Canal from Cuba to DPRK. Canal
authorities found a shipment of arms and related materials concealed under other
cargo/®

The CCG was operated and managed by @é&aritime Management Ltd (OMM), one
of the largest North Korean shipping companie<Costs in connection with the voyage
of the CCG were paid by Chinpo Shipping (Privateplsed in Singapore.

Following investigationsSingaporan authorities filed ciminal charges Chinpo was

convicted of financing of proliferatidain connection with asum of USD 72,016.76 that

Chinpo had remitted by wire transfer from a Bank of China account to a Panama Canal
shipping agent? Additionally Chinpo was convicted ofaoying out an unlicensed

remittance business(see Figure6). However,/ KAy LJ12 Qa O2y @A QlGA2Yy 2V
financing of proliferation was subguently overturned on appedt.

According to court document®,Chinpo Shipping (Private) Limited was a ginig agem,

chandlers and general wholesale importer/exporter. It was one of three companies run

by a family that shared the same business address, employees, and an email account for
communications with DPRK entities. Ttheee companieslso shared an account #te

byl 2F /I KAYLE OAY [ KAYyLRQa yIYSO® 5twY 9Yol
postal address. Chinpo had business relationships with North Korean shipping
companies since the 1980s, and with OMM since the-19i€0s.

Chinpo used its Bank of Chiaecount to manage funds on behalf of OMM. Monies due

to OMM (for example freight charges) were paid into the account. Monies were
NEYAGGSR FNRY GKS | 002dzyd 4 haaQa NBIljdzSSaidz:
were not able to set up their own bank @munts), or on their behalf for supplies, port

charges or other disbursements, or from one DPRK ship owner to another. Chinpo also

89 This case is an updated version of Case no 3 in the Interim Report of 5 February 2015. That case study
wasdeveloped with the assistance of Andrea Berger, Center forRtoliferation Studies at Monterey.
°The arms and related materiald:2 MiG21 jet fighters, anttank rockets, and S& and SA Russian
surfaceto-air missile systems and their components.
"YUN Panel on DPRK Final Report 6 March 2014 (S/2014/147).
2Thed LISOAFAO OKIFNHS 6l a GiUNIYAFSNNAYy3I FAYylFLYyOAlLt FaasSi
O2yNROGdzGS (2 5twYQa ¥dzOf SFNJ LINPAINFYa 2N I OGAGAGASaA
73 Public Prosecutor v Chinpo Shipping Camp (Private) Ltd [2016] SGDC104. Specifically, the Judge
concluded that the Bya 'y R NBfFGiSR YFGSNRAFIE 2yo02FNR (KS @SaasSt
nuclear capability, and thus the payment of USD 72,106.76 for transit fees through the Canal was in
O2yySOilAz2y 6A0GK 5twYQa ydzOf SI NJ OFLIoAfAGRD
74 Chinpo Shipping Co (Pte) Ltd v. Public Prosecutor [2017] SGHC 108, 12 May 2017. The High Court agreed
GAGK [/ KAYyLR2Qa | LIJISHE 2y GKS 3INRdzyRa GKIG AG gl a y2i
| DxoudNB I a2y o6f & 0SS dzaSR (2 O2y(NAROGdzESQ G2 5twYQa ydzOf
S Public Prosecutor v Chinpo Shipping Company (Private) Ltd [2016] SGDC104
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used the account to transfer funds to OM#.

According to court documentg KAy L2 {1 SLIJG NI Ol 27F @mdSasS TFdzyl
GKS®@ 6SNBE aSLJI NI GS T NP Wing afehtgenize. 30veOtkreey Rt S NEB
years, 605 remittances took place totaling more than U8mnillion, all related to DPRK

vessels. Chinpo was effectively operating a remittance business altltbagtonpany

had no license to do so from Singapore authorities.

Chinpo tried to hide its involvement with DPRK companies by removing the names of
DPRK vessels and other identifying details from remittance forms and emalil
O2NNBaLRYRSYOS® t I 2ous tbak dlacd iNdherabsericd of ibypicess I OO
or other details.

The court documents record that the Bank of Chmagely queried a remittance by

Chinpo It did sqQ however, in connection withthe paymentof expensedor the outward

fS3 2F // DQaTheR ¥ IBBhAzSARSR RSGFAta 2F // DQ:
Cuba, and thill of lading all of which were mvided.

6 Although court documents refer only to an account, or possibly accounts, at Bank of China, media
reporting ofthe case hearings suggests Chinpo also used accounts at other banks in Singapore for money
remittance activities, including United Overseas Bank and International Commercial Bank
(https://www.nknews.org/2015/09/courtcaserevealschinposhippingsties-to-north-koreal).
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Figure6. The proliferationrelated payment to C.B. Fenton and Co.FAR Y [ KA Yy L2 Qa
account at the Bank of China was funded fromemittance by Expedimar S.A. for a
shipment delivered by CCG earlier in its voyage

Key Points

1 Chinpo is an example of a small, farniy company involved iwhat was thought
to bea proliferation network

1 Althoughtransactions through K A y BaBk(b& Cma accounttriggered an alert
in relation to US sanctions on Cuyba K A Yy la@gQtanding DPRK business
connectionsapparently did not violatany triggers regardinpPRK

f Itis notclearto what extent/ KAy LJ)2Qa ol yl | O0O02dzyia ¢SNB
money laundering ¢ sums transferred far outweighed those connected with
/I KA ydeldated shipping agent/chandlery business and might have been flagged
as ML suspicious indicatorurthermor€ LJ- @ YSy i1a 6SNB YI RS TN
account in the absence of invoices other details, and details were removed
from remittance formslt is alsounusual for ship agents to hold large amounts of
money on behalf of ship owners

T/ KAyLI2Qa NBYAGGFYyOS odzaaySaa | OGABAGASE |
businesses inveed in circumvention of financial sanctio(see for example Cases
17 & 35).
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Case6: Anancial networksidentified by afinancial institution (20132016)

A recently published studycharacterzed DPRK proliferation networks as centralized

around key enties and individuals, underpinned by a global centralized system of illicit
finance reliant on key logisticatthokepointss The study considered that the great
YFE22NAG& 27F b2 NI KbetWeeiNZD13ad 201 BhbtRIBIt anddllick, O A ( &
may hae been concentrated within just 5,233 companiesainly located in idna. The

study is based on puicl records and it notes that in many cases there was no
transactionlevel financial data to confirm its analysis of suspected illicit activity.

Elements off n! 5{ Qa &idzRé NBE Ay FI OG &lexell)? NIi SR
financial data as described @ase8 below and in he following information provided by

an international financial institution

The institution searched its database of transactionsaraiing to and from
correspondent banks, in US dollars (database 1):

1 The institution correlated database 1 with names of DPRK companies identified in
the 2016 Report of the UN Panel on DPRK established pursuant to resolution 1874
(2009) (40 names in allj.This established that there were 12 names in common;

1 The institution identified 179 counterparties (CP 1s) to these 12 names in
database 1;

1 The institution further identified 582 counterparties (CP 2s) to the 179 CP1s.

1 The institution then established second database (database 2) comprising the
counterparties in database 1 to all of the ale Database 2 included names of
1300 entities.

The institution considered that it was reasonable to interpret database 2 as made up of
individuals and entities conatting business directly or indirectly with DPRKted
individuals or entities. Analysis showed that there was a high degree of connectivity
within database 2. A large proportion of the companies in database 2 engaged in
transactions with each other tamse degree.

The institution further correlated entries in database 2 with opssurce and other

evidence of connections t®PRK and identified 150 names (these wetabeled
WO2YyFANNVSR Yy2RS&£0d ¢KS AyaidaAdlddziA2ythaf dzZNIi K S NJ
conducted >33% of their transactions solely with other members of database 2. There
GSNBE Hc 2F (KS&aSs E£I106StSR aOlfOdZ FiSR y2RSa
¢CKS AyauAalddzianzy GKSy SadlofAakKSR I GKANR RI
Yy2RSa¢ | yR G @Aaysigdfdaiabde 3/shdwé&dait to ba network of

entities, including front companies or shell companies, based outfid¥RKand

registered in China, Hong Kong and elsewhere. The network was directly tizldR&

T Risky Business A Systéewel Analysis of the North Korea Proliferation Financing System, C4ADS, 2017
"8 Security Council document S/20167 (ttp://www .un.org/ga/search/view_doc.asgymbol=S/2016
/157).
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apparently generating its own business fit® and probably functioning to circumvent
financial restritons onDPRK

Examples of identified business conducted by elements of database 3:
1 Cigarette manufacturers, distributors, etc. transacted with 15 confirmed and
calculated nodes
1 Coal and minedlacompanies transacted with 5 confirmed and calculated nodes

1 Oil companies (wholesalers, storage facilities) transacted with 23 confirmed and
calculated nodes

It was difficult to find evidence of FoP (for example, transfers of dual use goods,
involvement of designated endisers) in any of the transactions involving elements of
the databases described above.

Thely & ( A U Qalteat2TViiS) dnalysis covers probably only a small portion of DPRK
financial network activities. DPRK networks almost certairdyrauch more extensive
than database 3.

Key Points

1 The networks were based outside DPRK (China, Hong Kong, also elsewhere)

1 They appeared to have a high degree of interconnectivipe network at least
appeared to be seffunding
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Case 7Financing of he Glocom Network (2016)

The following is based on the 2017 fidport of the UN Panel on DPRK established
pursuant to resolution 1874 (2009).

An interdiction of an air shipment from China to Ethiopia in July 2016 revealed 45 boxes

of military radio conmunications products and related accessories. Some of the boxes

YR FNIAOEf Sa ogSINEIYROKSE BRAWGDEROD2VKS Ay idSNR)
advertised on the website of the company Global Communications Co (Glocom).

According to the UN Panel, althglu Glocom is a Malaysimsed companyit is not

officially registered there and has no presence at its listed physical address. It is in fact a

front company of DPRKcompany Pan Systems Pyongyang Branch (Pan Systems
Pyongyangf) linked in turn to a Singapean company named Pan Systems (8)L&d

(Pan Systems Singapore). Thetwork hastwo Malaysianbased companiesvhich act

2y Df202YQa OSKIEFY LYGSNYyFraGaAzylrtf D2f RSy [ S
Systems Sdn Bhéldure7).

Payments made by theetwork

According to the UN Panel, Pan Systems Pyongyang and its front companies used a
global network of individuals, companies and offshore bank accounts in China,
Indonesia, Malaysia, Singapore and the Middle East to procure and market arms and
related materiel. Pan Systems Pyongyang used the names of Pan Systems Singapore and
International Global Systems to gain access to foreign currency accounts at banks in
DPRK, which otherwise would not be available to DPRK companies due to domestic
banking rules.

In particular, Pan Systems Pyongyang and its front compansd accounts in US
dollars and euros at the Ubesignated Daedong Credit Bank in Pyonyang to transfer
funds through bank accounts in China to a supply chain of more than 20 companies
located pimarily on the Chinese mainland; in Hong Kong; and in Singdp®hese
included transactions by Glocom that were initiated by companies registered in Hong
Kong and cleared through US correspondent banks in New York. Payment for a single
invoice was oftendone through a series of indtments from multiple front
companies’?

7 UN Security Council Document S/2017/150

80 According to information obtained by the Panel, Pan Systems Pyongyang is operated by the
wSO2yylAaalyoOS DSyYySNI .maiNJBtellidencéd wadency, Sdesign&&l ur@er dzy G NB Q a
resolution2270 (2016Ff 2 NJ Ay @2t dSYSyYy G Ay 5twYQa O2y@SydGdAzylf | N¥a
81n recent years procurement by the network shifted almost entirely to companies in @hhdlong

Kong due to lower prices, stringent Singaporean regulations and more direct logistics.

82 para 52,midterm report of the Panel of Experts submitted pursuant to resolution 2345 (2017), 5

September 2017 (UN document S/2017/742).
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According to the UN Panel, traaxtions made on behalffdaedong Credit Banky
front companies overseawere carried outon the basis of ledger system similar to
that deployed by KBC and DHID (Case St®)§® Daedong Credit Banlas ableto
continue to fund procurement overseas despite its designation.

Payments received by the network

Pan Systems Pyongyang regularly received bulk cash transfers. It also received large
remittancesfrom an account at a bank in Malaysia, and from compani®&PRIsuch as
Hungbal Trading Co, Kumbong Trading Co and Mubong Trading Co. Transfers were also
made from the Shenyang consulate BPRK Pan Systems Pyongyang in addition
received funds from Koe: Mining and Development Trading Corporation (KOMID) and
Hyoksin Trading Corporation, both designated by the UN and members of another DPRK
procurement network connected with the Reconnaissance General Bureaa (
footnote 80).

Financing of Proliferation

The publicy @F Af 0t S SPHARSYOS AYyRAOIFNGSa GKFG GK
trade and to circumvention of financial sanctiomather thanto F Ay | yOAy 3 2 F
WMD program However 3A @Sy GKS ySGg2N] Qa O2yySOGAz2
dedA A3yl SR dzy RSNJ ZF NA2dza &l yOuAzya NBIAYS

missile prograns, it seems entirely possible that at least part of the network is also
involved in this activity.

83 |bid para 53
58
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Figure7. The procurement network centered on Pan SysseRyonyang and its front
companies

Key Points

1 Pan Systems Pyongyadgploys a global network of individuals, companies and

offshore bank accounts in China, Indonesia, Malaysia, Singapore and the Middle

Eastfor procurementand marketingourposes
1 Adesignaed bank in Pyonyang, (Daedong Credit Bao&hducts transactions in

US dollars and euros through bank accounts in China to suppliers in China, Hong

Y2y3 YR {Ay3FILR2NE® ! af SRASNE ad2aGdSYy Aa
1 A single invoice may be covered pgyments from multiple front companies (a

pattern similarto Case 2
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Case 8: Characteristics of DPRK financial netwsrldetermined by a financial
institution (2017)

The following is based on the investigative experience of a multinational financial
ingtitution.

The financial institution had found a number of common characteristics of financial
networks that appeared connected to DPRK (and consistent with recent open source
reporting on the subjeéf):

1 A high proportion of the entities involved were Cése. Many of these included a
director who was ethnically DPRK (identified as such mainly by name since many
held Chinese identity documents). Many were set up initially with Chinese
directors after which directors with DPRK connections were added; Chinese
entities were mainly based in Dandong and other border regions, and these
entities often had directors in common or business addresses in common;

1 A small proportion of entities were based outside China, mainly in SE Asia;

1 Many of the entities ceased traay activity shortly after their creation, for
example after 18 months;

1 Goods and material traded by the networks included metals, chemicals and
related products and foodstuffs. The networks often funded themselves through
such trading and required minimakternal funding;

1 Individual commercial entities set up multiple bank accounts. Interbank transfers

6aasStT G2 aStFeéovz oA0K S Rersénhal gokoirdsivereJdzNILJI2 & S

rarely used for transactions;

1 In many cases trade carried out by entitieghin the networks did not match
their expected business profile (e.g. industrial goods traded by a company that
normally dealt with agricultural products);

1 Cash transactions were a feature of the networks (the sums tended to be
moderate, for example $10k$100Kks)

8FNJ SEI Rishly Business: A Systemevel Analysis of the North Korean Proliferation Financing
Systen0é¢ / n! 5{ %X HAmT D

85Thefinancial institution agreed the plausibility of the propositidmat theseinterbank transfers were
the external manifestations of some sort of internal "ledger system", or value trasgftem that these
companies were operating.
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Case9: Mechanisms to ccumvern financial sanctions described by UN Panel on DPRK
(2017)

The following is based on the 20Hhal Report of UN Panel on DPRK established
pursuant to resolution 1874 (2009).

TheUN Panel identified raltiple ways in which DPRfinancial institutions and networks
accesed the international banking systein order to circumvent or violate UN Security
Council sanctions. Theselude:

1 DPRK énksmaintainingcorrespondent or payablhrough accounts with foreign
barks,

DPRK énks forning joint ventures with foreign companies
DPRK banks maintaining representative offices overseas
Foreign companies establisig banks insid®PRK

DPRK rading companies openg bank accountswith foreign banksso as to
perform the sane financial services as banks (including grgviding indirect
correspondent bank account servicesingfundsheld on deposit)

1 DPRK gblomatic missions providgfinancial support tdhe networks.

Despite designation by the UN Security Counalesal DPRKbanks continued to
operate abroad by setting up representative offices as corporate entities rather than as
financial institutions. For example,Korea Kwangson Banking Corporation (KKBC)
operated a branch irDandong China,and used the company Dandg Hongxiang
Industrial Development Co Lt undertake finanal transactions in U8ollars on its
behalf(seeCase3 above.

The Panel héhinformation that showedthat two additionalbanksdesignated by the UN,
Daedong Credit Banknd Korea Daesong Bankoth operate on Chinese territory
through representative offices in Dalian, Dandong and Shenyang.

= =4 4 A

Key Points

1 Several DPRK banks continue to operate despite their designations under UN
Security Council Chapter VIl sanctions regimes;

1 DPRK bankare operating abroad through offices of corporate entities

86 UN Security Council Document S/2017/150
87 Designated under resolution 2270 (2016).
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Syria

Case 0: A small broker/intermediary plays a key role in a procurement netwofk)
(20082011)8

According to court documents filed in connection with his arrest and conviction,
between 2008 and 201ihdividuall used his company, Global Parts Supply, Inc, based

in Pennsylvania, USto export a range of chemical warfarelated agents and other

items destined ultimately for Syrf4.°° Thesegoodswere procured from US suppliers

and required US expoticenses They were typically shipped to third countries (UAE,

UK, Jordan) against false or misleading invoices; goods and services involved were
undervalued or mislabeled, and the purchasers and-esers listed on documentation

were usually false.

Paymerts for theitems were made by wire transfers to a Global Parts Supply account at

GKS tS2LJX SQa bladAz2ylt .yl Ay GKS !'{® ¢KS 5
(including the Lebanon and Gulf Bank of Beirut Central District), and in one case an
exchange house (the Zourheir-Btiss & Sons Exchange, Ras Beirut, Hakdmis Str,

Ariss Bldg, Beirut), and in one further césan a bank in Jordarfigure 8).

According to court documents, the wire transfers were typically accompanied by bland
degriptoya 2F GKS (Nl yalOtAzya (G,&KSéf 102 DSINBRNE 3
LI NIaé¢ FyR a@lfdzS 2F AYyRdAZAGNAI T Y OKAYS &L N

88 This casavas Case No 17 in the Interim Report of 5 February 2017.

89 https://lwww.ice.gov/doclib/news/releases/2014/140423philadelphia.pdf

90 https://www.ice.gov/news/releases/extraditedritish-residentpleadsguilty-conspiracyillegallyexport
-restricted
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Figure 8 Procurement of chemical warfatrelated agents and other items by customers
in Syria

Key Points

1 Asmall busiessacted as a broker/intermediarin this proliferation procurement
network;

1 Bland descriptionswere attached to the wire transfers associated with the

proliferation-sensitive goods and materi@lsThe intention may have been to
avoid attracting attentio;
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1 Exchange housesere involvedn financial transaction®’

1 Neighboing states were used by the proliferation networks ér transit or
trans-shipment of goodsnd related financial transactions.

92The involvement of exchange houses in financial transactiorsciased with proliferation has been
KAIKEAIKGSR o0& ! { ¢NBIadaNE 5SLINIYSyldyYy a¢KS asS 2F 9
Po{d 902y2YAO {IlyOtArzya I 3 thikpy:/Bvivw.trdadudy.gov/iresoarce WI y dzl NEB
center/sanctions/Programs/Documents/20130110_iran_advisory_exchange_house.pdf
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Casell: Procurement by the Syrian Scientifstudies andResearch Centre(Pre 2011
present)

The following is based on information provideddgovernmental source

The Syrian ScientifiStudies andResearch Centre (SSRC) has made use of networks of
different types to procure WMBelated as well agday-to-day good and materials from
foreign suppliers. Some of these networks previously existed, and some were developed
by the SSRC. The networks mutated with time in response to sanctions and other
devebpments.

WMD-related materialgprocured by these networkicluded controlled items but also
below-control thresholds and nostontrolled goods and materials. Controlled items
made up about 10% of total WMiglated pocurement. The governmental source
observed that in early years SSRC procurement was focused on figisbés, including
listed goods, but that over time an increasing proportion of procured items are
lesssensitive, noHisted raw materials suitable for indigenous WMD manufacture.

Three main stages of network development can be identified.

Phase hetworks ¢ Procurement through cover companies run by personnel within the
SSR(pre-2011)

The first phase was in ugeior to 2011 and before the imposition of sanctions on Syria.
In this phase, personnel in th8yrian SSRC Procurement ar@ustomsClearance
Department negotiated and ordered goods and materials dinegtlth foreign suppliers
(figure 9). Individual personnel purported to represent different Sy+imsed
companies, with different cover namésMost suppliers they dealt with were based in
China andAsig but others were in Russia, North Korea, Europe and the US.

The cover companies had no means to transfer funds independently of the SSRC, so
once deals were agreed the overseas suppliers were told that payment would be made
by a partner compny. Thee partner companies were typically trusts, based in Syria and
overseas, including in texavens and offshore financiatenters® The partner

9 According to the governmental sourcehese cover companies includte Industral Solutions
(sanctioned by the EU in 2011 and the US in 2012; Megatralépo Street, PO Box 5966, Damascus,
Syria,sanctioned by the EU in 2012 and the US in 2014), Experts Partéms Addin, Saladin Street,
Building 5, PO Box 7006, Damascus, Sgaagtioned by the US in 2014), Sigma Tdayéz Mansour
Street, Bldg No 35, Floor No 2, Baramkeh, P.O. Box 34081, Damascusafgtianed by the US in 2015).

One of these cover companies operated with Technolab, a Lebbased supplier of science d@n
technology materials (designated by OFAC in 2016, together with its Director General Azi2) Allouch

94 According to the Governmental source, partner companies includedstample Tredwell Marketing,

PO Box 3321, Drake Chambers Road, Tortola, British \4tands, registered in 2007. According to media
reporting (Syrian BVI Firm linked to Magnitsky case paid RUSE87 million, Cyprus Business Mail, 19
June 2017) Tredwell Marketing shared the BVI address with at least one other company suspected of
support to the SSRC, Balec Ventures Inc According to the media reporting, the Central Bank of Cyprus
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companies were funded by wire transfers from the SSRC (directly from Syria or via
Lebanon) and transferred funde suppliers through accounts with international banks,
including in one case an affiliate of a Russian bank in Cyprus. The Syrian source of the
funds was concealed to the banks and the suppliers.

Suppliers in Russia or Iran were sometimes paid directihdyRussian Central Bank or
the Central Bank of Iran on the basis of a credit arrangement with the Syrian Central
Bank and, in the case of the Central Bank of Iran, cash transfers from Syria.

Shipments were typically sent by suppliers to companies in Syriaebanon (the
companies, usuallyézbollah front companies, changed approximately evenyonths).
These companies then transferred shipments directly to Syria. In line with normal
commercial practice the front companies sent related shipping documtentise SSRC
Procurement andCustoms Clearance Department in order to facilitate clearing
deliveries through Syria@ustoms»®

suspected Tredwell Marketing of being a front company for the SSRC.
% International courier companies such as DHL were used for this purpose.
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Phase etworksg Syrian businessmen act as brok@@11 to present

Repeated rounds of sanctions on Syria imposed from 2011 by the US and EU and
designations of Wian SSRC cover companies undermined the effectiveness of the first
phase network. It continued in operation but SSRC initiated a second phase of
procurement ly deploying Syrian businessmen based in Syria, UAE, Lebanon and Turkey
to act as brokers. These businessmen fulfilled SSRC procurement requirements by
placing orders with suppliers through theirigting business contact§igure 10).°6 They

were acting inthis way similarly to overseas Iranian businessmen supporting Iranian
procurement networks.

The SSRC paid the Syrian brokers in cash. The cash was then effectively laundered
GKNRdzZAK ONBISNEQ O2YLIye olyl F0O02dzyia Iy
currences such as US dollars, Japanese Yen, Euros) via banks in Turkey, Lebanon, UAE or
elsewhere. No trade financing was involved and suppliers typically released shipments

only when payments were received. Sometimes suppliers were paid using money

service busiasses such as Western Union.

As before, shipments were typically sent to front companies in Syria or Lebanon for
transfer to the SSRC.

% According tothe governmental sourceSyrian companies acting in this way inclddee Houranieh
Company and the Anas Group, both important providers for the SSRC of metals and alloys.
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Phase3 networksg Syrian businessmen set up comgas in Ching2014/15 to present)

Following further rounds of sanctions and interdictions of shipme8S8RC initiated a
third phase of procurement in 2014/15. This phase was based on trusted Syrian
businessmen acting as procurement intermediaries, inipalar to better access the
Chinese market. This third phase operated concurrently with phases one and two.

SSRC directors tasked lestgnding and trusted Syrian businessmewho owned
companies with subsidiaries in Lebanon, UAE and elsewhere, to seiddigonal
subsidiaries in China and Hong Kong. These new subsidiaries were usually given Chinese
names. At least three such netwks were created (Figures -114).

SSRC directors placed procurement orders with the Syrian businessmen who in turn
used theirnetworks of Middle Eastern companies and Chinese subsidiaries to negotiate
and agree terms with suppliers. As in Phase Two, the businessmen received cash directly
from the SSRC that was transferred to company bank accounts in Syria. The cash was
then effedively laundered through the networks either by transfers through formal
banking channels grossiblythrough arrangements tmffset payments made on behalf

of each other(r & f éSsisE@®.NSuppliers were subsequently paid through normal
banking channelsSome payments were made via banks in Lebanon and the UAE;
others, to Chinese suppliers, were typically made through bank accounts held by the
networks in an international bank in Hong Kong.

As before, shipments were sent by the suppliers to front conggmim Syria or Lebanon
for onward transfer to the SSRC.
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Figure 12SyrianSSRC ProcuremeRhase 3Network 1

(Key Boxes in red indicate designated individuadsentities Yona Star International and
its managing director, Salah Habib, were designated by OFAC on 21 July 2016; Syriss was
designated by OFAC on 23 Dec 2016.)
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